PDR M1060002 Discussion

26 Jun 2001: PDR submitted with original title "Security Rejection not handled"

Email from Tony Kerr on 29 Jun 2001

Subj:
SASO guidance edited
Date:
6/29/01

To:
Gerard.Mittaux-Biron@cena.fr
CC:
Stephen.VanTrees@faa.gov
File:
C:\CITRS\CITRS-03\DEL\SASO-guidance-ajk.zip (46189 bytes) DL Time (32000 bps): < 1 minute


Bonjour Gerard.

I attach your SASO guidance as hacked about by me.  I hope you like it!  I am about half way through checking it.  I would really appreciate any comments you have.  I aim to finish by the end of next week (July 6) and get it sent off to Harry.

Also, do you agree with PDR M1060002?

Also, I have found some other potential SARPs problems while going through the GM scenarios.  I would propose to append these to M1060002  :

1) 4.3.3.3.3.2.2 and 4.3.3.3.3.2.3 both say:
"Enter the ASSOCIATION PENDING state as an initiator CF"
I think the CF is already in the ASSOCIATION PENDING state, as the *responder* CF, so this should be replaced by:
"Remain in the ASSOCIATION PENDING state."

2) In the SA-START rsp/cnf, the meaning of Calling and Called is not well defined.  It would have been better to use initiating and Responding.  However, I think it needs to be clarified in 4.8.3.2.1 that the Calling Entity ID on the response is actually the remote entity.  Thus seems obvious when you know, but it's confusing when you first look at it.

3) It is not explicitly stated (e.g. in 4.8.5.2.2.2.1) that the result of SSO-SignCheck and SSO-ProtectSignCheck needs to be successful, else exception handling is invoked.  I propose to insert "If the returned CheckResult parameter has the abstract value "Success," ..." before delivering the SA-primitive to the CF. 

Comments?
A bientot
Tony

Email from Gérard Mittaux-Biron on 9 Jul 2001

In a message dated 9 Jul 2001 2:13:45 PM GMT Daylight Time, MITTAUX-BIRON_Gerard-Stna@stna.dgac.fr writes:

    I've been reading your modified (and simplified, and clarified. How do
you do this ?) version on the guidance, and I don't have any additional
comment. Maybe, the nice drawings with arrows, etc. They cost me so much
time and so many Word2000 crashes that I will regret them. However, as I
did not have the solution for incorporating them in a two columns document,
I won't criticize your choice.

    In fact, by reading things more carefully, it appeared that there
might be a potential defect in SV4, chapter 8.
    In 4.8.5.2.2.1.1 (SA-START management), it is stated that, if the
called is an airborne, two SSO-GetCertificate function calls should be
issued: one for the signature key certificate, and one for the key
agreement public key certificate. By reading the SV8, I discovered that I
must have missed some evolution in the interface, as the key agreement
public kety certificate does not seem to be expected now.
   So I would propose to:
   a) Remove 4.8.5.2.2.1.1 c) and Table 4.8-5
   b) Remove 4.8.5.2.2.1.1 e) 2)
  c) Remove 4.8.5.2.2.2.1 c)
  d) Check if I did not miss any side effect... I did it once...

  Concerning the return code of the SSO, I had this discussion some times
ago with Jim Simpkins. My felling is that all this is only functionnal
description, and that adding things like return codes does not add anything
to the functionality. We did not put return codes to ACSE services, for
example, but implementations that implement ASEs in different pieces of
code would need to add this to their interface (this is the case for
CHARME, which now implements ACSE as a distinct piece of code). However,
implementations that implement ASE as one piece of code (not
differentiating between CM or ACSE), would not care or even think about a
return code that would raise from ACSE (and this was the case with previous
version of CHARME).

    From my point of view, this is the same with the S-ASO: one could
implement it as a distinct, unaccessible, fire and terrorism protected,
nuclear bomb proof, or whatever paranoïa may lead to. And others could
implement the code related to computing and checking of appendix inside the
code used for communications. In the latter case, we could imagine that the
concept of returned error code would not exist.

    So, from my point of view, any error in the security functions should
be treated in error handling, which is what is stated in 4.8.5.3.

    But this is only a personal point of view.


Email from Tony Kerr on 10 Jul 2001

Subj:
Re: SV4 GM
To:
jsimpkins@bcisse.com

A couple of security related questions, if I may...

1) Do you agree with Gerard's assessment, that the key agreement
public key certificate is no longer required in the uplink security exchange item in a ground-initiated secured dialogue supporting key management?

2) From your work on ASN.1 compilation, do you have any examples of encoded SESE PDUs that could be used in Guidance?

 
Reply from Jim Simpkins on 11 Jul 2001

In a message dated 7/11/01 2:53:48 PM GMT Daylight Time, jsimpkins@bcisse.com writes:

The key agreement certificate is still needed.  That was the penalty with ground-initiated secured dialogues supporting key management.  You still need to validate the ground CM's key agreement key.  Just because you possess one (the signature key) does not mean that you possess the other validly (the key agreement key).  If SV8 does say that the key-agreement-key certificate is not needed, then we have a defect in SV8.  We'll need to know where that is so we can correct it.

As for SESE PDUs, I don't have any.  I only used the SV4 ASN.1 to make sure that the SV8 ASN.1 worked as we thought it would.  We had plans to prototype the secured dialogue service, but that never materialized.  If you can provide me with the content you'd like to see in an SESE PDU, I should be able to produce example encodings in about a day.  Let me know.

Jim

Email from Tony Kerr on 11 Jul 2001

Subj:
Re: SV4 GM (SESE encoding)
To:
jsimpkins@bcisse.com
CC:
Stephen.VanTrees@faa.gov, tmcparland@bcisse.com, jchappell@bcisse.com, Gerard.Mittaux-Biron@cena.fr

I don't have any SESE PDUs either.  Can we construct, say, an example atnEstablish item in a SETR APDU (to be used as the ACSE authentication-value).

In the SETransfer, we would have:
seIdentifier = atnEstablishSE = {1.3.27.2.1.1}
itemIdentifier = atnEstablish = {1}
seItem = the atnEstablish, with:
            atnCertificates = absent
            atnSignature (algorithmId : absent, validity : timeField, 
                  value : ecdsa-Signature)
invocationId = noInvocationId (default value)
startFlag = TRUE
endFlag = FALSE (default value)

Should the SESEapdus CHOICE (in X.832) be encoded?  It is not explicitly stated as far as I can see, but I guess the answer is no.

I guess for the ecdsa-Signature, we could use simulated values of typical length for the INTEGERs r and s (unless you have a real ECDSA implementation?)

Can you do it?

 
11 Jul 2001: PDR progressed to Accepted status

Email from Jim Simpkins on 17 Jul 2001


In a message dated 7/17/01 4:12:53 PM GMT Daylight Time, jsimpkins@bcisse.com writes:



Subj:
Re: SV4 GM (SESE encoding)
Date:
7/17/01 4:12:53 PM GMT Daylight Time
From:    jsimpkins@bcisse.com (Jim Simpkins)
To:    TonyKerr@aol.com

File:sese.tar.gz (268663 bytes) DL Time (32000 bps): < 2 minutes

Here's a compressed tarfile of my directory to do this encoding.  The file sese/sese.txt has the output.  I printed out the input to the encoder and the encoded output.  You can look at the source, if you like, to make sure I did the right thing.

I ran across two problems.  My copy of the ASN.1 says that the atnEstablishSE seIdentifier is {1 3 27 5 2 1} so I used that rather than what you have.  I'll need to modify the ASN.1 file if my copy is wrong.  Please let me know and I'll rerun this.

The second problem was in the choice of encoding the SESEapdus data type or just encoding the SETransfer data type.  I guess I take the opposite view from yours.  If you don't tell me to not encode the outer choice, I will encode it.  This is similar to the Fully-encoded-data note in SV4 that you fixed a while back.  Our implementation encoded the outside wrapper until you modified SV4 to make the note more clear.  Anyway, that really isn't the problem.  The problem is that the ASN.1 structure (note I had to move the Abstract Syntax module to the end to make that the root module) generates the SESEapdus PDU types only by default.  So, the ASN.1 modules we have lead you to believe that the SESEapdus is the data type that is to be encoded.  If it isn't, then I need to add ASN.1 directives to treat the SETransfer data type as a PDU.  If we want to encode only the SETransfer to save bits, then we need to add a requirement in SV4 to explicitly state that the SESEapdus wrapper is not encoded, assuming we don't need that wrapper to disinguish SESE PDU types.  I don't remember if there is always a 1-to-1 mapping of SESE primitives to DS primitives.

For the signature, I used the values from WG1SG2 WP1907 for a signature over user data of "abc".  If you want more realistic output, please give me a user data string to use for generating the signature.  I'll take that and put it in SignData and sign over that using our ECDSA implementation.  That'll take more work though.

As an aside, could we use the local choice for the seIdentifier rather than the global choice.  The value of the local choice could simply be the last arc of the global choice OID as an integer.  We'd save more bits that way.

Please let me know if this is what you wanted or not.

Email from Tony Kerr on 19 Jul 2001

Subj:
Re: SV4 GM (SESE encoding)
Date:
7/19/01

To:
jsimpkins@bcisse.com, Gerard.Mittaux-Biron@cena.fr
CC:
MITTAUX-BIRON_Gerard-Stna@stna.dgac.fr, Stephen.VanTrees@faa.gov, danny.van-roosbroek@eurocontrol.be
File:
C:\CITRS\CITRS-03\DEL\SESEcoding.doc (32768 bytes) DL Time (32000 bps): < 1 minute

Hi Jim, Gérard

Many thanks for running the encoding Jim.  This certainly clarifies things in my mind.  I attach my interpretation of the encoded value, which I propose to add to the SV4 guidance material.  Note that:

1) The encoding of seItem requires padding to an integral number of octets and the insertion of an octet count before the value.  This is one case where padding is unambiguously specified (in X.691 clause 10.2.2) - even though not strictly necessary.

2) According to PDR M1060001 proposed solution, the final padding bit would be stripped off before the value is inserted as a BIT STRING or EXTERNAL in ACSE
Authentication-value.

I agree that the atnEstablishSE seIdentifier is {1 3 27 5 2 1} - this is an error in the S-ASO guidance material (Confirm please, Gérard)

I agree that the SESEapdus CHOICE wrapper should be encoded - it only adds 2 bits and disambiguates between SETransfer, SEUAbort and SEPAbort, as you said.  (Do you agree, Gérard?)

> As an aside, could we use the local choice for the
> seIdentifier rather than the global choice.  The
> value of the local choice could simply be the last
> arc of the global choice OID as an integer.

This would require a SARPs change.  I think it would be worth it, as the context is unambiguous, and we would save 4 octets per security exchange.  (Gérard - is there any strong reason for mandating the global form in the SV4 ASN.1? - we could register INTEGER values in SV9 instead of OIDs).

It's a shame that itemIdentifier wasn't made OPTIONAL in SESE protocol (it IS optional in the service!).  It serves no useful purpose for the 2 exchanges currently defined, and wastes 2 octets.  I guess we have to live with it.

There's an error in SV4 Table 4.8-19, where it says that Item identifier is "the object identifier specifying atnEstablish" (should be INTEGER identifying the exchange item).

While we're at it, I suggest we should change the SV4 SARPs to make the SE-Transfer Invocation identifier "not used" rather than "an unambiguous identifier" with no semantics.  (What do you think, Gérard?)

This has been a most useful exercise, Jim.  Could you find time to encode an example atnProtectSign, and maybe even an atnEstablish sent from the ground (including atnCertificates)?

Reply from Jim Simpkins on 19 Jul 2001

In a message dated 7/19/01 2:06:28 PM GMT Daylight Time, jsimpkins@bcisse.com writes:

The easiest way for me to do this is for you to specify the values you want.  That way, you do the work for figuring out what needs to be sent and I'll do the work to encode it.  Sound ok?  It's like what you did for the SESE PDU.

Let me know.  I should be able to do it sometime next week.  FYI, there are example encodings of Certificates, Compressed Certificates, SignData, and MacData in the SV8 guidance.  They may help in formulating your examples.

Email from Tony Kerr on 19 Jul 2001

Subj:
(no subject)
Date:
7/19/01

To:
jsimpkins@bcisse.com
CC:
Stephen.VanTrees@faa.gov, Gerard.Mittaux-Biron@cena.fr
How about the following examples?
1) Example atnProtectSign item in a SETR APDU (to be used as the ACSE authentication-value or DS presentation-data-value).  The 'unprotected' field is an ADS Demand Contract - padded with 4 bits to an octet boundary (another case where padding is mandated).

In the SETransfer, we could have:
seIdentifier = atnProtectSignSE = {1.3.27.5.2.2}
itemIdentifier = atnProtectSign = {1}
seItem = the ATNProtectSign, with:
            unprotected = '37B09810'H
           appendix (algorithmId : absent, validity : absent, 
                 value : hmac-Tag)
invocationId = noInvocationId (default value)
startFlag = TRUE
endFlag = FALSE (default value)

2) Example atnEstablish item sent from ground in a SETR APDU (to be used as the ACSE authentication-value).  The data would be a CM secure logon response, but any old string will do.

In the SETransfer, we would have:
seIdentifier = atnEstablishSE = {1.3.27.5.2.1}
itemIdentifier = atnEstablish = {1}
seItem = the atnEstablish, with:
           atnCertificates = (ground CM public key agreement certificate)
           atnSignature (algorithmId : absent, validity : random, 
                 value : hmac-Tag)
invocationId = noInvocationId (default value)
startFlag = FALSE (default value)
endFlag = FALSE (default value)

Email from Jim Simpkins on 5 Sep 2001

In a message dated 9/5/01 6:56:50 PM GMT Daylight Time, jsimpkins@bcisse.com writes:

Subj:Re: (no subject)

Date:9/5/01 6:56:50 PM GMT Daylight Time

From:    jsimpkins@bcisse.com (Jim Simpkins)

To:    TonyKerr@aol.com

CC:    Stephen.VanTrees@faa.gov, Gerard.Mittaux-Biron@cena.fr

File:sese-20010905.tar.gz (352468 bytes) DL Time (32000 bps): < 3 minutes

Tony,

Here's a compressed tarfile of my directory to do this encoding.  The file sese/sese.txt has the output.  I printed out the input to the encoder and the encoded output.  You can look at the source, if you like, to make sure I did the right thing.

SETransfer 1 is the first example you requested and received before.  SETransfer 2 and SETransfer 3 are the two examples from below.

I ran into some more problems.

First, my certificate generation program no longer works.  I upgraded from version 5.1.3 to 5.2.1 of the OSS compiler.  I probably need to set some version compatibility flag to fix that.  So, to get around this, I used a key agreement compressed user certificate file that I have from previous work.

The HMAC tags that I used are not real.  All HMAC tags are 4 octets in length.  I used '01020304H' as the MAC tag value.  Generating a correct MAC tag requires an ECDSA Signature and ATN PeerIDs for the parties involved in the dialogue so that I can create the MacData structure, encode that, and generate the MAC over that.  To make this more realistic will take more time.  I can't do this until after October 1.  Do you need that?

Please let me know if this satisfies your need or not.

Jim

Email from Tony Kerr on 7 Sep 2001

From: TonyKerr@aol.com 

To: jsimpkins@bcisse.com 

Cc: Stephen.VanTrees@faa.gov ; Gerard.Mittaux-Biron@cena.fr 

Sent: Friday, September 07, 2001 8:43 AM

Subject: Re: (no subject)

Hi Jim, 

Thanks for the latest encodings.  I attach the hand decodings that I plan to use in the SV4 guidance.   There are no particular issues, and I think they are very useful illustrations, especially if shown embedded in ACSE APDUs or Presentation-data-values. 

I think the dummy MAC values will do fine for SV4 purposes. 

You will have seen that PDR M1060002 is now held open until the ATNP Toulouse meetings.  Will you be there? 

Cheers 
Tony 

Email from Gérard Mittaux-Biron on 23 Jul 2001

In a message dated 7/23/01 10:14:28 AM GMT Daylight Time, MITTAUX-BIRON_Gerard-Stna@stna.dgac.fr writes:

Bonjour Tony, Jim,

> At 0722 19/07/01 -0400, you wrote

> Hi Jim, Gérard

> I agree that the atnEstablishSE seIdentifier is {1 3 27 5 2 1} - this is an

> error in the S-ASO guidance material (Confirm please, Gérard)

    Yes, you seem to be right.

> I agree that the SESEapdus CHOICE wrapper should be encoded - it only adds 2

> bits and disambiguates between SETransfer, SEUAbort and SEPAbort, as you

> said.  (Do you agree, Gérard?)

    Ok for me.

> > As an aside, could we use the local choice for the

> > seIdentifier rather than the global choice.  The

> > value of the local choice could simply be the last

> > arc of the global choice OID as an integer.

> This would require a SARPs change.  I think it would be worth it, as the

> context is unambiguous, and we would save 4 octets per security exchange.

> (Gérard - is there any strong reason for mandating the global form in the SV4

> ASN.1? - we could register INTEGER values in SV9 instead of OIDs).

     No, in fact, this was the first idea (or maybe relative OIDs), and I don't clearly remember why we did not keep it.

> It's a shame that itemIdentifier wasn't made OPTIONAL in SESE protocol (it IS

> optional in the service!).  It serves no useful purpose for the 2 exchanges

> currently defined, and wastes 2 octets.  I guess we have to live with it.

> There's an error in SV4 Table 4.8-19, where it says that Item identifier is

> "the object identifier specifying atnEstablish" (should be INTEGER

> identifying the exchange item).

> While we're at it, I suggest we should change the SV4 SARPs to make the

> SE-Transfer Invocation identifier "not used" rather than "an unambiguous

> identifier" with no semantics.  (What do you think, Gérard?)

     I don't know. We had this discussion when Jim came to STNA last year. The idea was that it could be useful for connectionless security. That's why I left it there. If we put not used, I am afraid that if we later need to use it, we may face backward compatibility issues. Maybe "reserved for future use" would prevent this.

> This has been a most useful exercise, Jim.  Could you find time to encode an

> example atnProtectSign, and maybe even an atnEstablish sent from the ground

> (including atnCertificates)?

     I would be interested in the results (I wouldn't be able to find the equivalent file in CHARME... if CHARME Package 2 is still reachable...), but I could not open your file, Tony. Would it be possible to send it as a zip (I hope I will have less difficulties in reading it).

     Concerning the Key agreement certificate path, I read the SV8 and you are right Jim (which I never doubted a second), this certificate is obviously needed.

     Until our last spring meeting, the SV4 "provided" both (signature and KA certificates) to the SSO, after invoking the GetCertificate function. This was the perception I had from my last review of SV8. However, by reading (superficially, I must recognize), the SSO expected parameters, I found that the KA was not requested anymore by the SSO-Sign function. That's why I said toTony that why might need to remove it from the SV4.

     In fact, by reading more in details the SV8, it seems that the SSO states, in the SSO-SessionKey, that the KA certificate shall be retreived by local means.

     This is what confused me: anywhere, when information is supposed to be transfered between the Upper Layers and the SSO functions, this is clearly stated, using the SSO interface description. This is not the case for this specific data. I don't know if this should be called a defect, but I think that, at least in the SV8 guidance, there should be some explanation, or some link between the KA certificate retreived by the upper layers (using the SSO-GetCertificatePath function), and this retreival in the SSO-SessionKey internal function.

     The fact that SSO-SessionKey is a rather deep function call (You have the SSO-Sign that calls the SSO-AMACP that calls the SSO-SessionKey that does the retrieval by local means) might, in my point of view, bring confusion to implementors.

    I am still digging on Tony's "lièvre" about CM..

   A bientôt.

Gérard.

PS: in french, "lever un lièvre" comes from a hunting expression that could be tranlated in "raise a hare".

 Email from Jim Simpkins on 23 Jul 2001

 In a message dated 7/23/01 3:08:29 PM GMT Daylight Time, jsimpkins@bcisse.com writes:

Gerard and Tony,

Thank you on reminding me about the SE-Transfer Invocation identifier .  I believe we discussed that it could be used to convey the counter used in the connectionless case.  However, we put that counter in the ATNAppendix as optional.  It is not used in the connection-oriented case but will be required in the connectionless case.  So, I think we can follow Tony's suggestion now.  I had forgotten about our previous conversation and should have brought this up long ago.

I agree that we need to clarify the SSO interfaces since there's some misunderstanding between the SARPs writers.

The way I currently see it is that the SSO has 2 interfaces.  There is the SASO-SSO interface that you are familiar with.  Then, there's the SSO-Certificate-retrieval interface.

I think the confusion lies in the fact that sometimes the SASO provides certificates to the SSO and sometimes it does not.  There is some logic there, though.  The SASO provides certificates to the SSO only when the SASO receives them from the remote peer in some communication exchange.  If the SASO does not receive the certificates from the remote peer, it does not provide them to the SSO and the SSO must have local access to some repository of certificates.  The remote peer's certificates must be in that repository.  The SASO also does not provide the local peer's certificate to the SSO at any time.

I see two possible changes -- add to the CAMAL a description of the two interfaces for the SSO or change the SARPs to move the Directory (or equivalent) interface into the SASO and have the SASO provide everything that the SSO needs to perform its functions.  I prefer the first.

Some other rationale for the current architecture was that the SASO should deal with stuff related only to the communication between the two peers.  It should not be involved in the retrieval of information for the SSO to use only.

Jamie Chappell is now the maintainer of the SSO material.  His email is included above in the CC: list.  Please copy him on SSO emails.  I'll help where I can.

 Email from Tony Kerr on 31 Jul 2001

Subj:
Re: SV4 guidances.
Date:
7/31/01

To:
jsimpkins@bcisse.com, Gerard.Mittaux-Biron@cena.fr
CC:
Stephen.VanTrees@faa.gov, danny.van-roosbroek@eurocontrol.be, PICARD_Frederic@stna.dgac.fr, jchappell@bcisse.com


Jim et al

> I see two possible changes -- add to the CAMAL a description of the two
> interfaces for the SSO or change the SARPs to move the Directory (or
> equivalent) interface into the SASO and have the SASO provide everything
> that the SSO needs to perform its functions.  I prefer the first.


I agree.

On the other issues:
I will add the local form of seidentifier, the correction to table 4.8-19, and the "not used" invocation id to the proposed changes in PDR M1060002.

I think we also need to look at the ACSE Authentication-value type.  Currently the charstring, bitstring and external choices are mandated (Table 4.6-15).  If the external choice is taken, there are no constraints on whether the single-asn1-type, octet-aligned or arbitrary form can be used.  I would propose to add a SARPs Recommendation that the bitstring form should be used for Authentication-value.  If external is allowed, then there should be additional tables in 4.6.6.3.2, similar to Tables 4.6-16 and 17, to state what forms must be supported.  In all cases, the statement should be added that Authentication-value values are considered bit-aligned, and no padding bits are to be added.  

Are you going to be able to provide the additional encoding examples before Toulouse (end September)?

Cheers
Tony

31 Jul 2001: PDR progressed to Proposed status

Email from Jim Simpkins on 6 Aug 2001

In a message dated 8/6/01 12:45:29 PM GMT Daylight Time, jsimpkins@bcisse.com writes:

Subj:Re: SV4 guidances.

Date:8/6/01 12:45:29 PM GMT Daylight Time

From:    jsimpkins@bcisse.com (Jim Simpkins)

To:    TonyKerr@aol.com, Gerard.Mittaux-Biron@cena.fr

CC:    Stephen.VanTrees@faa.gov, danny.van-roosbroek@eurocontrol.be, PICARD_Frederic@stna.dgac.fr, jchappell@bcisse.com

Tony,

Sorry for the long delay.  I should be able to do the additional encodings before September.

As for the Authentication-value type, allowing EXTERNAL with the same restrictions as the User-information type simply introduces an extra wrapper for the data, doesn't it?  I'd prefer seeing a requirement that bitstring is used for ATN.  By the way, this value will always be an octet string converted to a bit string given the current cryptographic infrastructure.

Jim

23 Aug 01: PDR M1060002 revised Proposed solution.

Email from Tony Kerr on 23 Aug 2001

Subj:
SV4 and SV9 changes
Date:
8/23/01

To:
gsaccone@ons.com, jsimpkins@bcisse.com, Gerard.Mittaux-Biron@cena.fr
CC:
Stephen.VanTrees@faa.gov, PICARD_Frederic@stna.dgac.fr

 Is everyone happy with the changes proposed in this PDR?  They are mostly to do with the S-ASO,  as we have discussed in previous emails.  The PDR has a couple of non-back compatible changes:
- encodings other than BIT STRING prohibited
- seIdentifier changed to LOCAL form
Hence it is cat A.
Have you had a chance to review this, Gerard?. 

There are also a couple of changes to SV9 - are you OK with these, Greg?  I don't think the SV9 changes have any impact on SV8 - do you agree Jim?

Best regards
Tony Kerr
SME4 for EUROCONTROL
Email from Tony Kerr on 23 Aug 2001

Subj:
Reminder - close of voting period on PDR M1060002 - ULCS/SV9 - Security omission
Date:
8/23/01

To:
atnp_sgb2@tls.cena.fr, atnp_ccb_sme4@tls.cena.fr, atnp_ccb_chair@tls.cena.fr

Dear CCB members,

In accordance with the procedures of the ATNP CCB, the decision period for PDR M1060002 (ULCS/SV9 - Security omissions and clarifications) will end on 06 September 20001.  If no votes to the contrary are received by that time, then consensus shall be considered to be reached and the PDR will become RESOLVED.  The proposed solution applies only to edition 3 of Doc 9705 Sub-Volumes IV and IX.

Best regards
Tony Kerr
SME4 for EUROCONTROL

Email from Greg Saccone on 24 Aug 2001

In a message dated 8/24/01 2:51:58 PM GMT Daylight Time, gsaccone@home.com writes:

The changes to SV9 look ok to me.

Cheers

Greg

Email from Gérard Mittaux-Biron on 28 Aug 2001

In a message dated 8/28/01 1:49:07 PM GMT Daylight Time, Gerard.Mittaux-Biron@cena.fr writes:

    Bonjour Tony,
    Sorry for the delay. I reviewed the PDR and would propose some comments in the attached doc.
    A bientôt.
Gérard.

Email from Tony Kerr on 30 Aug 2001

Subj:
Re: SV4 and SV9 changes
Date:
8/30/01

To:
Gerard.Mittaux-Biron@cena.fr
CC:
gsaccone@ons.com, jsimpkins@bcisse.com, Stephen.VanTrees@faa.gov, PICARD_Frederic@stna.dgac.fr, atnp_ccb_sme4@cena.fr


Bonjour Gérard.

Thanks for the commentaires.  I attach some responses to the open issues you identified, prefixed with TK>.  Do you have any remaining concerns serious enough to prevent PDR M106002 progressing to resolved?

Is the compromise in item 11) acceptable to everybody (especially SGB3, Jim)?

Amities
Tony



11) SME Analysis: 
When SSO-SignCheck and SSO-ProtectSignCheck are used, it should be clarified that the following provisions only apply if the CheckResult is successful.  Otherwise, default error handling will be invoked.  Of course, ALL SSO functions can return local error codes; handling these is a local matter.

SME proposed solution:
a) In 4.8.5.2.2.2.1 c),
REPLACE:
deliver a SA-START Indication
WITH: 
If the SSO-SignCheck CheckResult is 'Success' then deliver a SA-START Indication
b) In 4.8.5.2.2.2.2 c),
REPLACE:
deliver a SA-START Confirmation
WITH:
If the SSO-SignCheck CheckResult is 'Success' then deliver a SA-START Confirmation
c) In 4.8.5.2.2.2.3 b),
REPLACE: deliver a SA-SEND Indication
WITH: 
If the SSO-ProtectSignCheck CheckResult is 'Success' then deliver a SA-SEND Indication

GMB:> I already expressed my point of view on this. It did not change: I don't agree. The CheckResult parameter should not be in SV.8 and should not be checked in the S-ASO. This is more related to "how things could be implemented" than to "what should be done".
For example, one could imagine an implementation that does not make separation between the software implementing the functionality described in SV.4 and the functionality described in SV.8; in this particular type of implementation, the CheckResult parameter won't have any meaning although described in a SARPs statement. Furthermore, if it is so important to check the results of primitives, why don't we specify checking of results in ACSE, presentation, etc. primitives ?
Check result is only a local implementation choice. If it is not, I don't know how it can be tested for validation purpose.
But this is my point of view.

TK> This point of view was considered when coming to the proposed solution.  The proposed change makes SV4 consistent with SV8.  The suggestion to change the SSO definition in SV8 is more radical and far-reaching.  It should be clear in the SARPs (and the base standard) that the SSO is merely a modelling device, with no requirement for it to be implemented as a distinct entity.  This is explicitly described in 8.6.1 Note 5.  The xxx-check primitives are not like other primitives, because they are specifically intended to deliver a yes/no verdict on the information presented to them.  A 'no' verdict is not like a local processing error: it is a valid result from processing information received from a remote system.  It is not correct to assume that local exception handling is implied when a 'no' verdict is returned.  The SARPs must state what happens when the result is not Success - even if this is only to perform default error handling.
A compromise proposal, making the SSO result less explicit, would be:
***
a) In 4.8.5.2.2.2.1 c),
REPLACE:
deliver a SA-START Indication
WITH: 
If the atnSignature is valid then deliver a SA-START Indication
b) In 4.8.5.2.2.2.2 c),
REPLACE:
deliver a SA-START Confirmation
WITH:
If the atnSignature is valid then deliver a SA-START Confirmation
c) In 4.8.5.2.2.2.3 b),
REPLACE: deliver a SA-SEND Indication
WITH: 
If the atnProtectSign is valid then deliver a SA-SEND Indication
***
Is this acceptable?


12) SME Analysis: 
In 4.8.5.2.2.2.3 bullet b), reference is made to the Calling and Called Entity ID parameters of SA-SEND.  This should be Remote and Local Entity ID, respectively. 

SME proposed solution:
a) In 4.8.5.2.2.2.3 b) 1),
REPLACE (in italics): Calling Entity ID
WITH (in italics): Remote Entity ID
b) In 4.8.5.2.2.2.3 b) 2),
REPLACE (in italics): Called Entity ID 
WITH (in italics): Local Entity ID
GMB:> Well, I don't have a bullet 4.8.5.2.2.2.3 b) in my version of SV.4.
TK> That is strange.  After applying PDR M0090001 item 28):
4.8.5.2.2.2.3 begins 'Upon receipt of an SE-TRANSFER indication...' and contains Table 4.8-10.  Bullet b) begins 'deliver a SA-SEND Indication containing the following fields:'


14) SME Analysis: 
4.3.3.7.4.2.6 wrongly refers to previously stored A-Associate parameters.  This should be A-Abort parameters. 

SME proposed solution:
In 4.3.3.7.4.2.6, REPLACE: A-ASSOCIATE Indication WITH: A-ABORT Indication

GMB:> I would rather remove the reference to previously stored parameters. The way implementations internally make the link between the services primitives is a local implementation matter, and storing these parameters is, amongst others, one of the possible implementation solutions. Furthermore, if we decide to state that some parameters have to be stored, I think (even if I don't think that we should state this) that we should state this storage together with what has to be stored.

TK> The references to previously stored parameters were added as part of the solution to PDR M0090001.  'When the DS CF invokes the SASO, it is implicitly required to store context information relating to the last DS-primitive or ACSE primitive that was received, and to restore that context information after the SASO has finished its processing.  This requirement is made explicit in the following proposed changes.'  Without these changes, SV4 was considered confusing, unclear and difficult to implement.  For example, in 4.3.3.7.2.2.1, the text specifies behaviour when SA-START Ind is delivered, yet it talks of parameters such as Calling AP Title, which were parameters of the previous A-ASSOCIATE Ind, NOT parameters of the SA-START Ind.  The 'storage' and 'retrieval' of these parameters is just a modelling convention, and is not intended to imply physical storage in a real system.  Of course it needs always to be remembered that all CF processing, including 'storing' of parameters, is merely a functional description, not an implementation description, as described in 4.3.1.1.


15) SME Analysis: 
In Security Exchange Items, Sub-Volume IV mandates that the global (Object Identifier) form of seIdentifier is used. However, global uniqueness is not required, since the context is unambiguous. Using the local (Integer) form instead would save 4 octets per security exchange. 

SME proposed solution:

SUB-VOLUME IV CHANGES
===================== 
a) In 4.8.4.1.1, ASN.1 module ATNSecurityExchanges:
REPLACE:
secids, atn-establish, atn-protect-sign, atnPKI FROM 
WITH:
atnPKI FROM
REPLACE:
IDENTIFIER   global : atn-establish
WITH:
IDENTIFIER   local : 1
REPLACE:
IDENTIFIER global : atn-protect-sign
WITH:
IDENTIFIER   local : 2

SUB-VOLUME IX CHANGES
=====================
b) In Sub-Volume IX, 9.2.1.3,
DELETE the following 4 lines:
secExchTypes OBJECT IDENTIFIER ::= { secids 2 }
-- SECURITY-EXCHANGE identifiers --
atn-establish   OBJECT IDENTIFIER ::= { secExchTypes 1} 
atn-protect-sign   OBJECT IDENTIFIER ::= { secExchTypes 2 }

GMB:> This proposal, although not a defect, is an enhancement, of course. The idea that I had in mind was that using relative OIDs was the chosen solution, and that together with the PER compacting, the saving in overhead was enough. But I am not an ASN.1 expert.

TK>  Yes, it is an optimisation.  Part of the terms of reference of SGB2 included optimising the bit-efficiency of air-ground transfers.  The encoding of object identifiers, even relative OIDs, is notoriously inefficient, since PER uses the BER encoding for these types.  The GULS standard only allows a choice between unconstrained INTEGER and OBJECT IDENTIFIER.  The INTEGER form is sufficient for ATN use, is more bit-efficient, makes the specification easier to read, and avoids the need for additional OID registrations.


17) SME Analysis: 
The invocation identifier in SE-Transfer primitives is set to "an unambiguous identifier" and no semantics are defined.  In fact, this field is redundant and would be better set to "not used" for sending (but still supported for receiving, for forward compatibility). 

SME proposed solution:
a) In 4.8.5.2.2.1.1 f), Table 4.8-7, row (Invocation identifier), column (ATN value),
REPLACE:
an unambiguous identifier
WITH:
not used 
b) In 4.8.5.2.2.3.1 e), Table 4.8-13, row (Invocation identifier), column (ATN value),
REPLACE:an unambiguous identifier
WITH:
not used
c) In 4.8.5.2.2.6.1 d), Table 4.8-17, row (Invocation identifier), column (ATN value),
REPLACE:
an unambiguous identifier
WITH: 
not used
d) In 4.8.5.3.1.1, Table 4.8-19, row (Invocation identifier), column (ATN value),
REPLACE:
the identification of the previous SE-TRANSFER Request/indication primitive
WITH:
not used

GMB:> As I wrote before, and in order to avoid potential problems with implementations making use of this parameter: I would prefer "reserved for future use", instead of "not used".

TK> This was discussed previously.  There is no future use currently envisaged.  If an implementation uses any parameter that the SARPs say is 'not used' then the implementation is non-compliant.  Tables 4.8-22 etc make it clear that the parameter must be supported for sending and receiving, but 'NoInvocationID' is the only valid value at present.


GMB:> CHARME platform claims to implement the edition 3 SV4. I did not check if we "automatically" corrected the CM problem, but I am sure that we did not implement the "local identifier" enhancement.

TK>  The SV4 validation report acknowledges the important role of the CHARME implementation in validating the SV4 security provisions.  PDR M1060002 meant to refer to complete *operational* implementations, and will be corrected to make that clear.  The CHARME trial implementation pre-dated PDR M0090001, and did not include any security algorithm.

In a message dated 9/5/01 9:12:45 PM GMT Daylight Time, jsimpkins@bcisse.com writes:

Email from Jim Simpkins on 5 Sep 2001

Subj:Re: SV4 and SV9 changes

Date:9/5/01 9:12:45 PM GMT Daylight Time

From:    jsimpkins@bcisse.com (Jim Simpkins)

Sender:    owner-atnp_ccb_sme4@cena.fr

To:    TonyKerr@aol.com, Gerard.Mittaux-Biron@cena.fr

CC:    gsaccone@ons.com, Stephen.VanTrees@faa.gov, PICARD_Frederic@stna.dgac.fr, atnp_ccb_sme4@cena.fr, jchappell@bcisse.com (Jamie Chappell), tmcparland@bcisse.com (Tom McParland), MPB@arinc.com (Mike Bigelow)

Tony,

I have no problem with the compromise on item 11.  I cannot speak for SGB3, however.

I agree with you on the compromise on CheckResult.  We need a way to indicate whether an ATN appendix is valid or not.

I have no problems with the other items.

Jim

06 Sep 01: PDR M1060002 revised Proposed solution.

Email from Tony Kerr on 06 Sep 2001

Subj:
PDR M1060002 - ULCS/SV9 - Revised Proposal
Date:
9/6/01

To:
atnp_ccb_chair@tls.cena.fr, atnp_ccb_sme4@tls.cena.fr, atnp_sgb2@tls.cena.fr
CC:
Gerard.Mittaux-Biron@cena.fr, gsaccone@ons.com, jsimpkins@bcisse.com

Dear colleagues, 

Following substantive comments on the proposed PDR M1060002 resolution, a revised proposal is attached.

The voting period will be extended to allow the revised PDR to be analysed by all interested parties.  If no negative votes are received by the CCB meeting scheduled for 27 September, the PDR will automatically progress to Resolved status. 

Best regards 
Tony Kerr 
(SME4 for EUROCONTROL) 

24 Sep 01: PDR M1060002 progressed to Resolved status

Email from Tony Kerr on 24 Sep 2001

Dear colleagues, 

As you will know, the CCB meeting scheduled for 27 September will not now take place.  Since there have been no negative comments on the revised proposal for PDR M1060002, and as the ATNP Panel Secretary needed urgently the latest drafts of 9705 Edition 3, the PDR is progressed to Resolved status and rolled into the Ed 3 draft forwarded for publication. 

Best regards 
Tony Kerr 
(SME4 for EUROCONTROL) 

Email from Jim Moulton on 24 Sep 2001

From: owner-atnp_sgb2@cena.fr [mailto:owner-atnp_sgb2@cena.fr]On Behalf

Of James Moulton

Sent: 24 September 2001 16:11

To: 'tony.kerr@cival.co.uk'; atnp_ccb_chair@tls.cena.fr;

atnp_ccb_sme4@tls.cena.fr; atnp_sgb2@tls.cena.fr

Cc: Gerard.Mittaux-Biron@cena.fr; gsaccone@ons.com; jsimpkins@bcisse.com

Subject: RE: PDR M1060002 - ULCS/SV9 - Security omissions and

clarifications - RESOLVED

Hi Tony,

Please wait one more day.  We have a "major" comment on this PDR that I will send

out in the next 1/2 hour -- this was planned to be distributed at the meetings in 

Toulouse today.

Later,

Jim

Email from Jim Moulton on 24 Sep 2001

From: James Moulton [mailto:moulton@ons.com]

Sent: 24 September 2001 16:40

To: 'tony.kerr@cival.co.uk'; atnp_ccb_chair@tls.cena.fr;

atnp_ccb_sme4@tls.cena.fr; atnp_sgb2@tls.cena.fr

Cc: Gerard.Mittaux-Biron@cena.fr; gsaccone@ons.com; jsimpkins@bcisse.com

Subject: RE: PDR M1060002 - ULCS/SV9 - Security omissions and

clarifications - RESOLVED

Hello everyone,

I had planned to have this in Toulouse this morning for the meeting.  It is a coordinated set of comments from within the US and relates to changes to SV 4 for the referenced PDR.  My apologies for the lateness of this, but we have been working on these comments for the last 5 months and we were under the impression, that we had until the 27th of September to make the official comments.

Later,

Jim

Email from Tony Kerr on 24 Sep 2001

From: owner-atnp_ccb_chair@cena.fr

[mailto:owner-atnp_ccb_chair@cena.fr]On Behalf Of Tony Kerr

Sent: 24 September 2001 17:55

To: moulton@ons.com; atnp_ccb_chair@tls.cena.fr;

atnp_ccb_sme4@tls.cena.fr; atnp_sgb2@tls.cena.fr

Cc: Gerard.Mittaux-Biron@cena.fr; gsaccone@ons.com; jsimpkins@bcisse.com

Subject: URGENT: PDR M1060002 - ULCS/SV9 - Security omissions and

clarifications - late contribution

Dear colleagues,

A late contribution has been received containing significant comments on PDR M1060002.  PDR M0090001, which was Resolved some time ago is also severely impacted.  The attachment was too long for the CENA exploder, so is reproduced below.

The basic problem is that the specification of the secure dialogue service was considered by some to be confusing and incorrect.  PDRs M0090001 and M1060002 have made great strides in improving the overall structure and correcting minor errors while impacting the previous implementation work as little as possible. The existing PDR solution builds on a functional baseline that has been thoroughly validated by the French administration.

The new contribution proposes an alternative specification approach to that which has been progressively worked through the CCB in recent months.  It is essentially a re-write of the CF for the secure dialogue service. The proposed alternative is incomplete, in that it does not provide the necessary extensive changes to the text of 4.3 and 4.8 that would accompany the changed state table.

The immediate effect is to invalidate the redlined and clean SV4 SARPs which have been forwarded for publication by ICAO.   This issue needs serious discussion in SGB2 before it can be progressed.  The options would seem to be:

a) revert to the draft ed3 SV4 text on the ATNP website.  This is known to contain multiple errors, which have been corrected by progressive PDR resolutions.  It still would leave the security provisions in the state which started this whole discussion.

b) publish ed3 SV4 as already provided, and work the new proposal offline, as a new PDR or a new edition of 9705.

c) include the new material as Guidance only - after all, it is not mandatory to implement a state table at all

d) delay the publication of ed 3 indefinitely until SGB2 meets to consider the new material.

As SME for SV4, I recommend option b) on pragmatic grounds.  I am confident that the current SV4 provisions are validated (both by CENA implementation and by detailed walkthrough) and unambiguous, and we now risk destabilising the whole validation and editing effort.

Opinions urgently please.

Tony Kerr

(SME4 for EUROCONTROL)

Email from Frédéric Picard on 25 Sep 2001

From: PICARD_Frederic@stna.dgac.fr [mailto:PICARD_Frederic@stna.dgac.fr]

Sent: 25 September 2001 10:34

To: tony.kerr@cival.co.uk

Cc: atnp_ccb_chair@tls.cena.fr; atnp_ccb_sme4@tls.cena.fr;

atnp_sgb2@tls.cena.fr; Gerard.Mittaux-Biron@cena.fr; gsaccone@ons.com;

jsimpkins@bcisse.com; moulton@ons.com

Subject: Réf. : URGENT: PDR M1060002 - ULCS/SV9- Security omissions and

clarifications - late contribution

Some (general, not technical) thoughts about the now so-called "late contribution":

1/ It is always possible to do better. We could today rewrite the a/g application protocol specifications, much more clearly and much more efficiently because we have a lot of feedback from implementations and a better knowledge of the way ULCS and ASEs work. The discussion about having states rather than predicates should not force ATNP to rewrite completely the secure ULCS SARPs if the goal is clarification only.

2/ SARPs specification and software implementation are two separate activities. In the past, it has been a (bad ?) habit to fully match software implementation states to SARPs protocol states. All implementations of ULCS and ASE I know about have translated the SARPs specification in software code. It was an appropriate way for systems specifically developed to validate SARPs (e.g. TES, CHARME), but this is not a mandatory way for operational systems. Nobody is forced to do that: SARPs compliant systems can implement states where SARPs describe predicates. It could be a local decision to implement in the software states for the very valid reasons developped in Jim's paper in chapter 3.

3/ I agree that there could be a problem in the way exception handling are specified in the SASO. As it is today, the ULCS exception handling procedures are "called" when an exception occurs in the SASO. This should not be done that way because a) the SASO specifications should be standalone and not rely on specifications of an other module, b) the exception handling procedures of the ULCS are not detailed enough. Therefore, the addition of an SA-ABORT-ind primitive could be useful to clarify what is to be done. However, no PDR was raised so far since this is a local implementation issue to implement or not this primitive and SARPs are not actually wrong, but only "evasive".

4/ The validation activity performed so far has proved that implementation of the current secure ULCS SARPs is possible, even if some bugs need to be corrected.

So... I was under the impression that once PDR M1060002 is resolved, SARPs material in SV IV and VIII for security are then consistent, unambiguous and correct, even if not perfect. I think that rather than spending a lot of time and money to validate completely new state tables we should try to consolidate the current SARPs. Therefore, I fully  support Tony's view to push the publication of the current SARPs as they are (with PDR M1060002 resolved) and to issue a new PDR to look at enhanced solutions.

Regards,

Frédéric.

Email from Jim Moulton on 25 Sep 2001

From: owner-atnp_ccb_chair@cena.fr

[mailto:owner-atnp_ccb_chair@cena.fr]On Behalf Of James Moulton

Sent: 25 September 2001 11:52

To: 'tony.kerr@cival.co.uk'; atnp_ccb_chair@tls.cena.fr;

atnp_ccb_sme4@tls.cena.fr; atnp_sgb2@tls.cena.fr

Cc: Gerard.Mittaux-Biron@cena.fr; gsaccone@ons.com; jsimpkins@bcisse.com

Subject: RE: URGENT: PDR M1060002 - ULCS/SV9 - Security omissions and

clarifications - late contribution

Good Afternoon,

While I have alot of sympathy for the problem that this created, I must say that the cancellation of the meetings makes it more difficult for everyone involved.  However, let me point out that the sub-volume still has flaws and I think that it is important to fix these rather than put out the text.

However, if we can get agreement that there will be no opposition to taking a possible class A PDR and that there will be no opposition to adding the appropriate states throughout the spec, then I will be glad to volunteer to do all of the necessary work and have the new spec ready.  If people are uncomfortable with that approach, then I must strongly object with going forward with the existing text.

The FAA has funded validation work to ensure that the spec as we are proposing is also "validated" with an implementation.  This work is planned to be continued to allow for further testing/validation.

An example of areas of concern:

Para 4.3.3.3.2.1.1 specifies a state name of NULL -- therefore we do use "states" throughout and to say that implementing them is not required would mean taking out all references to states but more importantly this para specifies that "a new instance of communication shall be created ..."

This explicitly means that NO state/context information about any ASO or embedded ASO may be known or assumed.  Therefore, the user is forbidden to be able to determine whether or not the Security ASO has the necessary certificate context information.  In particular, it is not possible for a DS-User to ever be able to issue a D-START req with "Secured Dialogue" since this would assume that it knows about the state of information maintained in the Security ASO.

Therefore, para 4.3.3.2.2.3 should not be allowed.  There is no where to retrieve local and remote entity IDs from since there is no state/context information.

I will try to provide more info in the coming days as this is the "first" read of only the first few paragraphs with all of the proposed mods in place.

Later,

Jim

Email from Tony Kerr on 26 Sep 2001

From: owner-atnp_ccb_chair@cena.fr

[mailto:owner-atnp_ccb_chair@cena.fr]On Behalf Of Tony Kerr

Sent: 26 September 2001 11:00

To: moulton@ons.com; atnp_ccb_chair@tls.cena.fr;

atnp_ccb_sme4@tls.cena.fr; atnp_sgb2@tls.cena.fr

Cc: Gerard.Mittaux-Biron@cena.fr; gsaccone@ons.com; jsimpkins@bcisse.com

Subject: RE: URGENT: PDR M1060002 - ULCS/SV9 - Security omissions and

clarifications - late contribution

Jim,

The issues you raise were thoroughly discussed during the Honolulu WG meetings.  It was observed there that the decision not to introduce additional states into the CF model was taken at an early stage, and very considerable investment of time, effort and funds now rests on that decision.  PDRs M0090001 and M1060002 were worked through - in great detail - to allay the remaining concerns.  If you want to produce implementation guidance, then that has a reserved place in Doc 9739.

Answers to the points in your email are prefixed TK>.

> While I have alot of sympathy for the problem that this created,

> I must say that the

> cancellation of the meetings makes it more difficult for

> everyone involved.  However,

> let me point out that the sub-volume still has flaws and I think

> that it is important to fix

> these rather than put out the text.

TK>  It is only one opinion, not shared by many others, that the sub-volume has flaws.  It is not intended to be an implementation specification.  The *decision* not to introduce additional states was taken (in the then WG3) when the specification work first began.  Agreed, it is probably possible to clarify the predicates P4, p5 and p6, but this would be a Class C PDR. 

> However, if we can get agreement that there will be no

> opposition to taking a possible

> class A PDR and that there will be no opposition to adding the

> appropriate states throughout

> the spec, then I will be glad to volunteer to do all of the

> necessary work and have the

> new spec ready.  If people are uncomfortable with that approach,

> then I must strongly

> object with going forward with the existing text.

TK>  The existing, very detailed, CF text has been reviewed, modelled, validated and implemented over a number of years.  The proposed changes affect *all* of the CF specification and are not limited to security.  I would have very little confidence that a re-write would be correct on the first attempt.  Existing ULCS implementations would no longer be valid, as they trace their requirements to the existing SARPs text.

> The FAA has funded validation work to ensure that the spec as we

> are proposing is also

> "validated" with an implementation.  This work is planned to be

> continued to allow for

> further testing/validation.

TK> But validation work has already been completed, and there are already existing implementations.  The opportunity to perform interoperability testing would be welcomed.

> An example of areas of concern:

> Para 4.3.3.3.2.1.1 specifies a state name of NULL -- therefore

> we do use "states" throughout and

> to say that implementing them is not required would mean taking

> out all references to states ..

> but more importantly this para specifies that "a new instance of

> communication shall be created ..."

TK> True, states are 'used', but only as a descriptive mechanism.  There is no requirement to implement the states that are modelled here.  The SARPs are not an implementation specification.  See SARPs 4.3.1 and the explanatory Notes, for example.

> This explicitly means that NO state/context information about

> any ASO or embedded ASO may

> be known or assumed.  Therefore, the user is forbidden to be

> able to determine whether or not

> the Security ASO has the necessary certificate context

> information.

TK> No.  The 'user' is free to do whatever it wants.  Conceptually, the 'user' is not part of the OSI Application Entity.  The CM User can certainly examine its database to establish what information has been exchanged.

>In particular, it is not

> possible for a DS-User to ever be able to issue a D-START req

> with "Secured Dialogue" since

> this would assume that it knows about the state of information

> maintained in the Security ASO.

TK> Disagree, for the reason stated above.  If, for some reason, the application process tried to do D-START requesting Secured Dialogue, and the required security context information had not been established, then the D-START would be rejected locally.  It is up to your implementation to handle such a case.  It is not the job of SARPs to solve local implementation problems.

> Therefore, para 4.3.3.2.2.3 should not be allowed.  There is no

> where to retrieve local and remote

> entity IDs from since there is no state/context information.

TK>  The context information is at a higher level than 'instance of communication', which just means, effectively, 'Transport Connection'.

> I will try to provide more info in the coming days as this is

> the "first" read of only the first few

> paragraphs with all of the proposed mods in place.

TK>  If this is only 'the first read of the first few paragraphs' how can we have any confidence that the proposed change has been thought through?  The text takes precedence over the State Table, and it must be precisely worked out.  It is not possible to fully evaluate the proposed re-write until the complete solution is presented.  Even then, there are fundamental difficulties in reworking the Doc 9705 ed 1/ed 2 provisions, as there are existing operational implementations.

Best regards

Tony Kerr

Email from Gérard Mittaux-Biron on 26 Sep 2001

From: 
Gérard Mittaux-Biron [mailto:Gerard.Mittaux-Biron@cena.fr]
Sent: 
26 September 2001 16:19
To: 
Stephen VanTrees; moulton@ons.com; atnp_ccb_chair@tls.cena.fr; atnp_ccb_sme4@tls.cena.fr; atnp_sgb2@tls.cena.fr; MPb@arinc.com; tony.kerr@cival.co.uk
Cc: 
gsaccone@ons.com; jsimpkins@bcisse.com
Subject: Re:RE: URGENT: PDR M1060002 - ULCS/SV9 - Security omissions 
     Steve,

     May I express some concerns ? And my humble opinion.

     We had a subgroup meeting in Berlin, dealing with the same topic, and then we had one other such meeting in Honolulu, with the same (or almost) points. Before, we have been discussing these topics (state tables, error handling, ...) in WG3/SG3 and WGB/SG2 specific meetings. I really thought that these meetings had ended with an agreement, which does not seem to be the case anymore, now.

     My first concern is: based on these previous experiences, and on the fact that I do not see anything really new,  I am not totally confident with the fact that we will be in a position to solve the problem with only a teleconference. My fear is that we will probably face again the same kind of situation in some months.

     My second concern is:  on which technical basis are we going to discuss ? I did not see any real new point in Jim's document, so does he have some more rabbits hidden in his hat, as his response to Frédéric would make me think ? I don't feel comfortable to participate in layer type discussions, where people come with arguments exposed at the very last second, and on which you have to make a decision right now, without enough time for being able to construct this decision.

     However, to take a clear decision and to be able to work correctly, we need precise material, delivered to us before we need to take a decision. And this delivery should be done in a way that gives us enough time to work on the problems.  I am not working on ATNP full time anymore, I believe that neither Tony nor you are working on ATNP full time, and I don't think that we are able to react so quickly to such events. Even if we are paid for what we do in ATNP, we all volunteer for this work, and this should be respected.

     I can, of course, comprehend Jim's concern on SV IV, even if the fact that we did here implement the package 2 upper layers (partially, of course, the SV8 was not part of our work), makes me feel rather comfortable with the level of results obtained in the SARPs. I don't say that all the work has been done, and I look forward interrop testing with other implementations, in order to finish SV4 validation (and surely find some hidden bugs in our implementation, of course). However, I am not in a position to start again such activity that involved a lot of efforts (development and testing) in the DGAC.

     I want to participate in such a last time meeting. However, I want to say that I believe that the decision to either accept Jim's willing to stop the SV 4 publication, or decide to publish it and wait for a PDR, cannot be taken only on the basis of Jim's last document. We need a lot of technical work, based on precise technical inputs to have a final agreement.

     As a participant of WGB/SG2, I fully agree with Tony and Frédéric, in particular with the way things should be progressed: let's publish the SARPs as they are, and then let's see how Jim will clearly translate his lack of confidence, issue appropriate PDR and then let's technically solve the question.

     Best regards.

Gerard.

At 08:13 26/09/2001 -0400, Stephen VanTrees wrote:


Tony,

Would it be possible to support a telecon this week among B2?  We can also offer a meeting at ARINC.  

I need to publish Edition 3 this week.

Thanks,

Steve

