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Summary of Defect: 





Section 5.8.3 specifies two types of security tag sets, namely the


air/ground subnetwork type security tag set and the ATSC class security


tag set, to convey subnetwork type specific or traffic type specific


details respectively about available routes between adjacent BISs.


Whereas the information provided in the air/ground subnetwork type


security tag set(s) (i.e. the A/G subnetwork type and the permissible


traffic type) is associated with the particular air/ground subnetwork(s)


being components of the concerned route, the information provided in the


ATSC Class security tag set (i.e. the available ATSC Class) is


associated with the route.





Whereas A/G Routers are assumed to be in a position to relate the


route-specific information of the ATSC Class security tag set to the


air/ground subnetwork-specific information of the air/ground subnetwork


type security tag set(s) due to configured relevant a priori knowledge,


this correlation cannot be performed by Airborne Routers as they will


not have this a priori knowledge available onboard in general.


Therefore, there are difficulties for the Airborne Router to relate the


ATSC Class received on a route to the individual subnetworks received on


the same route, if more than one subnetwork is available over the


air/ground adjacency.





For example, if the Airborne Router receives a route with the following


security information:


air/ground subnetwork type security tag 1 = VDL, ATSC traffic allowed


air/ground subnetwork type security tag 2 = AMSS, ATSC and AOC traffic


allowed


ATSC Class security tag = Class B


should it update its FIB so that it forwards ATSC Class B traffic via


the VDL subnetwork or via the AMSS subnetwork or via both ?





Assigned SME:           Sub-Volume V SME (K.-P. Graf)





Discussion:


Alternative fixes to the above reported problem appear to be


1. to require a prior knowledge (concerning ATSC class) by an airborne


router of all a/g subnetworks that it may come in reach of, or


2. to include the ATSC class on the ISH PDU by some extension mechanism,


or


3. to link the information in the ATSC Class security tag to the


information in the air/ground subnetwork type security tag by a


modification of the protocol, e.g. by merging the two individual


security tag sets into a common security tag set or by expanding the


existing security tag structure, or


4. to uplink individual routes to Airborne Routers for each pair of ATSC


Class security tag and air/ground subnetwork type security tag, or


5. to ignore the ATSC class parameter on the air/ground hop when routing


packets from air to ground.





Proposed SARPs amendment:


At its Utrecht meeting in June 1998, WG2 has developed a proposed SARPs


amendment concerning the above reported problem. As this change proposal


requires text modification at multiple locations within Chapters 5.3 and


5.8 of the ICS SARPs, it has been documented in the form of strike-out


and amendment text on the relevant pages of the ICS SARPs. Consequently


the proposed SARPs amendment cannot be included in this PDR but may be


downloaded from the directory atnp/ccb/sme5 at the CENA archive. The


coresponding file name is utr_fl3.zip.





This file contains Revision B of Flimsy 3 of the Utrecht/WG2 meeting.


This revision includes the changes to Revision A agreed at the 1 July


morning session of the meeting.





SME Recommendation to CCB:              





CCB Decision:   





P.S: Meanwhile discussion on the proposed SARPs amendment has continued.


Attached to this PDR is an Email offering further thoughts on this


issue.


> 


> Dear all,


> 


> If you recall, Flimsy 3 from Utrecht provided a solution for solving the


> "how does an airborne router know the ATSC Class of an Air/Ground subnet"


> problem. I have now received what appears to be a valid objection to the


> proposed solution from Vertel (as implementors of both TAR and aspects of


> the ACI code) and I believe that we need to re-open the discussion. Final


> discussion will probably have to take place at the next meeting, but I


> believe that we can deal with most of the issues by EMail, in the meantime.


> 


> The objection is essentially that while the proposal solves the immediate


> problem, it does not solve a related problem that they have identified.


> This problem is also solved by the proposed "long term" solution documented


> in Flimsy 2 (i.e. the use of ISH PDU extension mechanism to uplink


> information on system and subnetwork capabilities), and the view is


> expressed that there is no value in implementing an interim solution that


> does not solve all known problems. They prefer to implement the "long term"


> solution now. From the implementation perspective, I understand that there


> is no significant difference between implementing the alternative solutions


> anyway.


> 


> The related problem comes from FANS-1 experience in fringe areas of ACARS


> coverage. In such areas, an aircraft may go in and out of coverage and,


> every time it does so, it will attempt to downlink a "media advisory"


> message. The nature of ACARS is that the aircraft will make 'n' attempts at


> transmission without acknowledgement before giving up. As a result of going


> in and out of coverage, many media advisories may be generated, but with


> successful downlink frustrated by the nature of the fringe area. The result


> was that the outgoing queue became congested with Media Advisory messages.


> 


> In the ATN, we appear to have a similar problem with uplinked routing


> information, when more than one subnetwork links the aircraft to the


> ground. For example, an aircraft has an AMSS supported data link with a


> given air/ground Router. When the aircraft comes into coverage of (e.g.) a


> VDL Mode 2 air/ground subnetwork connected to the same router, a route is


> required to be uplinked to the aircraft. This is to report the ATSC Class


> of the new subnetwork. In a fringe area, with the aircraft going in and out


> of VDL Mode 2 coverage, this uplinked route could be repeated many times,


> and may well even end up congesting the AMSS link as the router attempts to


> send each success repeat over the available path to the aircraft. Note,


> though, that this problem should not appear if the VDL network is the only


> available network. This is because you can only have one IDRP adjacency at


> a time between a given pair of Routers. When an aircraft goes in and out of


> coverage, it will not attempt to start a new IDRP connection if it is


> already in the process of trying to establish one. The problem will only


> occur when there are multiple subnetwork paths between the same Airborne


> and Air/Ground Router.


> 


> To solve this problem we need to avoid having to uplink the routing


> information every time the air/ground connectivity changes. However, we


> cannot do this if the route is the sole source of ATSC Class information.


> We could suppress the update on loss of subnetwork connectivity, but not


> gain.


> 


> This is where the Flimsy 2 approach gives benefits. By including the


> information on a subnetwork's ATSC Class in the ISH PDU, the need to uplink


> a new route every time Air/Ground subnetwork connectivity changes is


> avoided. It can thus solve both of the two known problems as well as


> providing the extensibility mechanism that it was intended for.


> 


> I therefore proposed that WG2 re-opens discussion on this topic with a view


> to developing the Flimsy 2 solution rather than the Flimsy 3 solution. We


> should aim to conclude this discussion as rapidly as possible in order to


> avoid affecting implementation timescales.


> 


> Regards


> 


> Tony Whyman      McCallum Whyman Associates Ltd  Tel +44 1962 735580


>                                                  FAX +44 1962 735581


>                  Internet: tony.whyman@fans-is.com


>                            whyman@mwassocs.demon.co.uk


>                  Compuserve: 100041,315


>                  http://www.demon.co.uk/mwa-soft


>                  http://www.fans-is.com


