ICAO ATNP WG A+B / WP 8


Aeronautical Mobile Communications Panel (AMCP)

Working Group M

First Meeting

Malmo, Sweden

15 January 2000

Communiqué from AMCP WG-M to ATNP WG B regarding

 Use of ATN Security Services Within VDL Mode 3

Summary

The Manual On VHF Digital Link (VDL) Mode 3 Technical Specifications has provisions for authentication. ATNP has requested that AMCP WG-M review the ATNP Security Services specification for possible applicability to VDL Mode 3. The AMCP has agreed to review these specifications for possible use or technical modification to accommodate the VDL Mode 3 use of ATN Security Services.

1.
Background

The ATNP has developed ATN Security Services as an enhancement to the ATN technical provisions detailed in Doc 9705.  Specifically, the ATNP has developed Key Agreement, Digital Signature, and Message Authentication schemes and a supporting Public Key Infrastructure.

The Manual on VHF Digital Link (VDL) Mode 3 Technical Specifications has provisions for authentication within the Mode 3 link management entity (specifically 5.7.2.8).  

With regard to the Frame Mode SNDCF, it was determined that certain functions within Doc 9705 (e.g. compression mechanisms) might be referenced in the VDL Mode 3 specifications.  In an analogous manner, ATN security services in ATN specifications might be referenced from VDL Mode 3 specifications rather than be developed independently. 

2.
Conclusion

AMCP WG-M agrees to review the relevant ATN Security Services specification for possible applicability to VDL Mode 3. At the appropriate time, AMCP WG-M will notify ATNP WG-B via the panel secretary regarding the use of these ATN Security Services in VDL Mode 3 including any necessary modifications to be made to the ATN material. 

