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1. Introduction

1.1 Scope

Reference [2]
 provides guidance for implementing new or existing local-domain networks as subnetworks for ATN end systems. ATN includes security capabilities to protect Air Traffic Management communications. The scope of this functionality is limited to the ATN Internet- work and its upper layers, while no security requirements are imposed upon the individual subnetworks. As such, it is left as a local issue to implement appropriate security in these ground-ground subnetworks that support the ATN without impacting the ATN services and security mechanisms.

This working paper discusses considerations for maintaining security in ATN-adapted subnetworks that invoke the methodologies of [1], [5], and [16]. To address these issues, candidate technologies that ensure security in the referenced methodologies will be described, compared and reviewed as to their level of support of ATN security requirements. For example, these mechanisms may be used to establish Virtual Private Networks (VPNs) that dedicate logical, secure communication channels over subnetworks, featuring scalability, security, manageability, reliability, and Quality of Service (QoS) stratification.

1.2 References

	1
	ATNP/WGB-1/WP-305
	Encapsulating ATN CLNP over an IPv6 Infrastructure

	2
	ICAO Doc 9705, 3rd     Edition: 2002
	Manual of Technical Provisions for the Aeronautical Telecommunications Network (ATN)

	3
	IP SNDCF: 2002
	Proposed Guidance Material In support of the IP SNDCF

	4
	IETF RFC 791: 1981
	Internet Protocol (aka IPv4)

	5
	IETF RFC 2401: 1998
	Security Architecture for the Internet Protocol

	6
	IETF RFC 2402: 1998
	IP Authentication Header (AH)

	7
	IETF RFC 2406: 1998
	IP Encapsulating Security Payload (ESP)

	8
	IETF RFC 2407: 1998


	The Internet IP Security Domain of Interpretation for ISAKMP

	9
	IETF RFC 2408: 1998


	Internet Security Association and Key Management Protocol (ISAKMP)

	10
	IETF RFC 2409: 1998
	The Internet Key Exchange (IKE)

	11
	IETF RFC 2411: 1998


	IP Security Document Roadmap



	12
	IETF RFC 2412: 1998


	The OAKLEY Key Determination Protocol



	13
	IETF RFC 2460: 1998
	Internet Protocol, Version 6 (IPv6) Specification

	14
	IETF RFC 2463: 1998
	Internet Control Message Protocol (ICMPv6) for the IPv6 specification

	15
	IETF RFC 2474: 1998
	Definition of the Differentiated Services Field (DS Field)

 in the IPv4 and IPv6 Headers

	16
	IETF RFC 3168: 2001
	The Addition of Explicit Congestion Notification (ECN) to IP

	17
	IETF RFC 3260: 2002
	New Terminology and Clarifications for Diffserv


2. Assumptions and Constraints

Assumptions for the system context of the herein described approach are as follows:

· The sub-network layer protocol used among the ATN routers is CLNP with SNDCF

· ATN CLNP NPDUs are to be encapsulated in IPv6, as described in [1] and [3]

· ATN security capabilities, as defined in [2], are fully enabled, and must not be degraded by subnetwork limitations

Given the above, the following discussion describes the features of candidate technologies that can provide security services within these constraints.

3. Discussion

Member States have the option of implementing extant ground network infrastructure as ATN subnetworks, as described in [1]. In that paper, significant rationale was presented to recommend IPv6 for such subnetworks to support ATN requirements. Regarding security, IP has made great strides, due to the industry-sponsored IPSec initiative.

Since IPSec is a security enhancement to the Layer 3 IP, its capabilities can operate over various Layer 2 media (e.g., Frame Relay, ATM, Point-to-Point) to provide globally secure ground-ground data communications. Since our discussion will be examining security considerations in subnetworks adapted for ATN use, the following will describe and compare relevant security features and limitations of IPSec implementations.

3.1 IPSec in IPv4

As described in [5], [11], and [16], IPSec provides cryptographically based security for IP-based networks. Features of IPSec include:

· Access control

· Connectionless integrity

· Data origin authentication (i.e. Authentication Header [6])

· Protection against replays (partial sequence integrity)

· Confidentiality (i.e., Encapsulating Security Payload [7])

· Security Parameters Index (SPI)

· Security Association (SA)

· Security Gateways (in routers or firewalls)

· Manual SA and key management (e.g., Virtual Private Networks [VPN])

· Automated SA and key management (e.g., Internet Key Exchange (IKE) [9], [10], [12] in the context of [8])

Since IPSec operates in the network layer, it supports security-enhancing mechanisms, such as authentication and encryption. IPSec may be deployed as native to End Systems (i.e., transport mode, see Figure 1 and 2), or on distinct gateways (i.e., tunnel mode, see Figure 3). Multiple layers of security can be implemented across subnetworks by constructing tunnels to delineate each security domain (e.g., VPNs).

IPSec includes the AH, ESP, and ISAKMP services, as follows:

Authentication Header supports connectionless integrity, data origin authentication (including the immutable and predictable fields in the IP headers), and an optional anti-replay service. It does not provide confidentiality. AH is an appropriate protocol to employ when no confidentiality (i.e., encryption) is required.

Encapsulation - this protocol may provide confidentiality (encryption), and limited traffic flow confidentiality.  It also may provide connectionless integrity, data origin authentication, and an anti-replay service. ESP authentication is appropriate if only the upper layer protocol must be authenticated.

ISAKMP provides an application protocol for key management by exchanging information contained in security associations. 

3.2 IPSec in IPv6

Although IPSec features are available on both IPv4 ([4], [15], [16], [17]) and IPv6 ([13]) networks, there are differences in their implementation. To accommodate the prior deployment of IPv4, IPSec features were designed to be optional add-ons to IPv4 implementations. Regarding IPv6, IPSec was already defined prior to its development, such that IPSec was mandated as an inherent element of IPv6.

In the IPv6 context, AH is viewed as an end-to-end payload. Figures 4 through 6 illustrate transport and tunnel modes for AH and ESP.

3.3 ICMP

Even though ICMP is classified as a separate protocol from IP, it is truly essential to the operation of IP.  ICMP coordinates the interaction among systems through neighbor discovery and with group membership messages. It provides a simple way for systems to automatically determine their own IP addresses. Also coordinates a network’s response to potential problems. When IP detects a problem with a data-gram, ICMP reports that error to the diagnostic tool to users and administrators with its echo request and reply. ICMP message can be sent using either “transport” mode or “tunnel” mode.

Processing of ICMP messages is discussed in Section 6.0 of [5]. Security considerations for authentication and encryption of ICMPv6 messages are addressed in Section 5.0 of [14].

4. Conclusion and Recommendation

As discussed above, IPSec for IPv4 and IPv6 offers particular strengths and limitations for security applications. IPSec functions (e.g., AH, ESP, ISKAMP) complement each other, and are suited for the particular venues of ATN subnetworks. 

IPSec functionality can be implemented between IPv4 and IPv6 border routers, but for end-to-end coverage, IPv6 systems are more amenable for IPSec, since IPv4 end systems would have to be modified to accommodate IPSec and security management services. It is recommended that IPSec services be considered for ATN subnetwork deployment to enable secure data exchanges among End Systems, a model of which is depicted in Figure 7.

Further study is needed to explore the benefits of IPSec services for deploying the G-G segments of the ATN.

Abbreviations

AH        
Authentication Header

ATM
  
Asynchronous Transfer Mode

ATN
  
Aeronautical Telecommunication Network

CLNP
  
Connection-Less Network Protocol

ESP       
Encapsulation Security Payload 

FR 

Frame Relay

ICMP
  
Internet Control Message Protocol

IETF
  
Internet Engineering Task Force

IKE
  
Internet Key Exchange

IP
  
Internet Protocol

IPSec     
IP Security

ISKAMP  
Internet Security Association Key Management Protocol

NPDU   
Network Protocol Data Unit

QoS   

Quality of Services

RFC
   
Request for Comments

SA

Security Association

SNDCF  
Sub-Network Dependent Convergence Function

SPI

Security Parameters Index

VPN
   
Virtual Private Network

5. IPSec Product Availability

Cisco Systems

Lucent Technology

Juniper Networks

AT&T

Alcatel

IBM

Sun Microsystems

Check Point

6. Glossary

Access Control – Limiting the flow of information from the resources of a system only to authorized persons, programs, processes, or other systems in a network.

Asynchronous Transfer Mode – A network technology based on transferring data in cell or packets of a fixed size.

Authentication – A means to establish or prove identity; verifying eligibility of users, machines, or object.

Authentication Header – The IPSec header used to verify that the contents of a packet haven’t been modified in transit.

Authorization – The act of grating access right to a user, groups of users, system, or program.

Confidentiality – Ensuring that information is not disclosed to people who are not explicity intended to receive it.

Cryptography – The science of writing or reading coded messages.

Data integrity – The process of insuring that data has not been altered or destroyed during transit.

Encapsulating Security Payload – An IPSec header used when encrypting the contents of an IP packet.

ESP Trailer – An IPSec trailer includes padding, pad length, and next header of the packet.

Encryption – A method of scrambling information in such a way that it is not readable by anyone except the intended recipient, who must decrypt it to read it.

Firewall – System, based on either hardware or software used to regulate traffic between two networks.

Frame Really – A packet-switching protocol for connecting devices an a wide area network.

ICMP – An extension to the IP, support packets containing error, control, and informational messages.

Integrity – The process of insuring that the data has not been altered except by people who are explicitly intended to modify it.

ISAKMP – A key management protocol for IPSec that is required part of the complete IPSec implementation; also referred to as the Internet Key Exchange.

IPSec – A set of protocols being developed by the IETF to support secure exchange of packets at the IP layer.

Point-to-point Protocol (PPP) – A standardized Internet encapsulation of IP over PPP.

Quality of Service – A networking term that specified a guaranteed throughput level

Security Association – A relationship established between two or more entities to enable them to protect data they exchange.

Security Perimeter – The boundary at which security controls are placed to protect network assets.

Security Perimeter Index ​​​– The type of security association identifier used in IPSec protocols.

Transmission Control Protocol – The widely used reliable byte stream delivery protocol.

Transport Mode – Encrypts only the data portion (payload) of each packet, but leaves the header untouched.

Tunnel Mode – Encrypts both the header and the payload.

Virtual Private Network – A group of sites those, as the result of a set of administration policies, are able to communicate with each other over a shared backbone network.
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                                                               SUMMARY�


This working paper responds to Action 5/2 of the SG B1 meeting of 01-11 in Toulouse, France, which requested further material on potential uses for Internet Protocol Security (IPSec) services. Significant potential exists for using IPSec to secure user access to the subnetworks. 
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Figure 7. IPSec Security Architecture for ATN subnetworks
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