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Summary

The work of defining the technical details for ATN security is a small part of the total effort required to implement secure ATN.  The much larger task involves the procedural and institutional issues of key management and governmental approval.  Although some of these items are outside the scope of ACP, it is necessary for this Panel to clearly define the requirements so the appropriate bodies can proceed with their work to enable secure ATN.

Introduction

A security expert has pointed out that communications security is 90% procedural and 10% technical.  The Security SubGroup of the ATN Panel has done a lot of good work defining the technical provisions for ATN security.  If ATN security is to be implemented, however, significant progress has to be made to solve the procedural and institutional issues of security.

Key Management

The Security Subgroup has begun work in this area, with a communiqué to the AEEC requesting consideration by the airlines of the subject of key administration for individual aircraft.  Unfortunately, the people most involved with the aircraft—the avionics and maintenance engineers—do not have the expertise to speak knowledgably about key management for aircraft.  The Information Technology (IT) people, on the other hand, are not used to thinking about the impact of aircraft communications on airline enterprise security.  Continual dialog with the airline operators will be necessary to derive meaningful procedures in this area.

In some ways, airlines present the easiest part of a multi-part problem set.  Business aircraft, which often operate in the same airspace, represent a number of different forms of relationship between the owner’s IT department and the flight department.  Individually-owned aircraft represent yet another set of problems to be addressed.  Airline, business, and individual aircraft ownership do not represent discrete groups but rather indicate broad classes in a continuous spectrum of management sophistication.  State aircraft operators, whether they are military or other government agencies or even contractors to the government, are another class to be considered when defining key management procedures.  All of these operators need to incorporate procedures for not only their aircraft but also their ground systems that communicate with the aircraft and with ATC.

Air traffic service organizations obviously have to manage the keys involved with air traffic communications.  Although this is understood, it is not nearly so obvious how key management is to be propagated throughout the affected control facilities of an air traffic service organization.  More important to the work of ICAO is the necessity for coordination of key management between adjacent States and Regions.  Failure to coordinate on the ground may cause a failure to communicate with the aircraft above.

Governmental Acceptance of Encryption

Governmental views on security provisions vary widely from State to State and, thanks to the growing influence of the Internet, are changing rapidly.  Many States mandate encryption if names of people are to be transmitted over a data link.  Many States, on the other hand, require that traffic be transmitted un-encrypted or that government agencies be provided with the encryption keys, to allow governmental monitoring of any traffic.  ATC message traffic, to be authenticated, must at least include encrypted header information.  Dialog needs to begin immediately with the appropriate government agencies in each member State, with the goal of defining a consistent worldwide set of security standards that will allow ATN to function.

Conclusions

A fully-developed set of security specifications in ICAO manuals will, if the security expert is correct, reflect only 10% of the work required to enable secure ATN communications.

The meeting is invited to consider ways to develop procedures to support ATN security implementation, to identify institutional issues that must be addressed by other ICAO entities, and to communicate a clear set of guidelines to enable security procedural development for member States and organizations.

