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3.2.2

3.221

| nternet Communications Services (ICS)
General

Thischapter provides guidancematerial onthe ATN Internet Communications Service, the |
construction of an ATN internet and the protocols used. With respect to the addressing
aspects within the ATN internetwork, reference is made to part 11 of the document.

ATN Internet Concept
Pur pose of the ATN linter network
The ATN is a data communications internetwork that:

a) provides a common communications service for al air traffic services
communications (AT SC) and aeronautical industry servicecommunications(AINSC) |
applications that require either ground/ground or air-ground data communications
Services;

b) integrates and uses existing communications networks and infrastructure wherever
possible;

Cc)  providesacommunications servicewhich meetsthe security and safety requirements
of ATSC and AINSC applications, including thereliable and timely delivery of user
data to its intended destination; and

d) accommodates the different grades of service required by each ATSC and AINSC
application, and the organisational paliciesfor interconnection and routing specified
by each participating organisation.

While these capabilities might, at first sight, appear ambitious, the reality is that for the

ATN's users, the internetwork will be straightforward and simpleto use. Thisis because

the ATN’s architecture ddiberately places the responsibility for routing and maintaining
aninternetwork’s operational status on the “routers” and therefore enables the End Systems
(cf. Host Computers) to have only a minimal networking capability.

Technical Benefits

The ATN has been specified to meet the requirements of the Civil Aviation Community and
gives the following technical benefits to its users:

a) Useof ExistingInfrastructure. The ATN is an internetwork built on top of existing
networks through the use of routers as gateways between those networks. Investment
in existing local area networks (LANS), leased lines, common ICAO data interchange
network (CIDIN) and X.25 networks is preserved. Furthermore, the ATN can make
full use of emerging network technologies such as Frame Relay and Asynchronous
Transfer Mode (ATM);
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b) High Availability. The ATN has been designed to provide a high availability
network by ensuring that there is no single point of failure, and by permitting the
availability of multiple alternative routes to the same destination with dynamic
switching between alternatives. The same techniques apply to both fixed and mobile
communications giving mobile communications an availability level that would have
been unredlistic for older technologies based on directory lookups (e.g. aircraft
communications addressing and reporting system (ACARS));

c) Mobile Communications. The ATN fully supports mobile communications over a
wide variety of mobile communications networks including aeronautical
mobile-satdliteservice(AMSS), VHF digital link (VDL ) and SSR Mode S. Withthe
ATN, itispossiblefor aground system to communicatewith airborneavionicsin any
part of the world;

d) Prioritised end-to-end resource management. All ATN user data is given a
relative priority on the network in order to ensure that low priority data does not
impede the flow of high priority data. Advanced congestion management techniques
that “throttle back” low priority data when the network becomes near to saturation,
ensure that high priority data always-getsw transit delay. In the ATN, traffic load |
is balanced to the availability of communications resources;

e) Scaleability. The ATN provides both a large address space and an approach to
routing that ensures the scaleability of the network wegibihe currently foreseen
requirements;

f)  Policy based Routing. The ATNSs routing procedures support a wide range of
Organisational and National policies, including the enforcing of restrictions on what
types of traffic can pass over both ground and air/ground data links, and control over
which air/ground data link types are used by which applications. Administrations and
Organisations that interconnect the networks are free to enforce routing policies that
control which types of data are exchanged and whose data is routed through their
networks, and whose data is not;

g) Future Proofing. The ATN’sis-away of using networking technologies can be |
readily extended to include new ground and air/ground datatécksologies, with |
local rather than global impact of the use of new networking technologies;

3.2.3 Construction of the ATN I nternet

3.231 A general model of the ATN is shown in Figure 3.2-1. In this model, the ATN consists of
a fixed ground network which links satellite, VHF and Mode S ground stations together
with ground based Host computers, including both large scale data processing engines and
workstations. ATN avionics on board aircraft are then linked to the rest of the network
through satellite, VDL and SSR Mode S diniigs, as appropriate, and may have more |
than one air/ground daliak in use simultaneously. |
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Figure 3.2-1. General Modd of the ATN

3.23.2 The fixed network is not a single entity but itself consists of many different networks all
linked together, asillustrated in Figure 3.2-2. The ATN ground environment will consist
of multiple networks, owned by different administrations and organisations, and
implemented using many different technologies. In some cases, these will be existing
networks with spare capacity made available to the ATN. Others will be new networks
implemented specifically tosupport ATN use. Therewill be X.25 Private Packet Switched
Data Networks (PPSDNs), Frame Relay Data Networks, Integrated Services Digital
Networks (ISDNs), Local Area Networks (LANS) eg. Ethernet, and others. These
networks are then linked together through routers which provide the connectivity between
the different types of data network, and to the air/ground networks. Host computers are
directly connected to a nearby data network, typically a LAN.

3.233 User datais switched by therouters as discrete packets formatted according tothel SO/IEC |
8473 Connectionless Network Protocol (CLNP). Each packet isviewed asaseparateevent |
and routed according to a “route map” of the ATN. Inthe ATN, each router has a portion
of the full ATN route map and builds and maintains this route map dynamically using
routing information passed to it by its neighbouring (adjacent) routers.
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Figure 3.2-2. The ATN Gground Eenvironment |

T

3.2.34 Host computers communicate with each other either directly over acommon data network,
or usethe services of arouter to provide a communications path to a Host on another data
network. It is the responsibility of the routers working together to find a suitable path
through the networks which they interconnect, and data may travel through many different
routersand viamany different networksonits journey between two Hosts. Inorder tobuild
an ATN routemapfor thispurpose, therouters exchange, amongst themselves, information
on which hosts are local to them (i.e. reachable via a single data network and with no
intermediate router), and on how they relate to other routers. From such information, the
routers can plot the course of data through the ATN.

3.235 The ATN Ground Environment permits each participating organisation to organise its
networks and systems as it wishes, and form a separate “Administrative Domain”,
However, it is also anticipated that Administrations and ATN regions will, wherever
possible, co-ordinate their addressing plans and network topologies, such that the amount
of routing information passed between organisations and regions can be kept to an absolute
minimum.

3.2.3.6 The ATN Addressing Plan apportions a separate part of the address space to each ICAO
Region, national AT ®dministration,ant-te—eachATA airline and other organisations. |
This allows for great flexibility in use, however, participating organisations are, as
indicated above, strongly recommended to co-ordinate the allocation of addresses. For
example, in Europe, Administrations should implement a co-ordinated addressing plan with
a unique address prefix for Europe and address assignment that reflects the actual topology
of the European ATN Internet. For similar reasons, airlines, and especially small regional
airlines should consider service provider relative addresses.




Part IV — Communication services
Chapter 3 — Internet communication services IV-3-5

3.24

3.24.1

3.24.1.1

3.241.1.1

Users View of the ATN

First, it isworth considering who or what isan ATN user. Inprinciple, the ATN User is

an ATM application, or some other application supporting an aeronautical application.

But, thisis very much an end system view. From the networking point of view, there are

many interfaces over which “a user” accesses a service. At each such interface, each user
can be considered to be an ATN User. In the remainder of this section, the term “ATN
User” is used in this sense, i.e. as a user of the network service or transport service,
depending on context.

ATN User Communications Capabilities

General

The ATN provides its users with a robust and reliable communications service, together
with the option of a datagram service. Formally, all communications aspects of a user's
system are part of the ATN, but from a “user's point of view”, the ATN is out there,
separate from iteeir own system. It is this “user's view” of the ATN that is illustrated in |
Figure 3.2-3. This figure shows the ATN as an abstract “cloud” which indeed is all the
user needs tbe aware of, with its complexity hidden from view. At this level, the ATN is |
a simple network that provides a datagram service to its users.

Individual
ATN User’s
Environment

Figure 3.2-3. Individual Eend Utser’s Wiew of the ATN
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3.24.1.13

3.24.1.2

3.24.1.2.1

3.24.1.2.2

3.24.1.2.3

A ground based ATN user’s system, which might beanything from a complete AT C system

toan entry level PC, accesses ATN servicesviasome ATN access point. Thisaccess point

isa notional socket into which the user “plugstttst system and thereby gains accessto |
the ATN. However, this socket is not as tangible as an electrical power socket. A user's
access to the ATN is first via an “access subnetwork”, such as an Ethernet or an X.25
PSDN, and then an ATN Router. The user's system is directly connected to the access
subnetwork, and this may very well involve a physical connection provided by a
wall-socket, and, using the access subnetwork, the user's system communicates with the
ATN Router. It is then through the ATN Router that access is gained to ATN services.

The communications capabilities of the user's system must obviously include the hardware
and software necessary to use the “access subnetwork”. Furthermore, the user's system
must also support the ISO/IEC 8478rectionless Network Protocol in order to be part
of the ATN Internet, and is recommended to support the ISO/IEC 9542 End System to
Intermediate System Routing Protocol.

I SO/IEC 8473 CLNP Protocol

CLNP is a simple protocol supporting the transfer of “datagrasmgjackets of data |
transferred from sender to receiver without the need for a connection to be established in
advance. Data transferred using CLNP is formatted as a block of data preceded by a
protocol header containing the addresses of the sender and destination, the priority of the
data, any security label associated with it, and quality of service requirements. Header and
data must together not exceed 64 kilobytes.

An ATN user may, at any time send a CLNP formatted datagram to any valid destination
address. The user does this by passing the datagram over the access subnetwork to the
ATN Router. The ATN Router will inspect the protocol header, and it is then the ATN
Router's responsibility to forward the datagram through the ATN to the ATN Router which
provides ATN access to the addressed destination. How it does this is internal to the ATN
and hence hidden from the user, although the forwarding process must respect the data
priority and the Quality of Service and Security requirements identified in the protocol
header. Once the datagram has arrived at the ATN Router which provides ATN access to
the addressed destination, it is then transferred over the destination's access subnetwork to
the destination user. If the destination user is offline (e.g., switched off), the datagram is
discarded and an error report is optionally returned to the sender.

The operation of these processes is essentially how the user perceives the ATN. The simple
CLNP is the protocol ATN users use to communicate, and permits those users to exchange
information as discrete blocks of data.
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3.24.14
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| SO/IEC 9542 ES-I S Protocol

The other protocol that users are recommended to support - the ES-IS protocal - isredly
just for local administration. The user’s system uses the ES-I'S protocol to report its own
address to the ATN Router, and this information is regularly repeated so that the ATN
Router can monitor a user’s online status. It is also used to report the existence and
operational status of an ATN Router toitsusers, and enablesan ATN user to have access
to multiple ATN Routers, possibly over different access subnetworks, so as to provide a
high availability service.

CLNP Delivery Probability

The ATN itsdf does not make any demands on the syntax or semantics of the data carried
ina CLNP packet. However, the simplicity of the service does carry a penalty and thisis
that ddivery of datagrams is not guaranteed. When a user transfers an ISO/IEC 8473
formatted packet to an ATN Router, that user is only guaranteed a probability of delivery
dependent on the data priority. The probability of deivery is high, and while no targets
have yet been set for delivery probability, 97% - 98% is certainly realistic. Considerations
that affect this figureinclude:

a) theerror rates on subnetworks such as Ethernets which may lose data in transit due
to line errors (although this consideration does not apply to X.25 subnetworks and
similar examples, which provide ardiable transfer service);

b)  network overload which resultsin low priority data being discarded in order to free
up congested resources; and

c) component failures.

Theactual ddivery probability that is provided isadesignissue. Once actual targets have
been provided then it is possible to design a network to meet the requirement. This is
achieved by minimising theuseof lower reliability subnetworks, increasing overall network
capacity, and through component redundancy.

However, the network can never provide a 100% ddivery probability. Whenan ATN user
does require reliable data transfer, then the end-to-end ISO/IEC 8073 Celass 4 transport
protocol is required, in addition to the CLNP. This protocol itself uses CLNP packets to
convey information between ATN users. The protocol can detect data loss and recovers
fromit by retransmission. It can also provide end-to-end flow control and multiplexing of
different data streams between the same pair of users. When this protocol is used, the
impact of a comparatively low delivery probability is on mean transit delay (the average
time it takes to transfer data from source to destination). This is because recovery from
datalossis by retransmission, and hence the lower the ddivery probability, the longer the
mean transit delay. Thereis henceaneed to offset the impact of an increased mean transit
delay against the cost and design implications of higher ddivery probability.
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3.24.1.45

3.24.2

ATN users that do not require a high ddivery probability (this class includes time critical
applications such asradar related data transfer;) could in principle directly usethetransfer
service provided by CLNP, but thisis not permitted in the ATN. ATM applications for
which the ISO/IEC 8073 COTP Class 4 is not appropriate are instead required to use the
ISO/IEC 8602 connectionless transport protocol, which specifies a format for data
transferred by the CLNP. The advantage of this protocol is that it decouples the internal
structure of a user’s system and the applications it hosts, from network routing. Thisis
because | SO/IEC 8602 enables multiple users to be reached through one network address
rather than one per user, which would be |ess fficient from the network point of view, and
the number of such addressesiis limited.

Inorder to mimimisetherisk of mis-delivery of CL NP packets to thewrong destination, the
ATN provides an end-to-end check on the integrity of the CLNP Destination NSAP
Address which is assumed to be sufficient even for ATM applications with demanding
requirements on the mis-ddlivery rate. Asthe CLNP header checksum is not an end-to-end
checksum, because it is manipulated by Routers on its way through the ATN Internet, an
extended transport layer checksum is used which includes the Source and Destination
NSAP Adresseswithin its scope by constructing apseudo header including theseaddresses.
This pseudo header is never transmitted but is assumed to be part of the TPDU for
checksum computation purposes. This providesthereceving transport entity with ameans
of detecting and rgecting TPDUs mis-delivered due to an undetected eror in the
Destination NSAP Address.

The User as an Organisation

[= RS

| Rest of
Organizational ATN User’s
Environment ATN

Figure 3.2-4. Organizational End User’s View of the ATN

Whenthe ATN user isan organisation it hasmultiplesystemsand subnetworksto consider.
It is no longer attaching to the ATN as an individual End System, but as an organisation,
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3.24.2.1

3.2421.1

3.24.2.1.2

which may accessthe ATN and providetransit servicestoother ATN users, i.e beanATN |
Service Provider. Figure 3.2-4 illustrates the changed perception. The “organisational’
ATN user has both Host Computers which are individual ATN users as before, but also
operates a portion of the ATN cloud, with at least one link to the rest of the ATN.

Organisations and Routing Domains

The portion of the ATN internetwork operated by the organisational user may be no more
than a single ATN Router. The portion of the ATN internetwork operated by such a user
is termed an administrative domain. Alternatively, a larger organisational user may operate
a large number of ATN Routers, interconnected by various subnetworks also operated by
the organisational user, and providing ATN access to all the systems owned by the
organisational user which require ATN access. Such Routers may also be general purpose
and be part of that user's own internal network. However, regardless of how many ATN
Routers there are within an organisation, the ATN Routers and the Host Computers to
which they provide ATN access, typically form what is known as a Routing Domain. The
Routing Domain is a structure specified in the ISO standards and imposed on the ATN
Internet in order to enable a structured approach to be taken to solving the routing problem.
This is illustrated in Figure 3.2-5 |

To BIS in
Adjacent RD

Administrative Domain

Figure 3.2-5. ThelSO Rrouting Ddomain |

Within a Routing Domain, ATN users are recommended to use the ISO/IEC 10589
intra-domain routing protocol. This is a simple and robust routing information exchange
protocol that is specified for use between systems that mutually trust each other (i.e. belong
to the same user). This protocol exchanges connectivity information throughout the
Routing Domain and enables each ATN Router to build up a_etertppology map ofthe |
Routing Domain, so that every ATN Router knows which routers within the Routing
Domain provide access to which Host Computers, and how the routers themselves are
interconnected. Routes can then be plotted through the Routing Domain, and CLNP
packets forwarded to their addressed destinations within the Routing Domain.
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3.24.2.1.4

3.24.2.1.5

3.24.2.2

3.24.22.1

3.24.2.2.2

3.24.2.2.3

Withinan ATN Routing Domain, therewill beoneor more ATN Routersthat arepermitted

to route CLNP packetsto external destinations, i.e., addressed destinationsthat arelocated

in the “rest of the ATN”. These routers are known as Boundary Intermediate Systems
(BISs), because they exist at the boundaries of Routing Domains.

The ATN simply consists of multiple Routing Domains. Each such Routing Domain is
self-consistent and capable of internal routing. However, key to the ATN being a single
internetwork as opposed to a collection of separate Routing Domains, is the capability of
inter-domain routing between BISs.

Inthe ATN, itis mandatory for a BIS to support the ISO/IEC 10747 Inter-Domain Routing
Protocol (IDRP). For inter-domain communications, this protocol requires that BISs
communicate directly over a common subnetwork, which may be owned by the owner of
either BIS, or by a third party. Rather than exchanging connectivity information, as is done
between routers within a Routing Domain, BISs advertise routes to each other, where a
route consists of the set of addresses which identifies the destinations reachable over the
BlSretter, and information about the route's path including the Quality of Service and |
Security available over the route.

Use of Policy Based Routing by Organisations

It is the BIS's responsibility to determine which routes, if any, it will advertise t4 an
adjacersriotherBIS, and the use it will make of routes which it receives. When the BISs |
within a Routing Domain receive alternative routes to the same destination, then they must
collectively determine which is the best route and hence which of the alternatives will be
used. The set of rules which determines the advertisement and use of routes is known as
a Routing Policy, and each organisational user of the ATN must determine and apply
itsthetr own Routing Policy. |

Itis the need for policy based routing between different organisations that underlies the need
for the existence of Routing Domains. Policy based routing enables users to control
external access to their communications resources, and to protect themselves from problems
elsewhere in the internetwork. BISs may also, depending on Routing Policy, advertise to
BISs in other Routing Domains routes that have been received from another Routing
Domain, and thereby offer transit facilities. However, Routing Policy may also prevent
such routes from being re-advertised and hence deny transit facilities.

Organisational ATN users must therefore ensure that they either have direct connections
with the ATN Routing Domains with which communicatiagasecessary, or that those |
Routing Domains with which direct connections exist also offer suitable transit facilities
to the remainder. In principle, this could be done on a bilateral basis between ATN
organisational users on an “as needs” basis, and this is generally what is expected for the
support of ground-ground communications. However, for air-ground applications support,
this is unlikely to be an efficient strategy and may actually prevent useful communicafions
by putting too high a cost on establishing a usable path even when pbgaizadtivity |
already exists.
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3.24.3
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3.24.3.1.2

3.24.3.13

Instead, itisintendedthat ATN interconnectionsfor support of air-ground communications
are coordinated on both a regional and worldwide basis, so that an ATN backbone (of
Routing Domains offering general transit facilities) is created, with either a clear
apportionment of costs, or a known tariff, for use of transit facilities. Thisway users can
gain access to the full capabilities of the ATN quickly and cheaply.

Policy based routing plays a significant rolein the ATN, whereit is used to support user

requirements for control over the users of data links, for control over the type of traffic |
exchanged across the data links, and for optimising the distribution of routing information |
concerningfor routes to mobile systems. |

Mobile Users
General

The ATN will incorporate many “mobile” subnetworks. Examples of such subnetworks
include SSR Mode S, AMSS and VDL. If an aircraft were to attach to one mobile
subnetwork only and never to any other, then even though sometimes it may be attached and
at other times not attachethis has no consequence for the ATN. This is because from |
the point of view of the rest of the ATN, it would be no different from a fixed system that
was occasionally off-line. However, that is not how mobile subnetworks are used. An
aircraft will attach to many different mobile subnetworks during the course of its flight. A
long haul aircraft may move between the coverage areas of different satellites; an aircraft
flying over a land mass will fly between different Mode S subnetworks as it passes over
different countries. And, at the same time, the applications on board the aircraft will need
to maintain contact with applications on the ground. Mobile platforms thus require special
routing considerations.

In the ATN, mobile “platforms” are treated in a similar manner as organisational users.
That is, the systems on board an aircraft are required to form a Routing Domain and hence
must include an ATN Router that is also a BIS. This is partly because the ISO/IEC 10747
inter-domairrouting protocol provides a relatively efficient mechanism for the transfer of |
routing information over low bandwidth links, but also because aircraft are almost always
organisationally separate to the ground systems with which they are in contact and the same
requirements for policy based routing apply.

The existence of mobile users has a significant impact on the organisation of the ground
based ATN. While the ground topology will change only slowly, each aircraft's point of
contact with the ground ATN will change rapidly with a consequent impact on the volume
of routing information exchanged, and the routing tables in each router. A strategy is
necessary for containing this high rate of information flow, and also to avoid the problems
of routing instability caused by a rapid turnover of routing information.
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3.24.3.1.6

3.24.3.2

3.243.2.1

3.24.4

3.24.4.1

3.2.4.4.2

Thisisthe ATN Mobile Routing Strategy and it is based on a two leve concept of default |
route providers. Thefirst leve is provided by a default route provider to all aircraft ina
givenregion (knownasan ATN Island). Thisdefault route provider iskept informed about
routes to all aircraft currently in that region and hence can always provide a pathtosuch |
aircraft. Several such default route providers may exist in the sameregion and collectively
they are said to formthe ATN Idland’s Backbone.

The second levd is provided by an aircraft’s home. The “home” of an aircraft does not
necessarily relate to an airline's headquarters, its maintenance facilities, or indeed any
geographical concept of “home”. It is simply a particular ATN Routing Domain, and, in
principle, any ATN RD will do. It may be an RD belonging to an aircraft's airline, but
equally it may belong to a CommunicatioBervice Provider or an Administration. |
Typically, all aircraft belonging to the same airline, or the General Aviation (GA) aircraft

of a single country are expectedstare the same home. |

The ATR default route providers in each ATN Island keep a “home” informed about the
location of all of its aircraft that are current in ATN communicatidisus, if a particular |
default route provider needs to route a packet to an aircraft for which it does not have an
explicit route (i.e. it is not in the same region), all it has to do is to route the packet to the
aircrafts known home and from there it can be forwarded to the ATN Island with which
it is currentlyin contact and thence to that aircraft. |

Route | nitiation

The establishment of a communications path between BISs in any two Routing Domains
is known as “Route Initiation”. These procedures apply to the establishment of both
ground/ground and air/ground communications. However, as opposed to the ground/ground
case, Route Initiation for mobile users is dynamic and has to follow ICAO specified
procedures for which guidance is given in sectioern-3354L00 of Part IV of this document |

Routing Control

An important user requirement is thatigers can specify, on a per application basis, |
routing control requirements. For AOC Applications, the requirement is for control over the
air/ground data link used for air/ground communicat@pdcations For ATSC |
Applications, the requirement is to follow only ATSC approved routes, and further, to be
able to classify routes in the rangestafss ‘A to class ‘H, and for the user data to follow |
a route of the most appropriate class. Somministrations may also restrict the type of |
traffic carried over certain air/ground data links. Such restrictions must also be taken into
account.

The ATN internetworkeets these requirements by: |
a) permittingusésusersto identify, in the CLNP Header, the traffic type of the data |

being conveyed (e.g. ATSC, AOC, General Communications; ata)the routing |
control requirements;
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3.25.1.1

3.25.1.1.1

3.25.1.1.2

b) carrying information about the air/ground data links a route traverses, and any
restrictions placed upon those data links, in each IDRP rRoute; and |

c) carryinginformation about whether arouteis approved for AT SC purposes, and the
assigned ATSC Class of theroute, in each IDRP rRoute. |

When a CLNP PDU is forwarded by an ATN Router, the user requirements are matched
against the available routes and the appropriate route is followed. |

Inthecaseof AOC traffic, theuser’srequirements are enforced in a “strong” manner. That
is, if a route meeting the useirequirements is not available, then the data is discarded.

In the case of ATSC traffic, a similar “strong” interpretation is made of the requirement to
follow an ATSC approved route. However, the router will then simply choose the route with
the best matching ATSC Class. This is a route with the requested class, or a higher class,
or if no higher class route evailable, then the ATSC approved route with the highest |
specified class out of those available is selected |

Technical Overview of the ATN | nter networ k

Different to the more general explanations contained in Part | of this document, the
following sections go into the technical details of the ATN internetwork.

Protocol Architecture
General

The ATN Protocol Architecture is illustrated in Figure 3.2-6. This figiioes the |
protocols specified for two types of ATN End System and two types of ATN Router, and
how those protocols relate to each other and in which OSI layer they are located, according
to the OSI reference model specified by ISO in ISO/IEC 7498-1. The figure also shows a
number of important interfaces.

The description of the ATN in Chapter 3.2.4 above has illustrated the fact that there is not
one ATN interface, but instead there are many ATN interfaces, each of which serves a
different user in a different role. In order to avoid confusion, a taxonomy of interfaces has
been developed. This taxonomy identifies each significant interfacesBesence point,
and at each such reference point, there is an interface between two ATN entities, one taking
on the role of a user, and the other the role @é-#heservice provider. Figure 3:87 |
illustrates the location of each ATN Reference Point, and the meaning of each reference
point is given below.
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Figure 3.2-6. ATN Pprotocol Aarchitecture

a) Reference Point One, the Transport Reference Point, isthe OSI Transport Service
interfaceand follows | SO/IEC 8072. Thisreference point iswholly contained within
an ATN Host Computer, and represents accesstothe ATN Internet by an ATN Host
Computer at the Transport Layer level. The user of the service provided in this
example, isthe OS| Session Entity; the service provider isthetransport layer entity.

b) ReferencePoint Two, theNetwork User Reference Point istheinterface betweenthe
servicesof thenetwork layerslocated inan ATN Host Computer andan ATN Router
providing accessto the ATN Internet. It comprisesthe OSI protocols used to access
ATN Services.

Note.— An ATN Router relays data between ATN Host Computers either directly to
another ATN Host Computer or via one or more further ATN routers, which may or may
not belong to other ATN Service Providers. When both Host Computer and Router are
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owned by the same organisation, then the protocols that provide this interface are not
mandated; the specification only recommends an appropriate stack.

c) Reference Point Three, the Network Provider Reference Point, is at the interface
between two Routers belonging to different organisations. 1t comprises the OSI
protocols used to support end-to-end communications via multiple ATN Routers,
possibly via multiple subnetworks.

Note.— When both Routers belong to the same ATN Service Provider then the protocols
that provide this interface are not mandated; the specification only recommends an
appropriate stack.

d) ReferencePoint Four, the Subnetwork Provider Reference Point, is at theinterface
between an ATN Host Computer or an ATN Router and a subnetwork. |t comprises
the OSI or subnetwork specific protocols used to access the service provided by that
subnetwork and identifiesthe services provided by areal subnetwork used to connect
two ATN components. This reference point identifies the lower boundary of the
scope of the ATN ICS SARPs.

325113 Theprovider of theserviceat reference point 4 is out of the scope of the ATN ICS SARPs.
As indicated above, the ATN places only very limited constraints on the service provided
at reference point 4, and this enables almost any subnetwork to be used as an ATN

subnetwork.
32512 FheATN Transport Layer |
325121 The ATN Transport tayer—Sservice provides transparent transfer of data between |

Transport Serviceusers. All protocolsdefined inthe Transport Layer have an’End-to-End’
significance, where the 'Ends’ are defined as co-operating transport entities on two ATN
host computers. The Transport protocols operates only between Eend Ssystems. Within |
the ATN, Transport Layer entities communicate over the ATN using the Network Service
provided by the ATN Network Layer Entities.

325122 There aretwo modes of thetransport service, the Connectionless-mode Transport Service |
(CLTS) and the Connection-mode Transport Service (COTS). The connectionless-mode |
service allows two transport usersto exchange individual datagrams, without flow control
or the need to have previously established a connection, but with no guarantee of delivery.
The connection-mode service allows two transport service users to negotiate a
communications channd with a set of common characteristics, including reliable ddivery
of data units, and guaranteed (very high probability) order of delivery.

325123 Thetwo OSI protocols that provide the two modes of the transport service have separate
specifications, and operate independently. Based on the higher level protocols operating
within a given ATN host computer, one or both of the transport protocols may be
implemented. Neither transport protocol is concerned with routing and relaying of data
between End Systems, which is the responsibility of the Network Layer. The protocol in
support of the CLTS is specified in ISO/IEC 8602, and the protocol in support of the
COTS is specified to be ISO/IEC 8073 Class 4. The implementation of these protocols
within the ATN is further described in Chapter 343.3 of Part IV of this document. |
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325124

3.251.3

325131

3251311

3.251.3.1.2

3251313

3251314

The Transport Service boundary corresponds with ATN reference point 1.
Fhe ATN Network L ayer
General

The OSI Network+tayer Service, likethe OSI transport serviceis specified to provideboth
a connection-mode and a connectionless-modeservice. However, inthe ATN, the Network
Layer Service is restricted to the connectionless-mode only. This is because, unlike the
transport layer, the same network protocols must be implemented in every systemin the
ATN internetwork, if interoperability istobeguaranteed. Inthecaseof thetransport layer,
the mode of the service required depends on the requirements of the users, and those End
Systemsthat implement the sameapplications must alsoimplement thesametransport layer
protocols. However, the internetwork itself must relay the data of all users, regardiess of
the mode of the transport service used. In order to provide universal connectivity, a
consistent set of protocols must beimplemented acrosstheinternetwork. Evenif universal
connectivity was ruled out, in practice, most 1Ss would still have to support all modes
implemented by ESs, because of the tendency for data pathways to cross each other,
regardless of the network service mode supported by each such data pathway.

It is thus cost effective to support only one mode of the network service. Implementation
costs are reduced, and the complexity of validation is also reduced. Furthermore, mobile
routing is not yet believed to be practicable when using the connection-mode network
service.

TheNetwork tayerServiceisindependent of the TransporttayerServiceand may beused
by I1SO/IEC 8602 to provide the CLTS, and by ISO/IEC 8073 (class 4 procedures only)
to provide the COTS.

The OSI Network Layer comprises three sub-layers or roles:

a)  Subnetwork Independent Convergence Role, which is responsible for providing a
consistent Network Layer Service regardless of the underlying subnetwork;

b)  Subnetwork Dependent Convergence Role, which decouples the functions of the
Subnetwork Independent Convergence Role from the characteristics of different
subnetworks; and

c)  Subnetwork Access Role, which contains those aspects of the network layer specific
to each subnetwork.
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3.251.3.2

3251321

3.251.3.2.2

3.2513.23

3.25.1.3.24

3.2.5.1.3.3

3.2.5.1.3.3.1

3.2.5.1.3.3.2

3.2.5.1.3.3.3

TFhe Subnetwork I ndependent Role |

In an ES, the Subnetwork Independent Roleis responsible for providing the OSl Network
Service independent of the real subnetwork(s) to which the ES is attached. Inan IS, the
Subnetwork Independent Roleisresponsiblefor therouting and relaying of user data along
its route between the two communicating users. The protocols that support the exchange
of routing information are also contained within this functional area.

In support of the connectionless-mode Network Service, it isamandatory requirement that |
all ATN ESsand|Ssimplement thel SO/IEC 8473 irternetworking connectionlessnetwork |
protocol (CLNP). Thisisa subnetwork independent protocol and supportstherdayingof |
connectionless data PDUs over multiple subnetworks. By choosing such a protocol asits
unifying characteristic, the ATN is cast asa subnetwork independent internetwork. CLNP
supports the 1SO global network addressing plan, quality of service specification,
congestion control, and segmentation and reassembly of data packets. Additionally,
provisionsexist within CLNP for diagnostic actions such as end-to-end routerecording and
error reporting.

Three Routing Information Exchange Protocols are also specified in support of
ISO/IEC 8473 withinthe ATN. Theseare:

a) ISO/IEC 9542 — the End-System to Intermediate-System (ES-IS) protocol;

b) ISO/IEC 10589 — the Intermediate-System to Intermediate-System (IS-IS)
intra-domain routing information exchange protocol; and

c) ISO/IEC 10747 — the Inter-Domain Routing Protocol (IDRP).

The use of these protocols is outlined below and described in more detail i-chayder B.4.
of Part IV of this document. |

End-System to I nter mediate-System Routing Protocol |

The ISO/IEC 9542 ES-IS protocol provides a mechanism for ESs and ISs to exchange
connectivity information within a local subnetwork environment. It is recommended for
implementation in all ATN ESs and all ATN ISs that support ES attachment. In this role,
its use applies to reference point 2.

The protocol enables ESs and ISs to dynamically discover each other when attached to the
same subnetwork (only on broadcast subnetworks), and for I1Ss to inform ESs of optimal
routes. Inthe absence of ISs (on broadcast subnetworks), ESs may also locate each other
on an as needs basis.

The ES-IS protocol also complements the 1S-IS routing protocglpportdynamic |
discovery of other ISs and/or their NETs, and is also used in a similar manner to support
the Inter-Domain Routing Protocol over mobile subnetworks.
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325134

3251341

3.251.3.4.2

3.251.35

3251351

3.2.5.1.3.5.2

3.2.5.1.3.5.3

Intra-Domain Routing I nfor mation Exchange Protocol

TheSO/IEC 10589 | S-1S intra-domain routing information exchange protocol is used by

I Ss within the same Routing Domain to exchange connectivity and QOSQoS information. |
AsthelSswithin a single Routing Domain are always operated by the same organisation,
this protocol is not used at any of the ATN interfaces identified by reference points.

The protocol works at two levels. Leve 1 operates within the same Routing Area, while
level 2 operates between Routing Areas. From theinformation exchanged by this protocol,
ISs build up a topography map of the local Routing Area at leve 1, or Routing Area
connectivity, at levd 2. From this map, optimal routes can be plotted, and the rdlevant
information provided to each IS's Forwarding Information Base.

Fhelnter-Domain Routing Protocol (IDRP) |

TheATN has adopted thel SO/IEC 10747 Inter-domain Routing Protocal, for theexchange

of dynamic routing information at the inter-domain level. IDRP is a “vector distant” routing
protocol and is concerned with the distribution of routes where a route comprises a set of
address prefixes for all destinations along the route and thésqatth,i.e. the list of |
Routing Domains through which the route passes in order to reach those destinations. In
addition, a route may be further characterised by various service quality metrics (e.g. transit
delay).

Under IDRP, specialised Boundary Routers, i.e. Boundary Intermediate Systems (BISS),
in each Routing Domain advertise to Boundary Routers in adjacent Routing Domains,
routes to the systems contained in that Routing Domain. Typically, there is a route for each
performance metric and security category supported, and the destination of these routes is
the Address Prefix(es) that characterises the Routing Domain. The receiving Routing
Domains then store this information and use it when they need to route packets to
destinations within the other Routing Domain. A route so received may also be
re-advertised to other Routing Domains adjacent to the Routing Domain that first received
it, and onwards throughout the ATN Internet. Ultimately, every Routing Domain in the
ATN Internet can receive a route to every other Routing Domain.

However, without any other functionality, IDRP would not provide a scaleable approach
to routing. In order to provide such a scaleable architecture, IDRP enables the aggregation
of routes to Routing Domains with common address prefixes, into a single route. It is
thereby possible for the number of routes known to any one router to be kept within realistic
limits without reducing connectivity within the Internetwork.
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3.25.1.3.6

3251361

3.25.1.3.6.2

3.25.1.3.6.3

3.25.1.3.7

3.252

32521

3.2522

Subnetwork Dependent Role

The OSl Subnetwork Dependent Role is responsible for decoupling the functions of the
subnetwork independent role from the characteristics of the different subnetworks and
provides a consistent serviceto any protocolsimplemented by the subnetwork independent
role. Indoing so, it may implement a convergence protocol, implemented on a hop-by-hop
basis, independently over each subnetwork. ThisisaSubnetwork Dependent Convergence

Protocol (SNDCP).

ISO/IEC 8473 may be adapted to all known subnetwork types and hence a SNDCP is not
specifically required. However, each subnetwork class does require a different adaptation,
and each such adaptation is known as a Subnetwork Dependent Convergence Function
(SNDCEF). Chapter 43.6 of Part IV of this document discusses the SNDCFs that may be
used to interface |SO/IEC 8473 to ATN subnetworks.

However, whilel SO/IEC 8473 doesnot requirean SNDCP, thereisjustifiableconcernover
the ISO/IEC 8473 protocol overhead in respect of the low bandwidth communications
provided by the mobile subnetworks. For this reason, an SNDCP has been specified to
provide compression of thel SO/IEC 8473 protocol header over mobile subnetworks. This
isknown astheL REF compressionalgorithmandisfurther describedin Chapter 43.3.4.6.3
as part of the description of the Mobile SNDCF which supports LREF and other
compression algorithms.

Subnetwork Access Role

The Subnetwork Access Role comprises the functions necessary to support access to a
specific subnetwork. This is dependent on the specification of each subnetwork and is
hence outside of the scope of this document. The service provided by the Subnetwork
Access Role to the Subnetwork Dependent Role is at ATN reference point 4, which
identifies the lower boundary of thismantatthe scope of the ATNI ICS SARPSs.

Congestion Management

Congestionisaphenomenon experienced by arRouter inan itnternetwork whenthequeuing
delays through that rRouter exceed the maximum acceptable limit. In such a situation, the
end-to-end transit delay is likely to exceed the maximum acceptablefor theinternetwork’s
users. In the extreme case, a congested router, dueto lack of buffer space, may not be able
to accept incoming NPDUSs at the rate that an adjacent router is trying to send them, and
is henceforced to discard lower priority NPDUS, or those near the expiry of therr lifetime,
in order to make way for higher priority NPDUS.

Congestion is not a problem for an internetwork. Congested routers can simply discard
NPDUs when they start running out of buffers. However, it is a serious problem for the
users of the internetwork. Congestion first results in an unexpected but acceptably long
transit delay. However, if network users assume that the lack of arrival of an end-to-end
acknowledgement is due to packet loss, rather than simply an unexpectedly long delay in
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thenetwork, thenthey can retransmit such unacknowledged packets, thus adding to theload
on the network.

3.25.23 In fact, a catastrophic degradation in transit delay and throughput can be observed in a
congested network. First the network becomes congested, then users start retransmitting,
making the network even morecongested, resulting in moreretransmissions, and soon, until
the point is reached where only insignificant amounts of data can be transferred. It is
thereforevital that Congestion Avoidance mechanismsare put in placeinany internetwork,
if it is not to be perceived as unstable and unreliable.

3.2524 The Congestion Avoidance pProcedures specified for the ATN represent a significant |
improvement on those which many will be familiar with from experience with the TCP/IP
Internet. TCP Congestion Management only recognises that a network is congested when
their is aneed for a sender to retransmit a packet, when it is assumed that packet loss has
occurred due to an overloaded router discarding packets. The sending system then first
reduces the rate at which it transmits packets and then gradually speeds up again until it
needs to retransmit, and so on.

32525 The problem with this approach isthat it constantly pushes the network into overload and,
like a congested motorway, results in poor and turbulent traffic flow and a much greater
loss in throughput than should have occurred.

3.25.2.6 The ATN takes a quite different approach. In the ATN a router that is approaching
congestion indicates this by setting a “flag bit” in each packet header (this situation occurs
when the outgoing packet queue is longer than one packet), and this flag is recognised by
the receiving End$ystem. If enough flags are set in a given sampling period, the receiving |
End System reduces the credit it offers to the sender, thus reducing the load on the |
network.

3.2.5.2.7 This approach has the significant advantage that it “kicks in” before network performance
starts degrading thus permitting a much more stable traffic flow and enables near optimal
throughput to be maintained. The ATN Congestion Management algorithm is discussed in
more detail in Chapter-3B6of Part 1V of this document |

3.2.5.3 Addressing
3.253.1 Every system within a network such as the ATN, must have a unique address. This address

may then be used to identify the source and destination of a packet sent through the
network. ATN routers use a packet’s destination address to determine how the packet is
routed to its destination.

3.2.5.3.2 An ATN address is therefore more than a unique identifier for each system, and to be truly
useful, it must be possible to use an address to find out how to reach the addressed system
i.e. to select the most appropriate route. Thatnsaddress must somehow relate to a |
network’s topology.
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3.253.3

32534

3.2535

3.3

331

3311

3.3.1.2

3.3.1.3

3.3.14

Routing Domains can be viewed as being like telephone areas, and like all subscriber
numbers in a telephone area, the addresses of systems within the same Routing Domain
should all haveacommon prefix. Thenapacket sent to any systemintheRouting Domain,
can be sent to the Routing Domain without the routers along the way having to have any
knowledge of the topology of the networks and routers within that Routing Domain.

Routing Domains are, however, a more flexible concept than telephone areas. The
requirement for a single common address prefix is not absolute, and it is possible to have
morethan oneaddress prefix that characterisesasingleRouting Domain. Thegeographical
country is also not present in either the ISO Routing Framework, or as a fixed quantity in
the Address Plan. Instead, thereis the very general concept of the Routing Domain.

More detailed information on allocating ATN addresses, including those for the ATN
internetwork, can befound in Part |1 of this document.

ATN Protocols and Functions
I ntroduction

Therearetwo types of ATN System: the End Systems, which host the ATN Applications;

and the Intermediate Systemsthat arethe ATN Routers. Within thesetwo basic typesthere

are many variations. For example, there are some End Systems that are located on board

aircraft and are part of the aircraft’s avionics. There are also End Systems that are located
in ATC Centres or are part of an airline’s operational ground systenas are the |
computers that host operational ATC andAarline applications. An End System is |
essentially any computer system that is connected to one or more ATN routers and
implements the ATN communications protocols.

There are also many different types of ATN Router. In aircraft, airborne routers will also
be part of an aircraft's avionics, and on the ground, ATN Routers wgpat both
ground-ground and air-ground data communications. The various types of ATN Routers
are classified in Chapter 2 of the ATN Internet Communications Service (ICS) SARPSs.

An ATN End System is required to support the ATN Transport Protocol, and the End
System provisions for the Connectionless Network Protocol. In addition, the End System
must implement the access protocol required for the subnetwork through which it accesses
the ATN, and may also need to support the ISO/IEC 9542 ES-IS protocol. Support of
ISO/IEC 9542 Wl be necessary if this is required by the ATN Router(s) through which the
End System accesses the ATN s a local matter as far as the ATN ICS SARPs are |
concerned.

An ATN Router is required to support the Intermediate System provisions for the
Connectionless Network Protocol and most classes of ATN Router also regpuicetof

IDRP, although the support requirements for IDRRliffer depending on the role of the |
Router. Local considerations may also require support of the ISO/IEC 9542 ES-IS protocol
and/or the ISO/IEC 10589 IS-IS protocol. ATN Routers must also implement the access
protocol required for each subnetwork to which they are attached, and those attached to
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3.3.15

332

3321

33211

332111

332112

air-ground subnetworks are, additionally, required to implement the Route Initiation
procedure specified in Chapter 5.3 of the ATN ICS SARPs.

The remainder of this chapter is concerned with providing guidance for ATN Systems
itmplementors on the:

a) implementation of the Transport Protocal;
b) implementation of the Connectionless Network Protocol (CLNP);
c) implementation of the Inter-Domain Routing Protocol (IDRP); and

d) implementation of therouting protocols that are outside of the scope of the ATN ICS
SARPs, but which are nevertheless often required to meet local requirements.

Transport Layer Considerations
The ATN Transport Layer
Transport Layer Model

The OSI Transport Layer supports the end-to-end exchange of data between end systems,
and serves as an interface between the application and theupper layers, which deal with the
exchange of application messages, and the lower layers, which provide the necessary
transmission and routing capabilities (see Figure 3.3-1). The applications and OSI upper
layers that directly use transport layer services for the exchange of data are known as
Transport Service users (TS-users).

TS-users receive a service which conceals the details in which rdliable and cost effective
transfer of dataisachieved. Thisisachieved by thetransport layer in an economical manner
whichisindependent of theimplementation specifics of the various subnetworks used, and
of end system hardware and software implementation details. TS-users may chooseto use
either of two modes of transport service:

a)  the Connection Mode Transport Service (COTS); or

b)  the Connectionless Mode Transport Service (CLTS).
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Figure 3.3-1. Scopeof Transport Layer Interactions

Transport Layer Protocols

The Transport Layer may consist of one or several transport entities, each implementing
a different transport protocol. Two transport protocols are specified for usein ATN End
Systems;: the Connection Oriented Transport Protocol (COTP) and the Connectionless
Transport Protocol (CLTP). The COTS is supported by the COTP and the CLTS by the

CLTP.

A given ES may implement one or both of these, depending upon the requirements of the
applications it contains. For example, if all of the applications in a given ES require only
the COTS, then that ES does not need to implement the CLTP.
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332123

332124

332125

33213

332131

3.3.2.1.3.2

3.3.2.13.21

Both protocols support the exchange of application messages, henceforth referred to as
Transport Service Data Units (TSDUSs), while transferring each TSDU as one or more
Transport Protocol Data Units (TPDUS), using theservice providerd by the ATN Network |
Layer.

The COTP providesto its users an end-to-end connection mode service (i.e. the COTS),
and is a conformant subset of the Class 4 Transport Protocol (TP4) specified in
ISO/IEC 8073. This enables the reliable sequenced data transfer, where the user is
guaranteed that the byte order to data is preserved and that if a given TSDU isddivered |
then all previous messages will have been delivered. Both data integrity and data sequence
integrity are supported by the COTP, together with end-to-end flow control.

The CL TP provides a connectionless transport service (i.e. the CLTS), where no service
guarantees are offered, other than preservation of the data integrity of each TSDU. Each
CLTP TSDU istransferred as an event unrelated to the transfer of any other message and
thereis no guarantee either of delivery or that a TSDU may not overtake an earlier TSDU.
The CLTP is conformant with 1SO/IEC 8602.

Service Provided by the ATN Transport Layer

ATN Applications may choose to use either the COTS or the CLTS. The sdection of the
transport serviceused by an applicationisinfluenced by thecommunications characteristics

and the quality of service requirements of that application. However, the choice of which

mode to use cannot usually be left to the implementor. This must be specified by the
application specification. It is the implementor’s responsibility to implement the transport
protocol necessary to support an End System’s applications’ requirements.

Service Provided by the COTS

As far as applicatien-desigrdgsgnersare concerned, the COTS is appropriate when |
users need to maintain an association, either because they need to transfer a lengthy data
stream, or because the applications need to maintain a close binding (e.g. as a test of
liveness). COTS is also appropriate for applications that place a higher importance on data
sequence integrity than transit delay. The characteristics of the service provided by the
connectionmode protocol include the following: |

a) TS-users negotiate the establishment of a transport connection, prior to actual data
transfer; this connection enables reliable data transfer between the two. An initial
delay is associated with the establishment of a transport connection. During this
phase, data cannot be exchanged;

b) maintenance of a transport connection will generally incur some additional costs
associated with the transfer of TPDUs not associated with user data, such as
acknowledgements. Acknowledgements are utilised for data acknowledgements, flow
control purposes and keep-alive indicators;
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332133

3321331

c)

d)

f)

9)

the order of submission of TSDUs is preserved on delivery;

the underlying transport protocol provides facilities to detect and recover from
end-to-end transmission errors within a TSDU,;

theunderlying protocol iscapableof segmenting TSDUS, allowing TSDU sizeslarger
than the maximum NSDU size. This has the potential for improving network
performance, because network leve (that is, the connectionless network protocol)
segmentation is less efficient than transport segmentation;

the underlying protocol has the capability to control theflow of TSDUs. Thisallows
the recaiver of information to adjust the rate of incoming TSDUs to meet local
processing capabilities. In addition, this flow control can be exercised by atransport
entity to react to varying network congestion problems, applying and relieving
constraints to match resource limitations; and

operation of the COTP requires system resources to maintain shared state and to
monitor connection status.

Service Provided by the CLTS

The CLTS s appropriate when thereis a requirement for time-critical datatransfer, i.e. it
is more desirable to discard data rather than apply flow control or retransmission
techniques. Theconnectionless-modetransport serviceissupported using thel SO/IEC 8602
protocol. The characteristics of the service provided by the CLTP include the following:

a)

b)

<)

f)

no negotiation takes place before a TSDU is transmitted from one user to another.
Thismodedoes not havethe delay associated with establishing atransport connection
before data can be exchanged;

there are no TPDUSs transmitted other than those carrying user data;
each TSDU is transmitted independently from all others; TSDU delivery and TSDU
dedlivery sequencearenot guaranteed. Thereisnotransport-layer recovery ondetected

erors,

the transport protocol can employ facilities to detect end-to-end transmission errors
within a TSDU. TSDUs containing detected errors are discarded;

TSDU sizes are limited to the maximum NSDU size on each end system; no
segmentation is performed by the connectionless-mode transport protocol;

because there is no negotiated relationship between TS-users, the protocol does not
have the capability to control the flow of TSDUs; and
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332141

332142
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3.3.2.1.6

332161

3.3.2.1.6.2

3.3.2.1.6.3

g) the processing requirements for the connectionless-mode transport protocol are
minimal, since the transport protocol does not perform any TSDU sequencing or
TSDU guarantee functions.

Transport Addresses

Users of the Transport Service are uniquely identified by their Transport Address (TSAP
Address).

A TSAP address comprises two elements, an NSAP address and a TSAP-sdector. The
NSAP address provides the address of the transport protocol entity for a particular ES,
such asthe connection-modetransport layer. The TSAP-sSdector then identifies oneof the
users of the transport protocol entity. Note that it is possible for the COTP and CLTP to
share a common NSAP Address. However, if the End System supports other Transport
Protocols (e.g. TCP, the Transmission Control Protocol), then these must use different
NSAP Addresses.

Network Service Assumptions

The ATN Transport Layer operates using the connectionless network service provided by
the ATN network layer. All TPDUs are transmitted and received as NSDUs using the
N-UNITDATA serviceof the network layer. Each NSDU is considered independent of the
others, and may arrive in a different order than it was sent, in duplicate, or not at all.
Although it is possiblefor NSDUsto belost, the ATN is expected to have alow lossrate,
based ontheintrinsicreiability of thesubnetworks supporting communications. NSDU loss
is only expected during times of network congestion, when NPDUs are discarded by
congested routers.

ATN Security and Priority

The ATN ICS SARPs specify theuse of an ATN Security Label and the prioritisation of
data. Inthe COTP an ATN Security Label appliesto atransport connection rather than an
individual TSDU, and all TSDUs sent over a given transport connection must have the
same ATN Security Labd. On the other hand, inthe CLTP, each TSDU may be assigned
aseparate ATN Security Labd.

Similarly, inthe COTP, atransport connectionisgivenapriority, and all TSDUs sent over
that transport connection havethesamepriority, while, inthe CLTP, each TSDU may have
adifferent priority.

The ATN Security Labe and priority applicable to each TPDU are parameters of the
N-UNHTFBATAN-UNITDATA service and are therefore encoded in the NBPYUNPDU
header, rather than in each TPDU, and are referenced by the network layer forwarding
function. For suchreasons, TPDUsfromtransport connectionswithdifferent ATN Security
Labds, and/or priorities, cannot be concatenated.
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3322

33221

332211

332212

332213

332214

3.3.2.2.1.5

3.3.2.2.1.6

3.3.2.2.1.7

Provision of the Connection Mode Transport Service
Overview

The operation of a Transport Connection (TC) ismodelled as a pair of queues linking the
two TSAPs to which the communicating TS-users are attached. For each TC, a pair of
gueues is considered to be available: one queue for the information flow from user A to
user B, and one queuefor the information flow from user B to user A. Eachuser of aTC
is provided with the COTS.

The COTS may exist infour possible states: idle, connection establishment, data transfer,
and connectionreease. Intheidlestate, thereis no connection and datatransfer cannot take
place. In order to transfer data, a transport service user must request that a transport
connection is established with the required remote transport service user, identified by its
Transport Address. Whilean attempt ismadeto establish atransport connection, the COTS
enters the connection establishment state.

During the connection establishment state, thetransport entity attemptsto establish contact
with the remote transport service user. If it is successful, and the remote user agreesto the
connection, then atransport connectionisestablished, thedatatransfer stateis entered, and
datatransfer may take place. If it isnot successful, thenthe COTSreturnstotheidiestate. |

Either user of atransport connection may, at any time, request that thetransport connection

is released. The COTS then enters the connection release state. This is only a transitory

state as the connection is always released immediately, once the request is made, withany |
in-transit data lost. —ilt is the responsibility of the transport service users not to release |
the connection before all data has been transferred. The idle state is then re-entered.

The COTS is realised through the implementation of the COTP.

The ATN COTP uses the ISO/IEC 8073 class 4 procedures and is therefore able to operate
over a CLNS, such as provided by the AT RelNvork Service. The Transport Protocol |
reacts to network status information and hides_any netarotdems from the TS-user. |

For the transfer of TSDUSs, the transport layer provides a known set of characteristics, as
noted below.

a) TSDU Sequencing. The ATN COTS guarantees that TSDUs will be delivered to
the destination TS-user in the order they have been submitted by the source TS-user
to the TS-provider. The only exception is expedited data which, being subject to a
different flow control scheme, may overtake normal data.

b) TSDU Ddivery Support. The transport layer supports the delivery of a submitted
TSDU to the destination TS-user. The only case where data may be lost is if the
connection release phase has been entered by the local or remote TS-user and/or
provider.
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33222

332221

332222

332223

332224

33223

c¢) End-to-End Detection and Recovery of Error. Class 4 of the connection-mode |
transport protocol provides mechanisms that support the detection and recovery of
errors such as TPDU loss, duplication, or corruption. The error detection and
recovery is done transparently to the TS-user. |

Connection-Mode Transport Service Primitives |

Thereareten connection-modetransport serviceprimitives. Intheconnectionestablishment |
phase, the TS-user issuesthe T-CONNECT Request andthe T-CONNECT Response; the
TS-provider issues the T-CONNECT Indication and the T-CONNECT Confirmation. In
thedata transfer phase, the TS-user issuesthe T-DATA Request and the T-EXPEDITED
DATA Reguest; the TS-provider issues the T-DATA Indication and the T-EXPEDITED
DATA Indication. In the disconnect phase, the TS-user issues the T-DISCONNECT
request; the TS-provider issues the T-DISCONNECT indication.

A TS primitive issued by one TS-user will, in general, result in receipt of an indication by
the other TS-user. Figure 3.3-2 gives asummary of TS-primitive time-sequence diagrams
for sometypical scenarios.

Each of the cEonnection-miMtode TS primitives has one or more associated parameters. |
They will be discussed in detail in subsequent sections.

Note.— In Figure 3.3-2, the flow of time is represented by the downward direction irj the
individual figures. The sequential relation between two points of interaction is showh by
a horizontal line which is discontinuous between the two vertical lines representing the
flow of time (e.g. the T-CONNECT request primitive in (a) invoked by a TS-user at
moment t1, is necessarily followed by a T-CONNECT indication primitive invoked by the
remote TS-provider at moment t2). The absence of relationship is indicated by using a
tilde (~).

Figure 3.3-2 isderived from a statetransition diagramwhich defines the all owed sequences
of TS primitives at a TC endpoint. This state transition diagram pertains to the Transport
Protocol Machine.
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Figure 3.3-2. Transport Service Time Sequence Diagrams
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Fhe-Connection-M ode Transport Protocol (COTP)

332231

3322311

3322312

3322313

Overview

COTP procedures support connection establishment, datatransfer, and connection rel ease.
Although some type of connection management is handled by almost every layer, it is
especially complex at the transport layer due to the unpredictability of network errors or
deay.

There are two basic mechanisms used for transport connection management: the
handshake-based mechanism and the timer-based mechanism. Handshake-based
mechanisms use explicit exchanges in response to a given packet initiating an action, such
as connection establishment. Timer-based mechanismsare, for example, used by thesender
and receiver keeping track of the system state long enough to ensure that all PDUs from
closed connections have left the system.

The handshake and timer-based mechanisms are combined to ensure that connection
identifiers are unique during the maximum time packets may remain in the system.

System A System B
Transport Subnetwork Transport
TSUSEr  provider Provider 1" 0se"

TCONNECT T-CONNECT

RTPDU

request C\) indication

CC TPDU /

T-CONNECT - T-CONNECT
confirm / \ response

AKTPDU

Figure 3.3-3. TPDU Exchanges for Connection Establishment
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332232

3322321

3322322

3322323

3322324

Connection Establishment

The COTP uses a three-way handshake mechanism in combination with a timer-based
mechanism to ensure connection establishment in class 4. Figure 3.3-3 illustrates a typical
transport connection establishment procedure. Theserviee T S-user, either thesession layer
or aspecific application at systemA, passesa T-CONNECT request primitivetoitsservice
provider (the transport layer) with appropriate parameters for setting up the connection.
Thetransport layer entity of A then generates a connection request (CR) TPDU containing
the parameter values and sendsit to its peer transport layer entity at B. Thetransport entity
at B generates a T-CONNECT indication primitive and passes it to its TS-user.

If the T S-user B acceptsthe connection establishment request, it generatesa T-CONNECT
response. Thetransport entity at B then transmits a connection confirm (CC) TPDU to the
transport entity at A. Finally thetransport entity at A informsits T S-user that itsconnection
establishment request has been accepted by invoking a T-CONNECT confirm primitive.

The transport entity at A also generates an acknowledgement (AK), or a data (DT), or
expedited data (ED) TPDU (if there are data to be transferred), and sends it back to the
transport entity at B. The connectionisconsidered established only after thetransport entity
at B has received this acknowledgement or data TPDU.

If the connection request isinitially refused by the TS-provider at A, a T-DISCONNECT
indication is sent back to the TS-user at A asillustrated in Figure 3.3-4.

System A System B
Transport Subnetwork Transport
TSUSer  provider Provider 1S

T-CONNN,

request

Y

T-DISCONNECT
indication

Figure 3.3-4. Connection Refusal by the TS-Provider
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3.3.223.25

3.3.2.2.3.2.6

3.3.2.23.2.7

To initiate communications with a peer, a TS-user invokes the T-CONNECT request
primitive (see Figure 3.3-2). Upon arrival at the destination TSAP, a T-CONNECT
indication is ddivered to the destination AFN-TS-user. The peer TS-user accepts the
connection request by issuing a T-CONNECT response primitive. Finally, the calling
TS-user receives a T-CONNECT confirm primitive and the connection is established.
Simultaneous T-CONNECT requests typically result in a corresponding number of TCs.
The parameters associated with the connection establishment primitives arelisted in Table
3.3-1L

As part of the TC establishment phase, TS-users can negotiate the QoS parameters to be
associated with a transport connection. Use of expedited data is also negotiated. QoS
parameters are used to describe the desired characteristics of the data flow over the TC,
rather than to provide mechanisms for the transport protocol to enforce specific
characteristics. The use or non-use of expedited data is negotiated between TS-users, and
will be sdected based on T S-user requirements. Furthermore, some negotiations take place
between TS-providers which are transparent to the TS-users. All the choices made during
the connection establishment phase remain valid for the whole TC lifetime. The TC
establishment procedure may fail dueto:

a) timeout procedures, such as when a TS-user does not respond to a connection
request;

b)  reection by the TS-provider of an attempt to establisha TC (part ¢ of Figure 3.3-2),
for reasons such asinvalid or unknown called TSAP address, lack of local or remote
resources of the TS-provider etc., or,

c¢)  unwillingness of the called TS-user to accept the TC establishment request (part by
of Figure 3.3-2).

The TC establishment may also fail due to either of the TS-users rdleasing the TC before
the T-CONNECT confirm has been ddivered to the calling TS-user.
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Table3.3-1. TC Establishment Primitives and Parameters

Parameters Transport Service Primitive
T-CONNECT T-CONNECT T-CONNECT T-CONNECT
Request Indication Response Confirm

Called Address M M(=)

Calling Address M M(=)

Responding Address M M(=)

Expedited Data Option M M(=) M M(=)

Quality of Service M M M M(=)

TS User Data M(=) M M(=)

Security 00 66=)0(= |

3.3.223.28

33223281

Note.—in the above table: |

M  The parameter is mandatory

(=) The value of the parameter in the T-CONNECT Indication/Confirm is identical to
the value of the corresponding parameter in the T-CONNECT Request/Response
TS primitive

60 Use of this parameter is a TS-user option |

Connection Request

A calling TS-user, wheninvokingaT-CONNECT request primitive, specifiesthefollowing
parameters:

a) Caled Transport Address. The called transport address contains the addressing
information necessary to reach the desired destination TS-user. An ATN called
transport addresscomprisesan ATN NSAP addressandaTSAP Sdector (alsocalled
TSAP-ID in ISO/IEC 8073);

b) Calling Transport Address: The calling transport address contains the addressing
information that identifiesthe TS-user invoking the T-CONNECT request. AnNATN
calling transport address comprises an ATN NSAP address and a TSAP sdector;

c) Expedited data option: By means of this parameter the communicating TS-users
negotiatethe use or non-use of the expedited data servicefor the TC in question. The
calling TS-user initially specifies the use or non-use of expedited data. If non-useis
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3.3.223.29

33223291

f)

Note 1.— Negotiation of options only proceeds in a “mandatory” direction. That is, the

initially proposed, the called TS-user cannot further negotiate its use. If its useis
initially proposed, the called TS-user can either confirmuseor can sdect non-use of
the expedited data option;

Requested Quality of services QoS parameters are used to describe the desired
characteristics of the data flow over thetransport connection. The parameters which
may be negotiated are transit delay, residual error rate, and priority;

TS-user-datac A user can specify data from 1 to 32 octets in the connection
estabtishment-request. These data can be used by the TS-user in a manner agreed
with the peer TS-user. For example, the information could be used to communicate
authentication and access control information. It should be noted that the delivery of
TS-user-datais not guaranteed. T S-user-data are not recommended for direct use by
applications; and

Security: The security parameter may beused by theserviceuser toindicatethevalue
of the security label. The syntax and semantics of the ATN Security Labd are
specified inthe ATN ICS SARPs.

called TS-user can always negotiate to the mandatory aspect of any option.

Note 2.— In practice, not all of the parameters in a connection request must be explicitly
specifiedgven though they exist in the service interface. For example, the invoking TS-user
may only be required to specify the called transport address if the transport entity knows
the calling address a priori. Other parameters, if not specified, may take on default values.
For example, most implementations today do not require explicit specification of QoS

values. If not specified, one of two things may occur: QoS parameters may notdyedon

in the CR TPDU or the TE may select a standard set of parameters.

Connection I ndication

A T-CONNECT request issued by a TS-user results in a corresponding T-CONNECT
indication to the destination AFN—TS-user. The TS-provider, when issuing the
T-CONNECT indication, specifies the following parameters:

a)
b)
c)
d)

©)

calling and called address;
expedited data option;
TS-user-data;

indicated QoS; and

Security.
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3.3.22.3.29.2

3.3.2.2.3.210

332232101

33223211

332232111

332233

3322331

3322332

Thevalues of thefirst three parameters are ddlivered unchanged by the TS-provider tothe

destination T S-user. The values of theindicated QoS parameters can be equal to or poorer
than the requested QoS parameters sdected by thecalling user inthe T-CONNECT request
primitive. The value of a QoS parameter can be downgraded by either the transport entity
serving the calling TS-user or the transport entity serving the called TS-user. This will
happen if the transport entity has additional provisions implemented which monitor the
ability to provide the requested QoS.

Connection Response

To accept the TC establishment, thecalled TS-user issuesa T-CONNECT response
primitive (otherwise, it invokes a T-DISCONNECT primitive and the connection is
not established; seeFigure3.3-4). Theassociated parametersandtheir corresponding
values arethe same as in the T-CONNECT request as defined in Table 3.3-1.

Connection Confirm

A T-CONNECT response primitive at one TC endpoint starts the delivery of a
T-CONNECT confirm primitive at theother TC endpoint. Thisprimitive has exactly
thesameassociated parametersasthoseof the T-CONNECT responseprimitive. The
values of these parameters are also equal, that is, the TS-provider ddivers these
valuesunchanged tothecalling T S-user. Oncethis primitive has beenreceived by the
calling TS-user, the connection is considered to be established.

Data Transfer

Oncea connection has been successfully opened, datatransfer may takeplace. Normal data
transfer is always full duplex with independent flow control in each direction. The Quality
of Serviceis assumed to be the same in each direction.

TP4 implements a sliding window flow control mechanism enabling AKs to be returned
while data are still being sent. An AK is returned when the acknowledgement timer set or
reset after receipt of dataexpires. Theacknowledgement timer mechanismenablesmultiple
TPDUSsto be acknowledged with the same AK TPDU. An exampleof normal datatransfer
is shown in Figure 3.3-5, which illustrates the transmission of a single transport service
data unit via multiple TPDUs. After the establishment of the transport connection, the
initial DT TPDU number isO (DT 0). Aninitial credit of 1 isassumed and transport entity
A waits for an acknowledgement with more credit. Transport entity B returns AK 1, with
acredit (CDT) of 2, allowing the transmission of two more TPDUs. When the EOT (end
of TSDU) bitissetto 1 inthefinal DT TPDU, the sequence ends and thewhole TSDU is
delivered to user B. At the expiration of the acknowledgement timer, an AK is returned.
This AK acknowledges up through the final TPDU.
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3322333

3322334

3322335

3.3.2.2.3.3.6

System A System B
Transport Subnetwork Transport
TS-User Provider Provider TS-User
T-DATA > DTO
request
ak4, COTH
«
DT1
DT2
>
a3, cOT¢
« ~
DTM T-DATA
Indication
«

Figure 3.3-5. Normal Data Transfer

Thetransport service providesfor bi-directional exchange of TSDUs while preserving the
integrity, sequence and boundaries of TSDUs. Two kinds of transfer serviceare offered by
the ATN COTS provider: the normal data transfer service and the expedited data transfer
service. Figure 3.3-2(d) describesthe primitive sequencesin asuccessful transfer of normal
data.

Data Request

A TS-user requests thetransfer of aTSDU by invokinga T-DATA request primitive. This
primitive has only one associated parameter: the TS-user-data parameter (i.e. the TSDU
to be transmitted). A TSDU consists of anintegral number of octets greater than zero; the
length of a submitted TSDU is limited by implementation constraints only.

Data | ndication

Upon arrival of the TSDU at the other TC endpoint, the TS-provider invokesa T-DATA
indication primitivetothedestination TS-user. The T S-user-dataparameter of theT-DATA
request primitive is ddivered unchanged by the TS-provider to the destination TS-user.

Expedited Data Transfer

This service is available on a given TC only if its use has been requested by the calling
TS-user and agreed to by the called TS-user during the TC establishment phase. The
TS-provider guarantees that an expedited TSDU will not be deivered after any
subsequently submitted normal TSDU or expedited TSDU on the same TC. The transfer
of expedited TSDUs is subject to separate flow control from that applied to the data of the
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normal transfer service. Figure 3.3-2 (€) shows the sequence of primitivesin a successful
transfer of expedited data.

3.3.22.3.3.6.1 Expedited Data Reguest

A TS-user desiring to transmit an expedited TSDU invokes the T-EXPEDITED DATA
request primitive. This primitive has only one associated parameter: the TS-user-data
parameter (i.e. the TSDU to be transmitted).

An expedited TSDU consists of an integral number of octets between 1 and 16 inclusive.
3.3.22.33.6.2 Expedited Data Indication

Upon arrival at the destination, the TS-provider invokes a T-EXPEDITED DATA
indication primitive which delivers the submitted TSDU (TS-user-data parameter)
unchanged to the destination TS-user.

3.3.2.2.3.3.7 Connection Termination

3.3.2233.7.1 Connection release can be performed at the initiative of ether TS-user or TS-provider at
any point in the lifetime of the transport connection. Thisis an abrupt release because the
transport protocol does not havefunctionsthat support prior negotiation of termination and
so data may be lost. Typical scenarios of connection release are demonstrated in Figure
3.3-2 (f) through (i).

33223372 Thefirst scenario (f), is shown in more detail in Figure 3.3-6. User A sends a disconnect
request (DR), the Transport entity at B sendsa T-DISCONNECT indication to user B and
the connection ends. A disconnect confirm (DC) TPDU is sent back from system B to
systemA.

3.3.22.3.3.7.3 InFigure 3.3-2 (g), the two users send a DR at the same time. In the third case (h), the
transport layer itsef (either theentity at B or at A) generatesthe DR. Inthefourth case (i),
user A sends a DR after the transport layer has initiated termination of the connection.

33223374 A TSuser may issuea connection termination primitive to refuse TC establishment or to
release the established TC. The TS-provider never guarantees ddlivery of submitted data
— it just guarantees order preservation - if it delivers a TSDU it guarantees to have
delivered all previously submitted TSDUs. There is always an uncertainty over how much
data has been lost once the release phase is entered and includes TSDUs submitted well
before the release phase was entered. The degree of data loss is independent of the credit
window, and depends on the length of the queue between TS-provider and TS-user. In
particular, all data received after a transport entity has entered the release phase are
discarded. The parameters associated with the connection termination primitives are
summarised in Table 3.3-2.
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Table3.3-2. TC Rdease Primitives and Parameters

Parameters Transport Service Primitive
T-DISCONNECT T-DISCONNECT
Request Indication
Reason M
TS User Data M M(=)

Note.— in the above table:
M  The parameter is mandatory

(=) The value of the parameter is identical to the value of the corresponding parameter
in the preceding TS priitive.

3.3.2.2.3.3.75 Disconnect Request

A TS-user releases an established TC by invoking the T-DISCONNECT request primitive.
This primitive has only one eptional—parameter: the TS-user-data parameter. The |
TS-user-data parameter is an integral number of octets in length between 1 and 64
inclusive. Thecontent of this parameter may provide additional information on the reasons

for the TC release request.
System A System B
Transport Subnetwork Transport
TS-User  provider Provider  15"USer
T-DISCONNECT
request DR TPDU

\>

T-DISCONNECT
indication

Figure3.3-6. Transport Connection Termination
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3.3.22.3.3.7.6

3.3.2.24

3.3.2.24.1

3.3.2.2.4.2

Disconnect | ndication

The T-DISCONNECT indication primitive has different parameters, according to the
originator of this primitive. If the T-DISCONNECT indication is invoked by the
TS-provider as aresult of a T-DISCONNECT request invoked by a TS-user at the other
TC endpoint, this primitive has the following associated parameters:

a) TS-user-data: This parameter is present only if it was also present in the
T-DISCONNECT request primitive. These data are normally ddivered unchanged
by the TS-provider, except if the TS-provider initiates TC release before the
T-DISCONNECT indicationisddivered (seepart (i) of Figure3.3-2), or if TS-users
initiatea T-DISCONNECT request simultaneously (seepart (g) of Figure 3.3-2). In
these cases these data may be lost; and

b) Reason: This parameter will take the value “remote TS-user invoked”.

If the T-DISCONNECT indication iswoked by the TS-provider itself, the only associated
parameter is the “Reason” parameter which takes the value “T'S-provider-invoked” (in this
case no TS-user-data parameter is present). Examples of reasons for a TS-provider-initiated
release include: lack of local or remote resources of the TS-provider, misbehaviour of the
TS-provider, called TS-user unknown, or called TS-user unavailable (if the release occurs
during the connection establishment phase).

The ATN Security L abel
ATN Security Functions are concerned with:
a) protecting CNS/ATM applications from internal and external threats;

b) ensuring that application Quality of Service and Routing Policy Requirements are
maintained, including service availability;-and |

c) ensuringthatair-ground subnetworks are used in accordance with ITU requireménts.
and |

d) protecting the routing information base of ATN BISs from external threats. |

The ATN Internet provides mechanisms to support items{bjytunduygh (dabove only. |
Fhese+Mechanisms (b) and (ere defined to take place in a common domain of trust, |
and use a Security Label in the header of each CLNP Data PDU to convey information
identifying the “traffic type” of the data and the application’s routing policy and/or strong
QoS Requirements. Strong QoS Requirements may only be expressed by ATSC
Applications, and they are expressed as an ATC Class identifier, encoded as part of the
ATN Security Label.
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332243 Except when a transport connection is used to convey general communications data, each
transport connectionisassociated withasingle ATN Security Labd. Thevalueof thislabd
is determined when the connectionisinitiated, and by theinitiating TS-User. A responding
TS-user may refuseto accept atransport connection associated withagiven ATN Security,
but cannot propose an alternative. It isalso not possibleto changean ATN Security Labe
during the lifetime of a transport connection.

332244 The ATN Security Labd is never actually encoded into a TPDU header. Instead, every
NSDU passed to the Network Layer that contains a TPDU from a transport connection
associated with an ATN Security Labd is associated with the same ATN Security Labd.
This is passed as a parameter to the N-UNITDATA request, and then encoded into the
NPDU header.

332245 TPDUs from transport connections associated with different ATN Security Labels cannot
be concatenated into the same NSDU.

Note.— The mechanism by which the connection initiator specifies the appropriate ATN
Security Label for a given transport connection is a local matter. For example, it may be

identified by an extension to the transport service interface, be implicit in the choice of

a given TSAP, or be identified using a Systems Management function. Similarly, the
mechanism for determining the ATN Security Label associated with an incoming

transport connection is a local matter.

3.3.2.25 ATN Transport Layer Quality of Service

332251 QoS parameters are used to indicate the required characteristics of the underlying
communications service supporting application information exchange. Thetransport layer
may interpret the QoS parameters which are provided by a TS-user; these parameters may
then affect the interactions of thetransport layer with the network layer providing service.

332252 QoS is of specia importance to the aviation community because of the wide variation in
service provided by the ATN network service. However, there are practical difficultiesin
a connectionless internet, as regards dynamic route selection based on differential QoS
requirements. While dynamic route selection is still along termgoal, in the near to medium
term, application QoS requirements will be met through the following principles:

a) the capacity requirements of CNS/ATM-1 Applications will be met through a
combination of network design and capacity planning, in order to ensurethat network
capacity both exists and is usable by CNS/ATM-1 Applications, and that their QoS
Requirements will be met to the required availability;

b) the strong QoS Requirements of certain ATSC Applications will be met, without
having to design thewhole ATN to meet their QoS requirements, by reserving certain
subnetwork paths for applications data of at least a given ATSC Class, asidentified |
by the ATN Security Labe associated with the data; and
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3.3.2.253

3.3.2.254

3.3.2.255

3.3.2.2.6

332261

3.3.2.2.6.2

3.3.2.2.6.3

332264

c) the strong QoS Requirements of certain AINSC Applications will be met by
respecting routing policy requirements, restricting their data to travel over only
certain air/ground data links, expressed in the ATN Security Label associated with
the data.

The only exception to this is the Residual Error Rate and the probability of packet mis-
delivery. The ATN Internet provides an expected residual error rate of 1in 108. This may
be improved upon through use of the transport protocol checksum mechanism, and it is
believed that with this additional mechanism, an undetected error rate of 1 in 10% is
achievable. Although checksum useisnot explicitly indicated by a TS-user, its use can be
defined ether through configuration techniques or it can be inferred based on the QoS
requirements of the TS-user.

Therisk of packet mis-ddivery is mitigated by an extended transport checksum which
includess the Source and Destination NSAP Adresses within its scope by constructing a
pseudo header including these addresses. This pseudo header is never transmitted but is
assumed to be part of the TPDU for checksum computation purposes. Through this
mechanism the ATN Internet ensures that the probability of not detecting mis-delivered
CLNP packets is better than 1 in 10°.

Since checksums are contained in the TPDU header, implementation of checksumsis a
protocol performance issue. However, the checksum is essential for ensuring protection
against undetected errors.

Priority

Although priority is defined by ISO/IEC 8072 to be part of Q0oS, it isimportant enoughin
the ATN to be treated separately.

The purpose of priority isto signal thereativeimportance and/or precedence of data, such
that when a decision has to be made as to which datato action first, or when contention for
access to shared resources has to be resolved, the decision or outcome can be determined
unambiguously and in line with user requirements both within and between applications.
In the ATN, priority is signalled separately by the application in the transport layer and
network layer, and in ATN subnetworks. In each case, the semantics and use of priority
may differ.

In the ATN Internet, priority has the essential role of ensuring that high priority safety
related data is not delayed by low priority non-safety data, even when the network is
overloaded with low priority data.

Inthe ATN Transport Layer, priority is concerned with the relationship between transport
connections and determines the relative importance of a transport connection with respect
to (a) theorder inwhich TCsareto havetheir QoS degraded, if necessary, and (b) the order
in which TCs are to be broken in order to recover resources. The transport connection
priority is specified by the initiating TS-user either explicitly or implicitly, when the
transport connection is established. As with the ATN Security Labe, priority is not
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3.3.2.2.65

3.3.2.2.6.6

3.3.2.2.6.7

3.3.2.2.6.8

3.3.2.2.6.9

3.3.2.2.7

3.3.2.2.7.1

negotiable, and aresponding TS-user must either accept the proposed priority or reject the
connection request. TPDUs belonging to transport connections with different priorities |
cannot be concatenated.

When an ATN Transport Layer entity is unable to satisfy a request for a transport
connection from ether a local or remote TSAP, and which is due to insufficient local
resources available to the transport layer entity, then it is required to terminate a lower
priority transport connection, if any, in order to permit the establishment of a new higher
priority transport connection.

Transport Layer implementationsmay also usetransport priority to arbitrateaccessto other
resources (e.g. buffers). For example, this may be achieved by flow control applied tolocal
users, by discarding received but unacknowledged TPDUS, by reducing credit windows, etc.

All TPDUs sent by an ATN Transport Layer Entity are transferred by the ATN Internet
Layer, using the Network Priority that corresponds to the transport connection’s priority
according to Table-3-2-6f-Seectibi2 of Subvolumd of the ATN SARPS. The network |
priority is signalled by a parameter to the N-UNITDATA request, and the priority of an
incoming NSDU is signalled by a parameter to the N-UNITDATA indication.

Transport Priority may be encoded into the CR TPDU. However, this is not essential and,
if present must be equivalent to the network priority of the NSDU that conveys the CR
TPDU. The priority of this NSDU determines the priority of the transport connection.

When specified, transport priority values should be integers in the range from 0 to 14, with
priority level O as the highest priority. In such a case, there is a one-to-one correspondence
with the CLNP priority values (see-SeetBubvolumel of the ATN SARPSs for further |
details on the mapping of Transport priority values to CLNP priority values).

Negotiation of Connection Parameters

The ISO transport layer allows areas of negotiation in the connection establishment phase.
One of the negotiated features is the class of operation. Depending on the class selected,
other features are also negotiated. Negotiation in the transport layer is based on the
following assumptions:

a) ifafeatureis not negotiated, the “default” option, or “mandatory” implementation of
the option, is selected;

b) to suggest anything other than the default, the proposed value must be explicitly
proposed in a connection request; and

c) the responder has the choice of explicitly accepting the proposed value or possibly
selecting a “lesser”, or “mandatory” value. If the responder does not explicitly
indicate the desired value, the default is in effect.
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332272 For example, oneoptionfor classfour operation istheuse of checksums. Thedefaultisuse
of checksums, and all implementations must be able to support use of checksums on a
connection. To operate a connection without checksums, the requester must explicitly
propose “non-use of checksums”. If the responder does not explicitly reply with “non-use
of checksums”, then the checksum procedures are in effect for that connection. Table 3.3-3
indicates the items that can be negotiated and their default, or mandatory, values in Class 4
operation.

Table 3.3-3. Negotiable and Default Vvalues for Class 4 Operation

Feature Allowed Values Default
Preferred TPDU Size, octets Multiple of 128 128
Maximum TPDU size, octets 128, 256, 512, 1024, 2048, 128

4096, 8192

TPDU Numbering Format normal, extended normal
Expedited Data use, non-use non-use
Checksum use, non-use use
Selective Acknowledgement use, non-use non-use
Request Acknowledgement use, non-use Nnon-usH

3.3.2.2.7.3 Class Negotiation — Initiator

3322731 Thefirst ISO requirement for class negotiation states that “the preferred class in the CR
TPDU may contain any of the classes supported by the implementation”. This requirement
is further constrained by connectionless network operation — for ATN implementations,
the preferred class must be class 4.

3.3.2.2.7.3.2 In addition, a CR TPDU may contain an alternative class parameter. Since the only
acceptable mode is class 4, there are no alternative classes allowed.

3.3.2.2.7.4 Class Negotiation — Responder

3322741 There is only one appropriate class for operation in the connectionless network
environment - class 4. An implementation of the ATN transport layer must respond with
class 4 as the negotiated class.

332275 TPDU Size Negotiation
3322751 All transport entities must be able to support a TPDU size of 128 octets, the default

required by 1SO/IEC 8073. Larger sizes may also be supported, such asthe recommended
1024-octet capability. 1024 octets is the minimum maximum:-size value recommended for
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3322752

3.3.2.2.7.6

3322761

3.3.2.2.7.6.2

3.3.2.2.7.6.3

3.3.2.2.7.7

3.3.2.2.7.7.1

3.3.2.2.7.8

3.3.2.2.7.8.1

3.3.2.2.7.8.2

ATN usage. Theactual TPDU size negotiated for a TC, however, may be smaller than the
maximum size supported or the initial size proposed.

The larger TPDU size is recommended for application data exchanges involving large
TSDUs. Theoptimum TPDU size may vary anywherefrom 128 octetsup to the maximum
TSDU suze reqw red by aTSuser 5

Use of Extended For mat

Thedefault format for TPDU numbering is the “normal” format, which involves the use of

a seven-bit field. Extended format uses a 31-bit field. If there is no proposal in a connection
request, the normal format is used. If the initiator proposes extended format, the responder
may reply indicating use of normal format.

Generally, the extended format is used when an extremely large window of outstanding
TSDUs is expected. This would occur, for example, on large data transfers with very little
interaction between end users (e.g. reception of acknowledgements only after an extended
interval). Large windows may also occur in the situation where a link has high capacity but
long transit delays.

Thus, the use of normal formats is recommended for operation in the ATN because of the
smaller resulting size of transport protocol headers. Note that as defined by ISO/IEC 8073,
the ability to sipport normal formats is mandatory.

Expedited Data Transport Service

Support of the expedited data transport service is required by ISO/IEC 8073. Thus, all
ATN implementations must have the capability to send and receive expedited data. Actual
use of the feature is optional. Negotiation of the expedited data service is performed using
the additional options selection parameter (bit 1).

Non-use of Checksum

The default operation for a connection is to use checksums. If non-use is desired, the
initiator must propose non-use of checksums and the responder must agree. Checksums are
a valuable tool because they verify the end-to-end integrity of TPDUs, and thus all TSDUSs.

Non-use of checksums may be selected, for example, to support transmission of low-fidelity
graphical data. The initiator of a transport connection being used for this purpose may
propose non-use of checksums if the cost of using checksums (both in terms of cost and
transmission efficiency) is considered too high. It is recommended in such cases that the
responding transport layer accept the non-use of checksums so that the efficiency gains can
be realised.
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3.3.2.2.7.8.3 There may be situations, however, when the responding transport entity would not agree
to non-use of checksums. For example, if the responding entity has knowledge that the
available QoS between the two end systems is not sufficient to support the needs of the
TS-user, it may respond indicating that checksums are to be used.

Note.— The method of acquiring knowledge of available QoS is a local matter. For some
applications, dynamic knowledge may be required. Other applications may have less
stringent needs and will not require any dynamic information.

3322784 All ATN transport layer implementations must be able to propose either use or non-use of
checksumsinaCR TPDU. If non-useis proposed, all ATN transport layer implementations
must beableto accept non-use. M echanismsfor determining when not to accept thenon-use
of checksums are not required.

332279 Use of Sselective Aacknowledgement |

3322791 Thedefault for selective acknowledgement is non-use. That is, selective acknowledgement
must be explicitly proposed in a CR TPDU and accepted in the CC TPDU.

3.3.227.9.2 Becausethe sd ective acknowledgement featurereducestheneedfor retransmitting TPDUS,
it is recommended that transport layer implementations propose the use of sdective
acknowledgement inaCR TPDU. If atransport layer receivesa CR TPDU proposing this
option, it is recommended that the proposal be accepted in the CC TPDU.

Note.— Refer also t6—3-34-8.3.2.2.10.5.3for a description of the selective]|
acknowledgement feature.

3.3.2.2.7.10 Use of Request of Acknowledgement.

3.3.2.27.10.1 The default for Request of Acknowledgement (ROA) is non-use, that is, ROA must be |
explicitly proposed in a CR TPDU and accepted in the CC TPDU. The ROA function
allows atransport layer to request, on a per-TPDU basis, that the remote transport layer
immediately acknowledges all TPDUs currently awaiting acknowledgement. This is |
especially useful in the case that a window is closing up, or if the sending transport layer
ishaving buffer limitations, and needs to free up additional space. Thus, it isrecommended
that this option be proposed ina CR TPDU, and that it be accepted, if proposed, inthe CC

TPDU.
3.3.2.28 Error Handling
332281 Action on Receipt of a Protocol Error

There arethree possible actions of atransport implementation upon detection of a protocol
eror:

a) thetransport layer canissuean ER TPDU,;
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3.3.2.282

3.3.2.2.83

3322831

3.3.2.2.83.2

3.3.2.2.8.3.3

b) thetransport layer canterminatethetransport connection (that is, issuea DR TPDU);
or

c) thetransport layer can discard the TPDU (that is, ignorethe error).

Events which qualify as a protocol error are defined in ISO/IEC 8073. It is recommended

that tr-event-of-aprotocoterrorthat-the transport layer issues an ER TPDU in the event
of a protocol error, and either discards the TPDU, or responds with a DR TPDU. This

action ensures that the cause of a protocol error can be more readily identified.

Actions on Receipt of an Invalid or Undefined Parameter ina CR TPDU-

Theactions upon receipt of an invalid parameter are defined as mandatory by 1SO, and so
must be performed by all ATN implementations of the transport layer.

ISO/IEC 8073 requires that, on receipt of an undefined parameter, that the parameter be
ignored. This action, in combination with the general rules for negotiation allows
compatibility between versions of the transport layer. For example, if a transport layer
issues a CR proposing the sdlective acknowledgement option to a remote transport layer
built to | SO/IEC 8073 (1988), theremotetransport entity will not recognisethenew option.
Rather than declaring a protocol error, theremote entity would simply pass over the option
and would continueto process therest of the TPDU. A transport connection could then be
established which operates without using sd ective acknowledgement.

Another example of a parameter which may beincluded in a CR TPDU by the connection

3322834

332284

3322841

initiator and which will beignored on receipt by implementations compliant with previous
editions of the ATN ICS SARPs is the Extended Transport Checksum. Use of this
parameter is ATN-specific and not in compliance with ISO/IEC 8073. However, it is not
a protocol error to use such a parameter in a CR TPDU, and a receiving transport entity
not supporting this parameter would simply pass over the option and continue to process
the rest of the TPDU. A transport connection could then be established which operates
without using the Extended Transport Checksum. Hoewever, if the parameter is supported
by both the connection initiator and connection responder, then it will be present in the CC
TPDU and thencein all TPDUs exchanged over the established transport connection.

If arecognised parameter has an invalid value, then an implementor may ether ignorethe
error or declareaprotocol error, at their own discretion. However, notethat for class4 over
CLNS operation, if the parameter in question is the checksum, the transport layer is
required to discard the TPDU.

Actions on Receipt of an Invalid or Undefined Parameter in a TPDU other than a CR
TPDU

For al other TPDUSs, the decision as to whether to treat an undefined parameter as a
protocol error or toignoreit is alocal matter. In the case that a protocol error is defined,
the implementation may either:
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3.3.2.2.9

332291

332292

a) discard the TPDU silently;

b) issuean ER TPDU and ether discard the TPDU or issuea DR TPDU; or;
c) immediatdy issuea DR TPDU.

Timers and Protocol Parameters

Although the implementation of most of the timers and protocol parametersis mandatory,
there are no mandatory values for them, other than the minimum and maximum values
which may be defined for each.

In general, the assignment of values for timers and parameters must be optimised based on
operational testing of the applications. In such testing, incompatible timer values and
optimum combinations can be identified. Implementations of the transport protocol are
required to support configurable values for all timers and protocol parameters, rather than
having fixed values. This allows modification as operational experienceis gained.

Note 1.— Refer to Tabte-3-5-8-1 of the ATN ICS SARR® the complete listing of |
timers and parameters.
I

Note 2.— The values in this table have been derived from simulation focusing on
transport entities operated over an AMSS subnetwork. |

I
Note 3.— Refer also to 12.2.1.1 of ISO/IEC 8073 for more details on the timers. |
I
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Name Description Mintmum | Nominal | Maxzimu
vatue vatue mvatae
EREEER Meaxtmurrtransit-cetay,seeonds 1 160 150
ALAR Acknowtedgerment-tine,-seconds 1 20 400
R Persistenee time,-seconds 1 443 2710
N Maximormadmber-of-transmissons 1 3 10
t Fime bound-onreference-andfor 166 1263 36060
sequence-Atmbers-seconds
W Window-time-seconds 166 4000 6000
3.3.2.293 Several of the transport timers and variables listed in Table 3-3-45.5-1 of the ATN ICS

SARPs are not directly configurable, but may be determined based on the values of other
timers and variables. That is:

a)

b)

the NSDU lifetime variables, Mg, and M, may have a general estimate, based on
the lifetime values used for NPDUs. The NSDU lifetime value is the value used to
delete aged packets from the ATN. It should be over three times the expected
end-to-end transit time. The expected air-to-ground end-to-end transit time can beup
to 30-40 seconds;

the end-to-end ddlay variables, Eg, and E, g, may be estimated only, or some
mechanism may be available to determine these dynamically;

the value for the local acknowledgement timer, A, may be determined based on
application requirements. For example, applications supporting ATC may require
immediate acknowledgement of TPDUSs so that the uncertainty about delivery is
minimized. The remote acknowledgement time variable Ag, for example, may not be
known or it may be provided by the remote transport entity explicitly during the
connection establishment phase;

thelocal retransmission time, T1, is defined by 1SO as:
T].: ELR+ ERL+AR+X7
where x isthe local processing time for a TPDU:.

Thisrdationship is used to determinetheinitial, minimal and maximumvalueof T1.
However, it does not force T1 to remain fixed over time; in the ATN, all COTP

—_—— e e e e e e e

—_—
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3.3.2.2.10
3.3.2.2.10.1

3.3.2.210.1.1

entities arerequired to dynamically adapt thelocal retransmission time individually
on each transport connection in function of the round trip time measured over the
connection. Thisissueis addressed in section 3.3.2.2.10.

€) the persistence time, R, is the maximum time a transport entity will attempt to
retransmit a TPDU. The persistence timeis larger, in general, than the maximum
number of retransmissions, N-1, times the local retransmission time, T1;

f)  the maximum number of transmissions, N, is related to the expected transmission
reliability of the end-to-end path, since exceeding N results in the termination of a
transport connection. Too high a value, however, may result in wasted
retransmissions if end-to-end communications is no longer possible;

g) themaximum timeto receive an acknowledgement of a given TPDU, L, is bounded
by 1SO as:

h)  ingeneral, areference or sequence number should not be re-used for the time period
L. Thevalueof L, in combination with theexpected traffic, may be used to determine
if extended TPDU numbering is required;

i)  the inactivity timer, I, is set based on network ddays and the expected QOS.
Specification of this parameter is related to the use of the maximum number of
transmissions parameter, N, sinceit is used to terminate transport connections; and

J)  thewindow timer, W, determines when acknowledgements are sent in the case of no
activity. Up-to-date window information is sent when W expires. It should be set
smaller than the expected value of the remote value of |.

Dynamic L ocal Retransmission Time Adaptation

I ntroduction

The Connection-Oriented Transport Protocol (COTP) provides a rdiable transport layer

3.3.2.2.10.1.2

by retransmitting data, when the data has not been acknowl edged after some period of time.
A critical dement of any COT P implementation is thetimeout and retransmission strategy:
the main issue is the determination of an appropriate timeout interval.

Thetimeout interval hasimportant and conflicting effects onindividual user throughput and

3.3.2.2.10.1.3

overall network efficiency. To achieve optimal throughput, short timeout intervals should
be used. Unfortunately, what is good for throughput is disastrous for efficient network
utilization. If the timeout interval is too short, then a large number of packets may be
retransmitted unnecessarily, causing a waste of the bandwidth.

Inthe ATN, theround-trip time (RTT), i.e. thetimeinterval between sending a packet and

receiving an acknowledgement for it, is expected to changeover time, as routes and network
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trafficload might change. For thisreason an ATN COT Pimplementation must bedesigned

to _dynamically measure the RTT and use this measure to dynamically adapt the

retransmission time out interval.

3.3.2.2.10.14 The following sections describe three mechanisms that have been proved efficient and

suitable to the ATN environment.

3.3.2.2.10.2 Dynamic Adaptation of the Retransmission Timer Value

3.3.2.2.10.2.1 General

3.3.2.2.10.2.1.1

e

3.3.2.2.10.2.1.2

3.3.2.2.10.2.1.3

3.3.2.2.10.2.1.4

3.3.2.2.10.2.1.5

The dynamic adaptation of the retransmission timer valueis a key function of any
COTP implementation. Idedlly, the value of the retransmission timer must be
continuously kept

as close as possible to the experienced RTT; however,

be sufficiently large so as to avoid (or limit the number of) unnecessary
retransmissions, when variation of the RTT is experienced.

Clearly, the 'optimum’ value of the retransmission timer is therefore rdated to the
round-trip timeexperienced over theconnection. Shorter round-trip times should lead
to smaller values of theretransmission timer, and larger RTTs to larger values.

Hence, making a good estimation of the round-trip timeis the core function for the
adaptation of the retransmission timer.

An ATN COTP implementation is expected to predict future round-trip times by
sampling the round-trip time of TPDUS sent over a connection and averaging those
samples into a “smoothed” round-trip time estimate, SRTT. The SRTT can pe
thought as a prediction on the next round-trip time measurement. This RTT estinjator
is then used to derive a suitable value for the retransmission timer. |

I
Different algorithms have been developed for the computation of the SRRT ar|d of
the retransmission timer values. These algorithms are discussed in the follojving
sections. |

3.3.2.2.10.2.2 Basic Algorithm (Original TCP Algorithm) |

3.3.2.2.10.2.2.1

|

A basic procedure for the dynamic adaptation of the retransmission timer pf a
transport entity was defined in the original specification of the TCP protocol. The
principles of this algorithm were the following: |

I
When a TPDU is sent over a transport connection, the sender times how long it fakes
for it to be acknowledged, producing a sequence of round-trip time sampi8s: S|
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Each sample can easily bedetermined by the sending transport entity, if it remembers
the time when each packet is transmitted. When the associated acknowledgement is
received, the difference between the current time and the time when the packet was
transmitted gives a new measure of the experienced RTT;

=3

With each new sample, S, a new average value (i.e. the SRTT) can be computed
using an algorithm known as Exponential Aging. This algorithm is based on the
following formulla:

SRTT 0= 0.* SRTT e, + (1-0) * S

where a isaconstant smoothing factor between 0 and 1 that controls how rapidly the
SRTT adaptsto change. The recommended value of o is 0.9. With this value, every
time a new measurement is made, ninety percent of each new SRTT estimateisfrom
the previous SRTT estimate and ten percent is from the new measurement;

Given this smoothed estimator, anew retransmission timer value has to be computed.
Of course, theretransmission timer itsdf must be set to avaluehigher than the RTT
estimate. The original proposal suggested using the following formula:

]

Tl =P * SRTT ey

where [} is a ddlay variance factor with a recommended value of 2, and T1,,. is the
new value of the local retransmission timer.

3.3.2.2.10.2.2.2 Experience proved this algorithm to be inadequate, because it incorrectly assumed
that the variance in RTT values would be small and constant. Van Jacobson has
developed a refinement of the above algorithm that dynamically computes the
variance instead of using afixed (3.

3.3.2.2.10.2.3 Jacobson’s Algorithm

3.3.2.2.10.2.31 Jacobson’s proposal has been to calculate the retransmission timer value baged on
both the mean and variance of the RTT rather than just calculating T1 as a corjstant
multiple of the mean RTT. This led to propose the following new equations that|are
applied to each RTT measurement S |

Err = S — SRTT,,
SRTTe.= SRT e+ g * Err
Dnew = Dpre/ +h* ( |Err| - Dprev_)
116, =SRTTey*+ 4 * Dy,

where SRTTis the smoothed RTT (the estimator of the average RTT) and D is the
smoothed mean deviation. Err is the difference between the measured value just
obtained and thecurrent RTT estimator. Both SRTT,,,.and D, areused to calculate
the next retransmissiontimeout (T1,,.,). Thegaingisfor theaverageandisset to 1/8
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(0.125). The gain for the deviationis h and is set to 0.25. The larger gain for the
deviation makes theretransmission timer value go up faster when the RTT changes.

is the implementation typically used. That is onereason g, h and themultiplier 4 are
all powers of 2, so the operations can be done using shifts instead of multiplies and
divides.

I
I
I
3.3.2.2.10.2.3.2 Jacobson specifiesaway to do all thesecalculations using integer arithmetic, andthis |
I
I
I
I

3.3.2.2.10.2.3.3 Comparing the original method with Jacobson’s, we see that the calculations df the
smoothed average are similarig one minus the ga) but a different gain is used. |
Also, Jacobson’s calculation of the retransmission timer value depends on both the
smoothed RTT and the smoothed deviation, whereas the original method uged a
multiple of the smoothed RTT. |
I
3.3.2.2.10.2.3.4 This important improvement has been shown to produce dramatically imprdved
roundtrip time estimates and is now in widespread use. Jacobson’s algorithm is
especially important on a low speed link, where the natural variation of packet gizes
causes a large variation in RTT. |
I
3.3.2.2.10.2.4 Recommended Algorithm for ATN COTP Implmentations |
I
3.3.2.2.10.2.4.1 The recommended algorithm for ATN COTP implementations is derived from
Jacobson's algorithm and differs only by the addition of the remote Acknowledgernent
timer (A,) in the formula used for the computation of the retransmission timer value.

3.3.2.2.10.2.4.2 With this difference, the recommended formula becomes:

Err = S — SRTT,,
SRTTe.= SRT e+ g * Err
Dnew = Dpre/ +h* ( |Err| - Dprev_)
T1.,= SRT T, +4* D, + A

3.3.2.2.10.2.4.3 This difference is in response to the unique requirements of the aeronautical
environment which may regquire longer acknowledgement times.

3.3.2.2.10.24.4 The above formula is suitable for the computation of thelocal retransmission timer |
during the steady state phase of the transport connections. However, this formula |

failsto compute a correct refransmissiontimer valuewhenthevery first RTT sample |

is obtained for anew transport connection. Indeed, when thisformulaisusedonthe |

first RTT sample, theresulting retransmission timer valueisinitially too short. This |

introduces a high risk of unnecessary retransmission on the first DT TPDUs |

exchanged over the transport connection.Thisis the reason why a different formula |
I

I

I

I

I

isrecommended for theinitial dynamic computation of thelocal retransmission time,
when thefirst RTT sampleis obtained. Therecommended formulain that particular
caseis as follows:

SRTT =S
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D= SRTT,. /4
T, =SRTT, +4* Dy + A

where, S isthefirst valid RTT sample

3.3.2.2.10.3 The Back-off M echanism

3.3.2.2.10.3.1 The retransmission timeout is used to determine when a packet has been dropped in the
network. When this timeout has expired without the arrival of an ACK, the segment is
retransmitted.

I
I
I
I
I
I
I
I
I
I
I
3.3.2.2.10.3.2 The retransmission timeout may however also expire when thereis a sudden increase of |
transit delay between two COTP peers. This may happen when the network becomes |

congested or when the PDUs are suddenly routed along a slower path. In the case where |

PDUsarenat lost, but just delayed, retransmissions are unnecessary, and must beavoided |

since they may contribute to further congestion. Hence, in the face of unacknowledged |

PDUs, it becomes necessary to readapt quickly thevalue of theretransmissiontimer tothe |
I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

potential increase in transit dday. Unfortunately, this cannot be done on the basis of the
round-trip timesampling and estimation, sincewithout an acknowledgement thereisno new
timing information to be fed into the retransmission timer value calculation.

3.3.2.2.10.3.3 A special procedure, called back-off, must beimplemented to solvethis problem. Theback-
off mechanism works as follows: whenever a timeout occurs, the COTP increases the
retransmission timer value by somefactor before retransmitting the unacknowl edged data.
Should the new, larger retransmission time expire yet again before retransmission is
acknowledged, the retransmission timer is increased still further.

3.3.2.2.10.34 The ATN ICS SARPs prescribe the use of a binary exponential back-off. The back-off
procedure is achieved by simply doubling the retransmission timer value for each
consecutive attempt.

3.3.2.2.10.3.5 Theback-off mechanismis essential in keeping the network stable when sudden overloads
cause datagrams to be dropped. When the overload condition disappears, datagram loss
stopsand the COTPs reduce their retransmission timer value to their normal “mean R T"-
based values.

3.3.2.2.10.4 Karn’s Algorithm

3.3.2.2.10.4.1 When finally, after one or several retransmissions, an acknowledgement of the packet is
received, a transport entity wishes to update its RTT estimator. COTP is however faced
to thefollowing dilemma: the measurement of thelast RTT is normally done by computing
theinterval of time between the packet transmission and the acknowledgement reception;
however, when retransmissions occurred, COTP cannot know whether the received
acknowledgement was issued on receipt of the first packet or on receipt of one of the
subsequent retransmitted packets. This is called the retransmission ambiquity problem.




IV-3-54

Comprehensive Aeronautical Telecommunication Network (ATN) Manual

3.3.2.2.10.4.2

If COTP chooses to measure the new RTT, as the interval of time from the first

3.3.2.2.10.4.3

transmission to thereceipt of the acknowledgement, it runstherisk to inflate unnecessarily
the value of the RTT estimator. Inflated RTT estimates may not be a problem if the
original reason for the retransmission was network congestion, because congestion tends
to increase RTT anyway. However, if the path is lossy, the RTT estimator grows and
throughput unnecessarily decreases to low levd.

If COTP chooses to measure the new RTT, as theinterval of time from the most recent

3.3.2.2.10.4.4

retransmission to the receipt of the acknowledgement, it runs the risk to decrease
inappropriately the value of the RTT estimator. Theresult may be dramatic: unnecessary
retransmissions occur_constantly, the RTT estimator stabilises at an unreasonable low
estimate, useful throughput drops sharply and network bandwidth is wasted.

Another strategy is to simply ignore round trip times for packets that have been

3.3.2.2.10.4.5

retransmitted. In that case, the RTT estimator and the derived RTO are not updated when
retransmission _occurs. However this method does not work if the causes of the
retransmissions is a sudden increase in network round trip time (e.g. failure of a primary
path that causes datagrams to be sent over a slower secondary path). This strategy may
also lead to have numerous unnecessary retransmissions, and to waste the network

capacity.

Karn solved theretransmission ambiguity problem by proposing thefollowing simplerules:

3.3.2.2.10.4.6

a  When an acknowledgement arrives for a packet that has been sent more than once,
ignore any round-trip measurements based on this packet (this is the third strateqy
described above);

=3

In addition, do not calculateanew RTO, but re-useinstead thelast backed-off RTO
for the next transmission. Only when a packet is acknowledged without an
intervening retransmission, the RTO will be recalculated from the RTT estimator.

This algorithm is expected to be implemented by any ATN COT P implementation.

332211

3322111

3322112

33221121

Transport Layer Protocol Confor mance

This section provides background information and notes on the ATN Protocol
Reguirements List (APRL)s for the connection-mode transport protocol and the encoding
of TPDUs. Therequirementsfor the connection-mode transport protocol aredefined using
the APRL for the ISO/IEC 8073 protocol specified in the ATN ICS SARPs, which is
derived from the PICS Proforma provided with ISO/IEC 8073. ATN specific extensions
arealso included in the APRL.

Base Standard

Thebase standard which appliestothe ATN Transport Layer protocol isthe 1992 version
of ISO/IEC 8073. During the development of the APRL, an important objective was to
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3.3.2.2.11.3

3.3.2.2.11.31

3.3.2.2.11.4

3.3.2.2.114.1

3.3.2.2.11.5

3.3.2.2.115.1

3.3.2.2.11.5.1.1

ensure backwards compatibility with | SO/IEC 8073: 1988, whilst permitting theuse of the
following features of the 1992 version which do not exist in the 1988 version:

a a new parameter, “preferred maximum TPDU size”, which was added to
accommodate a larger set of sizes than was possible with the present parameter,
“maximum TPDU size”;

b) the Selective Acknowledgement option, which was added to allow a transport entity
to acknowledge a non-contiguous set of TPDUSs;

c) the Request Acknowledgement option, which was added to allow a transport entity
to request that the remote entity acknowledgesived TPDUSs; |

d) the inactivity time is now specified as two values, a “local” inactivity time and a
“remote” inactivity time; and

e) the values of the inactivity times can now be passed as parameters in the connection
establishment phase.

Caveat to Confor mance with Base Standard

The ISO/IEC 8073 PICS (D.6.2) identifies C4L as ISEMCi&fecting that Class 4 over |
connectionless networks requires the implementation of class 2 for conformance purposes.
However, ISO/IEC 8073 6.5.5.i indicates that Class 4 is the only valid class over the
CLNS. There is no purpose for requiring Class 2 in the ATN environment as a connection
mode network service is not provided. In respect of this item, ATN conformant
implementations of ISO/IEC 8073 are therefore not necessarily in conformance with
ISO/IEC 8073.

I nitiator/Responder Capability for Protocol Classes 0-4

Predicates “IR1” and “IR2" are defined as an option set in the ISO PICS, which means that
a conforming implementation of the transport protocol must be able to initiate a connection
or respond to a connection request. The ATN Transport profile recommends that both
capabilities be present. This capability wilpport thedng-term utility of transport layer
implementations in the ATN.

Notes on Required and Recommended Optional Functions
Extended TPDU Numbering

Support of extended TPDU numbering is recommended to afiparisof ATS
applications with high data rates or those operating over links with long delays.
Normally, the transport protocol uses 7 bits for the TPDU number, resulting in a
range of [0 - 127]. Extended TPDU numbering uses 31 bits for the TPDU number
and expands this range to [0 - 2 147 483 647]. The extended numbering option is
useful when there are a large number of TPDUs that may be unacknowledged at a
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3.3.2.2115.2

332211521

3.3.2.2.115.3

332211531

33221154

332211541

time. This may occur, for example, when alarge amount of data is transferred over
alink which has long delays, or for the case when information transfer is primarily
unidirectional. Theother reason why extended numberingisusedistosupportahigh |
rate of TPDU transfer. TPDU numbers may not be re-used during the maximum
period to receive an acknowledgement, L (see4:2.2:93.3.2.2.9.3). If alargenumber |
of TPDUSs (i.e. more than seven) is expected to be transmitted during the period L,
and flow control is not acceptable, extended numbering is required to guarantee
unique TPDU numbers. Thecost of using extended TPDU numberingisanincreased
header on every TPDU that is transmitted for a given connection. Thus, this option
should not be exercised when the window sizes for normal TPDU numbering are
sufficient.

Non-use of Checksum

Support of the non-use of checksum featureisrequiredto allow applicationsthat can
tolerate some level of error to operate without the added cost of transmitting
checksums with every TPDU. Checksums are used to verify the end-to-end integrity
of data within a TPDU. By default, checksums are present in all TPDUs; non-use
must be mutually agreed by both TS-users.

Note.— The transport layer provisions do not specify the conditions for an initiating
transport layer entity to specify non-use odécksums. These are a local matter. The use
or non-use of checksums is dependent on the characteristics of the TS-user-data flow.

Selective Acknowledgement

Support of the selective acknowledgement feature is recommended to improve the
management of air-ground resources and to reduce unnecessary retransmissions of
data. Selective acknowledgement allows the transport layer to acknowledge receipt
of multiple TPDUs, even if there is one or more missing in a given sequence. For
example, if the transport layer received TPDU numbers 4, 5, 6, 8, and 9, it can use
the sdlective acknowledgement function to indicate receipt of all of these TPDUS,
indicating that number 7 isnot yet received. This providestheremotetransport layer
theinformation to retransmit only TPDU number seven, without having to retransmit
8 and 9.

Request of Acknowledgement

Support of the request of acknowledgement (ROA) function is recommended for
ATN implementations. The ROA function allowsatransport layer to request that the
remotetransport layer acknowledgesall currently receved TPDUSs. Thisisespecially |
useful inthe casethat either atransmit window isclosing up, or the sending transport
layer is having buffer limitations and needs to free up additional space.
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3.3.2.2.1155 Reduction of Credit Window

332211551 Support of thereduction of credit window featureis mandated to support congestion
avoidance mechanisms in the transport layer.

3.3.2.2.11.5.6 Concatenation

33221156.1 Support of the concatenation function is recommended to improve use of air-ground
resources. Concatenation of TPDUs may be performed when a number of TPDUs
is to be sent to the same transport entity (for example, a DT TPDU and an AK
TPDU). Multiple TPDUs may be concatenated and sent together in thesameNSDU
totheremotetransport entity; theremote entity then separatesthetwo TPDUSs. Note,
however, that concatenation of TPDUs may not be suitablewith TS-users requiring
minimal delays, since some TPDUs may be held until several are concatenated.

3322116 Notes on TPDU Support
3322116.1 Mandatory TPDUs

3322116.11 All of the TPDUs defined by 1SO for Class 4 operation over the connectionless
network service are mandatory for the ATN transport layer.

3.3.22.11.6.2 Error TPDU Support

3.3.22116.21 The Error (ER) TPDU may be sent by a transport layer in response to an error
condition, such as receiving a legal TPDU with illegal values. Transmission of the
ER TPDU is not required by the transport protocol; the conditions which cause an
entity to transmit one are left as a local matter. However, it can be very useful in
providing diagnostic information, and has the added advantage that it makes clear
which side of the transport connection detected the error and hence which
implementation is the probable source of the error.

3.3.22.11.7 Notes on TPDU Parameter Support
33221171 Optional Parametersfor the CR TPDU

332211711 This section describes the ATN recommendations for support of the optional
parameters which may beincluded with a CR TPDU. Note that, with the exception
of the Extended Transport Checksum parameter, no parameters are recommended
that cannot be supported in both the 1992 and the 1988 versions of ISO/IEC 8073.
The optional parameters for which ATN specific recommendation have been made
are

a) Thecalled and calling TSAP-1D parameters: Support is required in order to allow
applications to be identified through the use of upper-layer sdectors, rather than
using a priori knowledge of the user based on the NSAP. The called TSAP-ID
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parameter contains the TSAP Selector portion of the called user’'s TSAP, and ensures
unambiguous identification of the destination TS-user. The calling TSAP-ID allows
the destination user to identify the calling TS-user, and initiate a call to the other user
in the case that the transport connection is terminated;

b) TPDU sizeparameterThe ability to use the TPDU size parameter is recommended.
There are two different parameters which may be used to propose a TPDU size, the
TPDU Size parameter (index 14CR9) and the Preferred Maximum TPDU Size
parameter (index 14CR18). Either parameter may be used to negotiate a maximum
TPDU size. The latter was added to the latest version of ISO/IEC 8073 to allow a
larger range of TPDU sizes. Invocation of the Preferred Maximum TPDU Size
parameter should only be done if the peer transport entity is known to implement the
parameter. Otherwise, if the preferred maximum TPDU size parameter is not
recognised, the maximum TPDU size will be the default val®8§ octets.
Furthermore, indices TS1 and TS2 require that if a size for TPDUs is proposed, that
the initiator must be capable of supporting all legal TPDU sizes smaller than the
proposed size. For example, if the Preferred Maximum TPDU Size parameter was
included in a CR to propose a TPDU size of 1,280 octets (128 octets times ten), the
initiator must be prepared to use a negotiated TPDU size of (n*128) octets, where
(1< n<10). If the Maximum TPDU size parameter is used, the negotiated size may
be in the set [128, 256, 512, 1024, 2048, 4096, or 8192jngsk it is equal to or
smaller than the proposed size. For operation over the ATN, it is recommended that
a S|ze of 1024 octets be negotlated for the maxrmum TPDU—srze—'I'—Ims—valqe is

erive e e i e: e feed

c) Preferred Maximum TPDU Size: Support is recommended. The—maximum
preferred maximurit PDU size that an initiator proposes may be any multiple of 128 |
octets. For operation over the ATN, it is recommended that a size of 1024 octets be
negotlated for the preferred maximum TPDU srze—'l’—hrs—valuers—deﬁvedﬁﬁromhhe

NSDBY)) size |

d) Version Number Parameter: Support is not recommended. No specific use is seen
for this parameter, and implementations should not expect that other ATN transport
entities will use this optional parameter;

e) Protection Parameter: Support is not currently recommended as no security
mechanisms have been defined for the ATN Inteoesides theise of the ATN |
Security Label and the use of ISO/IEC 10747 type 2 authenticedmeh-idoth are |
outside of the scope of this parameter. Use of this feature may be specified in later
versiongditions of the ATN ICS SARPSs, if a need for lower layer protection |
mechanisms had been identified;

f)  Additional Option Selection Par ameter: The additional option selection parameter
must be supported in a transport layer implementation, in order to allow negotiation
of several transport layer optional functions;
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3.3.2211.7.2

332211721

3.3.2211.7.3

332211731

33221174

332211741

9)

h)

Residual Error Rate And Transit Delay Par ameter s. Support isnot recommended
for transport layer implementations, asthese are design parameters of connectionless
networks and cannot readily be sdected dynamically;

Priority Parameter: Support ismandated. In addition, thepriority parameter should
be present in a CR TPDU. Priority is an especially important feature in the ATN
air-to-ground environment, as it is used to ensurethat high priority (i.e. flight safety
related data) is never impeded by lower priority, routinecommunications. Priority is
non-negotiableinthe ATN. TS-usersshouldissueaDR TPDU if adifferent priority
leve isreturned in the CC TPDU. Thereis a further recommendation in the ATN
|CS SARPsthat theresponding transport layer should respond with thesame priority
aswas proposed. For transport implementations unableto specify priority, adefault
priority may be used. Thisdefault priority isthe lowest transport priority (leve 14),
andis mapped to thelowest network priority level. Priority isusedto separate classes
of application traffic, and to ensure that in conditions of limited resources certain
classesof traffic receiveservicein preferenceto others. Thusimplementationsunable
to state priority will have their traffic discarded first in an ATN global congestion
avoidance scheme. These priority mappings are also enforced by certain ATN
Subnetwork Service Providers; and

Acknowledgement Timer and I nactivity Time Parameters: Support is mandated
for both. These two parameters allow transport entities to better manage transport
resources, and may beimplicitly requiredin order to support applications(e.g. ADS)
that demand well defined bounds on ether datadelivery, or anindication of transport
connection tessloss.

Optional Parametersfor the CC TPDU

Requirements and recommendations on the support of parametersfor the CC TPDU
follow those for the CR TPDU parameters. It is recommended that if both the
preferred maximum TPDU sizeparameter and theMaximum TPDU size parameters
arepresent in a CR TPDU, then the CC TPDU should respond using the Preferred
Maximum TPDU size parameter only.

Optional Parametersfor a Disconnect Request TPDU

The Additional Information parameter (index 14DR4) in a DR TPDU is not
recommended for ATN implementations of the transport layer.

Mandatory Parameter for a Data TPDU

If the Request of Acknowledgement feature has been selected during the connection
establishment phase, thenthe Request of Acknowledgement (ROA) parameter (index
14DT4) is mandatory inthe DT TPDU.
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33221175  Optional Parametersfor an Acknowledgement TPDU
3.3.2211.75.1 The flow control confirmation parameter (index 14AK4) is mandated for ATN
implementations of the transport layer.
33221176 Use of the Subsequence Number Parameter in the Acknowledgement TPDU
3.32211.76.1 Sincethereduction of credit window capability isrequired, support of this parameter
is mandatory. Support of the flow control confirmation parameter is mandated for
use in congestion avoidance mechanisms.
3.3.2211.7.7 Use of the Selective Acknowledgement Parameter in the AK TPDU
332211771 Support of this parameter is recommended for transport layer implementations. If
sdlective acknowledgement has been selected for a given TC, then this parameter is
optional inan AK TPDU.
3.3.22.11.7.8 Optional Parametersfor an Error TPDU
332211781 The Invalid TPDU parameter (index 14ER3) in an ER TPDU is not recommended
for ATN implementations of the transport layer.
3.3.22.11.7.9 User Datain Class4 TPDUs
332211791 A TS-user may optionally include data in the CR, the CC, or the DR TPDUs. The
ability to include data in the CR, CC, and DR TPDU is required for ATN
implementations. Asdefined by 1SO, all transport layer implementations capabl e of
initiating a CR must be ableto receive user-data in the two possibleresponses: aCC
TPDU or a DR TPDU. These data are passed on to the TS-user. Similarly, all
transport layers capable of responding to a CR must be able to receive user-data
withina CR TPDU.
3.3.2.212 Use of the Network Service
3322121 The transport layer uses the connectionless network service to exchange TPDUs with
remotetransport entities. Thisinvolvestwo network serviceprimitives: theN-UNITDATA
request, to send TPDUs, and the N-UNITDATA indication, to receive TPDUSs.
3322122 Use of the N-UNITDATA Request
33221221 All TPDUs are transmitted using the N-UNITDATA request primitive. In general, the
transmission of asingle TPDU correspondstoaninvocation of theN-UNITDATA request.
If the transport layer performs TPDU concatenation, the combined set of TPDUs is sent
via a single request.
33221222 The N-UNITDATA parameters are used as follows:
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33221223 NS-user-data

332212231 The transport layer sends a TPDU (or a concatenated set of TPDUSs) as a single
NSDU.

3.3.2212.24 Network Service Access Point Addresses

332212241 Transport addresses are passed between the TS-user and the transport protocol
entity. With the connection mode transport layer, transport addresses are passed
during the connection establishment phase. The TS-user issuing a CR must provide
the destination transport address and the source transport address. These addresses
areinterpreted by the transport layer when the user’s connection request is translated
into a CR TPDU and transmitted. The TSAP selectors of the source and destination
transport addresses are transmitted within the CR TPDU. The NSAP addresses of
the source and destination are used in the transport layer’'s invocation of the
N-UNITDATA request that is used to transmit the CR TPDU.

3.3.2.2.12.25 Network Quality of Service |
I
I

I
33223225-2—3.3.2.2.11.2.5.TThe possible actions that can occur when the user specifies a

protection parameter are:

3.3.2.2.12.2.5.1 Network Layer Protection

a) the transport layer can use protection techniques peer-to-peer;

b) thetransportlayer can use network protection techniques by setting the network layer
protection parameter;

c) the transport layer can use a combination of the above actions; or

d) the transport layer can pass protection parameters but not interpret them.
I

332232253—3.3.2.2.11.2.5.1.Zhe ATN effectively implements option (b) by passing the ATN |

Security Label to the network layer, as the protection parameter. The value of the

ATN Security Label specified by the connection initiator on the connedgrest, |

is used as the value of the NS protection parameter for the N-UNITDATA that

contains the CR TPDU. The same value is then used for all subsequent

N-UNITDATA requests used to convey TPDUs sent by both the connection initiator

and the connection responder on that transport connection.

332212254 Network Layer Transit Delay, Cost, and Residual Error Probability |

I
332212 255——3.3.2.2.11.2.5.2The ATN network layer QoS parameters include the relative |

ranking of cost, transit delay, and error. The TS-user interface supports the
specification of transit delay and residual error rate. The cost parameter, however,
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3.3.2.2.12.2.6

33.2212.26.1

3.3.2.2.12.2.6.2

3.3.2.2.123

33221231

3.3.2.2.12.3.2

332212321

3.3.2.2.12.3.3

332212331

33221234

332212341

is not one of the QoS parameters that are supported by the TS-user interface. The
sdection of the requested Network Layer QoS parameters can be done by
configuration or dynamically. However, general support of the network layer QoS
parametersisnot expected in the near to medium term. They may be specified by the
sending transport layer, but areignored by the network layer.

Network Layer Priority

When specified, the transport priority parameter has a one-to-one correspondence
with network priority. Note that for the transport layer, priority level O is highest,
while for the network layer, priority level 14 is highest. The relationship between
transport priority and network priority is specified in SeetteaSubvolume 1 of the
ATN SARPs.

The sdection of the network priority may be done either on a dynamic basis or on a
static configuration basis, depending on the application categories on the ES. If the
transport layer supports levels of priority higher than 14, these should be assigned
anetwork priority level of zero.

Use of the N-UNITDATA Indication

The transport layer receives all TPDUs via the N-UNITDATA indication. TPDUs are
contained within the NS-user-data parameter of the N-UNITDATA indication. Note that
if the remote transport layer is performing concatenation, there may be multiple TPDUs
within a single NSDU. The parameters of an incoming N-UNITDATA indication are
interpreted as follows.

NS-user-data

The transport layer assumes that the first TPDU begins at the first octet of the
NS-user-data. If the length of the TPDU is less than the length of the NSDU, the
transport layer assumes that there are one or more TPDUSs following the first one.

Network Service Access Point Addresses

The source and destination NSAP addresses are used to determine the source and
destination transport addresses associated with a TPDU. In general, this is only
required during the connection establishment phase, beforea TC identifier has been
assigned. Thetransport addresses are determined by combining the NSAP addresses
with the appropriate TSAP sdectors. The sdectors are contained in a CR or CC
TPDU.

Network Quality of Service
Theconnection-modetransport layer does not need to interpret most of theindicated

network layer QoS parametersassociated with an N-UNITDATA indication, except
for the protection parameter conveying the ATN Security Labe. The network layer
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3.3.22.12.34.2

3.3.22.12.34.3

3323

33231

33232

332321

332322

3.3.23.23

priority is not interpreted, because, when its use has been specified by the TS-User,
thetransport priority is set explicitly. Thenetwork layer protection parameter is not
used. Therdativerankingsof transit deay, residual error, and cost are after thefact,
and do not have any effect on the transport protocol.

Another parameter passed in the indicated network layer QoS is the flag for the
presence of congestion. For each NSDU delivered to the transport layer, the network
layer must indicate whether the CE flag was set for any NPDUs associated with the
NSDU. The presence of this condition indicates that thereis congestion between the
sourceand destination. Thisinformationisusedinthe ATN toimplement Congestion
Avoidanceand is discussed in more detail in €hapter-6Section 3.5 of Part |1V of this
document.

The value of the protection parameter received in an N-UNITDATA indication is
interpreted asthe ATN Security Label, and saved by the TS-provider and used with
all subsequent N-UNITDATA requests on that transport connection.

The Connectionless-M ode Transport L ayer

The ATN CLTSisbased onthe | SO/IEC 8072/AD1 Standard Service Definition, and the
ATN CLTS offers the necessary means for transferring TSDUS of limited size without
prior transport connection establishment. The ATN CLTS offers transmission with no
protection against losses, duplication or misordering of a TSDU. It iswell suitedto ATN
applications requiring a one-time, one-way transfer of data, thus taking advantage of
simpler mechanisms than those employed by the connection-mode protocal.

Overview of the Connectionless-M ode Transport L ayer

The defining characteristic of CLTS transmission is the independent nature of each
invocation of the sService. Each TSDU is independent in the sense that it bears no
relationship to any other TSDU transmitted through the invocation of the connectionless
mode service. It is also sdf-contained in that all of theinformation required to ddiver the
TSDU (destination address, quality of service seection options, €tc.) is presented to the
TS-provider, together with the user -data to betransmitted, inasingle service access. Each
unit of data transmitted is routed independently by the layer providing the connectionless-
maode network service.

Certain dements of QoS associated with each instance of connectionless-mode
transmission, arerequested fromthe T S-provider by thesending TS-user. The T S-provider
does not guarantee any of the characteristics the user may set.

The connectionless-mode transmission is the transmission of a single data unit from a
Source service access point to one or more destination access points without establishing
a connection. By avoiding the overhead of transport connection establishment and
connection management, it is possible to speed up the data exchanges and reduce transit
delays of short TSDUs. The functions in the Transport Layer are those necessary to
interface between the service available from the Network Layer and the service to be
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3.3.23.2.6.3

3323264

offered to the TS-users. Thefunctions provided by the Transport Layer in connectionless-
mode are;

a) network service sdection;
b)  mapping of transport address onto Network address;
c¢) TSDU ddimiting (determine the beginning and end of a TSDU); and;

d) end-to-end error detection (implying the use of a specific mechanism) and the
necessary monitoring of the QoS.

These functions will operate according to the type of subnetwork and the related network
services. Only a pre-arranged association between the entities which determine the
characteristics of thedata to betransferred is required. No dynamic agreement isinvolved
in an instance of the use of service.

Service Characteristics

The CLTP operates using the ATN connectionless mode network service. The procedure
of datatransfer is used for one-time, one-way transfer of a TSDU between TS-users. The
protocol doesnot provideconfirmation of receipt, TC establishment and release, or network
connection establishment and release.

Data Transfer

The data transfer procedure is used for one-shot, one-way transfer of a TSDU between
TS-users without confirmation of receipt, without transport connection establishment and
release, and without network connection establishment and release.

The QoS parameter in the T-UNITDATA request is used to determine if a checksum
mechanism should be used (including a checksum parameter). If a checksumisused, itis
generated at the transmitter and verified at the recaever. TPDUSs failing verification are
discarded.

Receipt verification is unavailable, so any recovery is by a higher layer. Note that no
segmenting of a TSDU into smaller TPDUs is permitted and large TSDUs (over 63,488
octets) are discarded.

Asthe ATN transport layer operates over a CLNS, only the following network service
primitives are used-: N-UNITDATA request and indication. Thereis no indication given
to transport entities of the ability of the network entity (NE) to fulfil the service
requirements given in the N-UNITDATA primitive. However, it can be a local matter to
make TEs aware of the availability and characteristics (QoS) of the CLNS (e.g. through
the use of the N-FACILITY management primitives set).
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3.3.2.3.3

3.3.23.3.1

3.3.233.1.1

3.3.23.3.1.2

3.3.2.3.3.2

3.3.23.3.2.1

3.3.2.3.3.2.2

ATN Connectionless-M ode Transport Service M odel |

The CLTS can be modelled in the abstract as a permanent association between the two
TSAPs. Only onetype of object, theunitdata object, can bepassed to the TS-provider. The
TS-provider may perform any or all of the following actions:

a) discard objects;
b)  duplicate objects; and

c) change any order of independent service requests into a different order of service
indications.

Theexistence of the association does not depend on the behaviour of the TS-users. The set

of actionswhich are performed by the T S-provider on a particular association may depend
ontheF¥S-tsersT S-user’sbehaviour. However, these actions are taken by the TS-provider |
without notification to the TS-user. Awareness of the characteristics of an association is
part of theFS-user§S-user’sa priori knowledge of the ATN environment. |

ATN Connectionless-Mode Transport Layer Quality of Service |
Use of Transport Layer QoS

The use of transport layer QoS parameters for the CLTS is similar to that of the
connection-mode service. However, unlike the COTS, there is no concept of negotiation of
requested transport layer QoS parameters. Each invocation of the T-UNITDATA service
involves a set of requested transport layer QoS parameters by the source TS-user; the
corresponding T-UNITDATA indication to the destination TS-user contains the indicated
transport layer QoS parameters.

The TS-user can specify the requested transport layer QoS parameters, but there is no
guarantee that the TSDU will have the requested level of service. Upon delivery of a
TSDU, the transport layer provides the indicated transport layer QoS parameters. The
indicated parameters are only an estimate of what may have been provided for that TSDU.
The transport layer can determine the indicated transport layer QoS parameters by either
a priori information or through a systems management interface which provides information
on the expected QoS between two ESs.

Connectionless-Mode Transport L ayer QoS Parameters |

Four QoS parameters are identified for the connectionless mode transport service: transit
delay, residual error probability, priority and protection.

As with the connection mode, transit delay is not used, and, if specified, will be ignored.
Two levels of residual error rate are provided, equivalent to use and non-use of the
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332333

3323331

3.3.23.33.2

332334

3323341

332335

3323351

System A System B
Transport Subnetwork Transport
TS-User  provider Provider TS-User
UD TPDC
T-UNIDATA >
request >
>

T-UNIDATA
indication

Figure3.3-7. Sequence of Primitives and TPDU Exchange for
Connectionless Data Transfer

transport checksum. Both a priority and an ATN Security Labd may be specified on aper
TSDU basis.

Priority

This parameter enables the TS-user to specify the rdative priority of a TSDU in relation
to every other TSDU handled. A TSDU of higher priority is processed beforea TSDU of
lower priority by the TS-provider. This parameter specifies the order in which TSDUs
should have their associated QoS downgraded, and the order in which they should be
discarded in order to retrieve resources.

When specified, priority values should be integers in the range from O to 14, with priority
level 0 asthe highest priority. In such a case, thereis a one-to-one correspondencewith the
CLNP priority values. SubvolumeSeetion 1 of the ATN SARPS specifies the mapping of
transport layer priority values to network layer priority values.

ATN Security L abel

The security parameter is used by the servieel S-user to indicate the value of the security
label to be associated with the TSDU. The syntax and semantics of the ATN Security
Labd are specified inthe ATN ICS SARPs.

Connectionless Mode Transport Layer Service Primitives

Two TSprimitivesareusedto providethe CLTS: theT-UNITDATA request primitiveand

the T-UNITDATA indication primitive. The sequence of primitivesin a successful CLTS
transmission is defined in Figure 3.3-7.
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3.3.2.3.3.6 T-UNITDATA Request

3.3.2336.1 An ATN TS-user requests thetransfer of a TSDU by invoking a T-UNITDATA request |
primitive. This primitive has the following associated parameters:

a)  Source and Destination Address: These are TSAP addresses and they are unique
within the scope of TSAP addresses. The ATN transport addressing scheme is the
samefor COTS and CLTS providersi.e. each transport address is composed of an
NSAP address and a TSAP Sdector;

b) Quality of servicee The value of the QoS is a list of subparameters. The
subparameters composingthe CLTS QoS arepresented in 4:2:3:213.3.2.3.3.2. The |
TS-provider does not guarantee that it can offer the requested QoS;

¢) TS-user-data: These arethe user -data (i.e. the TSDU) to be transmitted between |
TS-users. The ATN TS-user can transmit an integral number of octets greater than
zero up to a limit of 63,488 octets (this amount is 1 K less than the maximum
allowed ATN NSDU size). Using a TSDU size of more than 1024 octets may lead
to CLNP segmentation and so; to more overhead on the mobile subnetworks; and |

d)  Security: Thesecurity parameter isused by theservice TS-user toindicatethevalue |
of the security labd to be associated with the TSDU. The syntax and semantics of
the ATN Security Labd are specified in the ATN ICS SARPs.

3323362 With the connectionless-mode transport layer, transport addresses are passed with each |
invocation of the T-UNITDATA primitive. The TS-user sending data must provide the
destination transport address and the source transport address. The TSAP sdectors of the
source and destination transport addresses are transmitted within the header of the UD
TPDU; the NSAPs of the source and destination are used in the transport layer’s invocation
of the N-UNITDATA request that is used to transmit the UD TPDU.

3.3.2.3.3.7 T-UNITDATA Indication

3.3.233.7.1 Upon arrival at the destination TSAP, a T-UNITDATA indication is delivered by the
TS-provider to the destination TS-user. This primitive has exactly the same associated
parameters as the T-UNITDATA request primitive. Their values are unchanged by the
TS-provider, except for the QoS parameter which may have a different value from the
value specified in the request primitive.

3.3.2.3.3.7.2 The QoS parameter value associated with the T-UNITDATA indication prirpitigeed |
on the NS QoS indication and on the use of the checksum mechanism; it may be different
from the value requested, if the TS- or NS-provider has the means to verify that the
requested QoS has not been reached. Note that the TS-user-data parameter value is
expected to be equal to the TSDU transmitted only if a checksum mechanism has been used
for this TSDU.
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33234 Use of the Network Service |

Note.—Referto 3.3.2.2.11-P.5for more background on selection of requested netwaork
layer QoS parameters

I
I
3.3.234.1 Use of the N-UNITDATA Request |
I
I

3.3.23411 Each UD TPDU is transmitted using the N-UNITDATA request primitive. The
transmission of asingle TPDU correspondsto aninvocation of theN-UNITDATA request.
The N-UNITDATA parameters are used as follows:

3323412 NS-user-data

I
I
I
I
3.3.234.1.21 Thetransport layer sendsthe UD TPDU as an NSDU. |
I
3.3.234.13 Network Service Access Point Addresses |
I
3.3.234.1.31 Transport addressesarepassed betweenthe T S-user andthetransport protocol entity. With |

the connectionless mode transport layer, transport addresses are allocated into two
eements: the TSAP sdector and the NSAP. The source and destination TSAPssdectors |
are sent within the UD TPDU; the NSAPs of the source and destination TS-users are
passed as the source and destination NSAPs within the invocation of the N-UNITDATA

primitive.

3323414 Network Quality of Service

33234141 QoS parameters are used to indicate the needed characteristics of the underlying
communications service supporting application information exchange. Thetransport layer
must interpret the QoS parameterswhich are provided by a T S-user; these parameters may
then affect the interactions of thetransport layer with the network layer providing service. |

3.3.234.1.42 Thedeaermination of thenetwork QoS parametersfor transit delay, cost, andresidual error |
probability can be done in a manner similar to that of the COTS. See
4221%1.3.3.3.2.2.11.2.5.2. |

3.3.234.1.43 Thevaueof the ATN Security Labd specified by the service TS-user when invoking the |
T-UNITDATA service, is used as the value of the NS protection parameter for the
N-UNITDATA that contains the UD TPDU.

3.3.234.15 Network Layer Priority

33234151 Thereisnoexplicit priority parameter inaUD TPDU. To meet the |SO/IEC 8072 Service
Specification, the CLTP entity translates the TS-user priority to network priority upon
transmission of a TPDU and perform the inverse upon receipt. For example, to send a
TSDU, the CLTP entity maps the TS-user Priority parameter to the network priority
parameter, whichispassed totheNE intheN-UNITDATA request. This passed parameter
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3.3.23.4.15.2

3.3.23.4.1.6

33.234.16.1

3.3.23.4.16.2

33234164

isused by the Network entity to set the Network NPDU priority parameter. This mapping
ensures that the TS-user requested priority is used for transmission of the TSDU.

Once the TSDU is received by the destination CLTS entity, the datagram transaction is
complete. There are no requirements for the receiving TE to make any distinctions based
on thereceived priority of a TPDU. The received priority valueis not negotiated, so the
receiving TS-user may or may not choose to modify its processing based on the indicated
value of priority for a TSDU.

Use of the N-UNITDATA Indication

Thetransport layer receivesall UD TPDUsviatheN-UNITDATA indication. TPDUs are
contained within the NS-user-data parameter of the N-UNITDATA indication. The
N-UNITDATA parameters are interpreted as follows:

NS-user-data

the NS-user-data.

Network Service Access Point Addresses

destination transport addresses associated with a TPDU. With the CLTS, transport
addresses are determined by combining the NSAPs with the appropriate TSAP sdectors,
which are contained in the header of the UD TPDU.

Network Quality of Service

theindicated network QoS parametersassociated withan N-UNITDATA indication, except
for the network protection parameter. Therelativerankings of transit delay, residual error
probability, and cost areafter thefact, and do not have any effect on thetransport protocol.

the presence of congestion. For each NSDU ddlivered to the transport layer, the network
layer must indicatewhether the CE flag was set for any NPDUs associated withtheNSDU.
The presence of this condition indicates that there is congestion between the source and
destination ESs. Because the CL TP does not implement flow control mechanisms, thereis
littlethat can bedonetotreat the congestion. Some metering function could beimplemented
to reduce the rate of TSDUs submission by a local TS-user.

indication is provided to the TS-user with thereceived TSDU, asthe ATN Security Labe
associated with the TSDU.
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3.3.23.4.1.6.10 Priority |

determine the associated transport layer priority, since priority is not passed in the
UD TPDU. See SubvolumeSeetion 1 of the ATN SARPs for the mapping between |
NL priority and TL priority.

3.33 CLNP Implementation Consider ations
System A System B
Network Subnetwork Network
NS-User Layer Layer NS-User
N-UnitData > Data NPDU _
N-UnitData
Request > Indication
>
Figure 3.3-8. Connectionless-M ode Network Service |
3331 ISO/IEC 8473 describesaprotocol for providing the connectionless mode network service.

ThelSO/IEC 8473 protocol isa SNICP capable of operating over many different sorts of
subnetwork including X.25, ISDN and LANS. It is an internetworking protocol and may
be used to create a connectionless internetwork integrating many different underlying

subnetworks.
3.33.2 Fhe-Connectionless-M ode Network Service |
33321 The OSI connectionless-mode network serviceisthe service provided to anetwork service |

user when the ISO/IEC 8473 connectionless network protocol is used as a SNICP. The
operation of the connectionless network serviceisillustrated in Figure 3.3-8. It consists of
a single end-to-end primitive, i.e—~ the N-UNITDATA service. |

33322 Theserviceisrequested by the sender who passes, as the service parameters, the user data
(up to 64Kbytes), the network address of the destination, the sender’s own source address,
and an indication of the quality of service requirethe;-iln the ATN, the service |

parameters alsocludesthe Network Priority of the data and the associated ATN Security |
Label.

3.3.3.2.3 The unitdata item is then passed through the network independently of any other data
passed between the same source and destination and is finally delivered to the addressed
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destination. Ddlivery isnot guaranteed and neither isthe order of submission of successive
unitdata items necessarily preserved. The network may discard a packet if the network is
congested, and different packets may take different routes and hence have different transit
times. It istheresponsibility of atransport layer protocol to providerdiability, intheform
of data and data sequence integrity management, if thisis required.

3.333 Fhe-Connectionless Network Protocol |

33331 Theprotocol specified by | SO/IEC 8473 isthe Connectionless Network Protocol (CLNP).
The operation of the CLNP is straightforward and is as described below.

3.3.332 Satisfying the N-UNITDATA:_Request |

3.33.3.21 Once an NS-User has submitted an N-UNITDATA Request, the information passed with

the request is formatted as a single packet, known as a Data Protocol Data Unit (Data
PDU). Aswell astheuser data, the PDU contains the source and destination addresses and
the quality of service requests, priority and the ATN Security Labd. |

333322 Information controlling the maximum lifetime of the PDU in the network is also provided,
in order to prevent PDUs existing forever in erroneous loops, and local management may
also add information to specify all or part of the route that the PDU takes. As large Data
PDUs may also need to be segmented en route to cope with subnetworks that support only
asmall packet size, thereisthusinformation present to enabl ethe unambiguousreassembly
of segments when and if they arrive at the destination.

333323 Once the PDU has been created, the ES or 1S to receive the PDU is then chosen (the next
hop) as wdll as the subnetwork over which the PDU to be sent. Thisistypically performed
by consulting alocal routing table. This may have been configured by a System Manager
but, more likdy, it is maintained by the ISO/IEC 9542 ES-IS Routing Information
Exchange Protocol (see 3.3.4.244-1). |

3.33324 The NPDU is then sent to the chosen “next hop” ES or IS. Note that if the PDU is larger
than the maximum packet size supported by the subnetwork then it is segmented prior to
being sent.

3.3.3.3.25 The procedures for the transfer of an NPDU over a given subnetwork are specific to that

subnetwork and are specified in a Subnetwork Dependent Convergence Function (SNDCF)
appropriate to the subnetwork type. SNDCFs for the common subnetwork types are
specified in ISO/IEC 8473. Twospecial SNDCFeahave however, been specified for |
ATN Mobile Subnetworks (see 3.3.4.6-3-4-). |

3.3.3.3.3 NPDU Forwarding
3.3.3.33.1 At each Intermediate System that receives the Data PDU, a similar decision to that made

in the originating ES, is made as to which system is the next hop and over which
subnetwork, out of those attached to the IS, the PDU will be sent. Segmentation may occur
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3.3.3.332

3.3.3.3.3.3

3.3.3.34

3.3.3.34.1

3.3.3.3.4.2

3.3.34

3.3.34.1

3.3.3.4.2

3.3.34.2.1

if necessary. Notethat once a PDU has been segmented, its component partsaretreated as
if therethese were separate Data PDUs and may even be further fragmented. |

An Intermediate System may discard a whole Data PDU or a segment. It may do this
because of congestion, a security problem, because the PDU’s lifetime has expired, or just
because it cannot determine a suitable next hop for the PDU’s destination.

The Routing Tables kept by an Intermediate System are typically much more complex than
an End System’s, and are maintained by a dynamic routing information exchange protocol.
These include ISO/IEC 9542 ES-IS (see 3.3t42), the ISO/IEC 10589 IS-IS |
Intra-Domain Routing Information Exchange Protocol (see 3.344%), and the |
ISO/IEC 10747 Inter-Domain Routing Protocol (see 3+#8-2-3. |

At the Destination End System

When a Data PDU arrives at the End System that contains its destination, the PDU must
first be re-assembled if it was previously segmented - assuming that all the constituent
segments arrive within the PDU'’s lifetime - otherwise, the PDU will be discarded without
being presented to the destination user.

Otherwise, once a whole PDU has arrived, it will be passed to the destindtlearNS-
with the service primitive’s parameters derived from the PDU contents, including the
NPDU priority and Security Label. In the ATN, it is essential that these latter two
parameters are made available to the NS-User, as they are required by the Transport Layer.

Addressing Consideration

The Source Address and Destination Address parameters used by the CLNP are OSI
NSAP Addresses. These are variable length octet aligned addresses allocated from a global
addressing plan that is ultimately administered by ISO, as specified in ISO/IEC 8348. The
ATN Addressing Plan specified in the ATN ICS SARPs is compliant with this addressing
plan, and specifies a twenty octet NSAP Address syntax, together with the allocation
procedures. As far as the CLNP is concerned, the actual syntax of the address is
immaterial; the forwarding algorithm operates by comparing octet strings and through
address prefix matching rules. The encoding used by the ISO/IEC 8473 protoowkly ¢
NSAP Addresses is the preferred binary encoding specified in ISO/IEC 8348.

Network Entity Titles

NSAP Addresses are used to identify NS-Users by way of the NSAP through which they
access the Network Service. However, it is also sometimes necessary to address an NPDU
to the Network Entity itself. This is necessary both for network management purposes and
for certain routing techniques. Network Entities are identified and addressed by their
Network Entity Title (NET).
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3.3.34.2.2

3.3.3.4.23

3.3.35

33351

3.3.352

3.3.353

3.3.3.6

33361

3.3.3.6.2

3.3.3.6.3

3.3.3.7

A NET identifiesaNetwork Entity inan Eend-s Systemor lintermediate-s System. A NET
has exactly the same format as an NSAP address, and is indistinguishablefrom an NSAP
Address. NPDUs addressed to a Network Entity haveits NET astheir destination address.

NETs are also used widely by CLNP. For example, the entriesin the Source Routingnd
Recording of Routparameters are NETs. The Source Addresparameter in the Error
Report (ER) NPDU isalsoa NET.

Other NS-User Services

Although the service provided to the NS-User is strictly speaking a unitdata service only,
other information is typically available and useful for NS-Users in making efficient use of
the nNetwork. Specifically, information on service characteristics may be accessed and
indications on PDUs discarded while in transit. may be given.

The service characteristics information that may be made available includes:

a)  Quality of Serviceinformation, i.e. anindication of thelikely transit delay, protection
from unauthorised access, cost and the residual error probability;

b)  Probability of sequence preservation; and

¢) Maximum PDU lifetime.

However, inthe ATN, it is expected that such information will be known a priori by the
Transport Layer and need not be available on a dynamic basis. Indeed, thereis a standard
mechanism available to support the dynamic distribution of such Quality of Service
Information.

Error Reports

Error reports may also be provided if PDUs are discarded while in transit. These are
supported by a second PDU format - the Error PDU.

An Error PDU may be generated to report every Data PDU that is discarded. However,
neither its generation nor its receipt are guaranteed.

In the ATN, Error PDUs received by an End System need to be made available to the
NS-User as additional reports. This may be done as an extension to the service interface
or through alocal management mechanism.

Quality of Service Maintenance
CLNP permits an NS-User to make specific QoS Requests in the form of relative

preferences as to which QoS metrics to route a packet on. The use of such requests has
been considered at length during the development of the ATN ICS SARPSs, and, due to
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3.3.38

33381

3.3.382

3.3.3.83

33384

3.3.39

33391

3.3.3.9.2

practical difficultiesin maintaining the necessary routing information, thereare no near to
medium term plans to make use of these facilitiesin the ATN.

Priority

Priority isan essential featureinthe ATN Internet for ensuring that theperformancetargets
for safety related data are met, whilst permitting the network also to be used by routine
communications. Safety related datais always sent with a higher priority than routine data
and is given preferential access to resources.

Inthe ATN Networkhaterret Layer itself, an NPDU of ahigher priority isgiven preferred
access to network resources. During periods of higher network utilisation, higher priority
NPDUs may therefore be expected to be morelikely to reach their destination (i.e. areless
likely to be discarded by a congested router) and to have alower transit delay (i.e. bemore
likely to be sdected for transmission from an outgoing queue) than are lower priority
packets.

ATN Networktrternet Entities maintain their queues of outgoing NPDUs in strict priority
order, such that a higher priority NPDU in an outgoing queue will always be sdected for
transmission in preference to a lower priority NPDU. Higher priority PDUs may thus
overtake a lower priority PDU, and this effect will be especially noticeable during periods
of network congestion; the network may appear congested to low priority data, whilst still
appearing uncongested to higher priority data.

Furthermore, during periods of congestion, or when any other need arises to discard
NPDUSs currently held by an ATN Networktrternet Entity, lower priority NPDUs are
always discarded before higher priority NPDUSs.

ATN Security

In thefirst phase of ATN deployment, security mechanisms are largely the responsibility
of each application. However, in order to meet several Routing Control requirements,
security related mechanisms areimplemented in the ATN Internet. These take the form of
routing decisions that are made with respect to a Security Labe encoded in each NPDU
header, and according to a set of routing policy rules specified inthe ATN ICS SARPs.

The ATN Security Labe conveys the following information:

a) A Traffic Type: this identifies the type or class of data and is used both to place
other information in the security labe in context, and as an input to access control
rules. Inthe latter case, certain air-ground networks may limit their users to certain
traffic types only. The Routing Control mechanisms will not route data of an
unacceptable traffic type over such networks and will attempt to route such data
around these subnetworks, if possible. Thefollowing traffic types aredefinedin the
ATN-:

1)  ATN Operational Communications:
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i) ATSC;
i) AOC,

3.3.3.9.3

3.3.3.9.6

2)  ATN Administrative Communications;
3)  General Communications; and

4)  ATN Systems Management Communications.

b) AnATSC Class: thisisvalid for ATSC Traffic Types only and identifies the class
of subnetwork over wh| ch the data shoul d beforwarded Batamayﬁe%be%ewwded

a subnetwork supporting that ATSC Class or higher. If no such subnetwork is
available, then the next lowest available class subnetwork is chosen.

c) An Air/Ground Subnetwork Preference: this is valid for AOCAHNSE Traffic
Types only and identifies the Air/Ground subnetworks over which the data may be
forwarded and the relative preference of such subnetworks.

The ATN Internet Routing Control mechanisms are supported only by the Inter-Domain
Routing Protocol. When routes are advertised between ATN Routers, they include a
Security Information field that provides information on:

a) theTraffic Types permitted to use the route;

b)  theAir/Ground Subnetwork(s) over which the route passes, if any; and

c) theATSC Class of theroute.

Using this information, ATN Routers are able to forward each NPDU in line with its
Security Labd and the routing control rules.

In order to conserve limited bandwidth on air/ground subnetworks, ATN Air/Ground
Routers may ommit the Security Informationfiddfromroutes advertisedto ATN Airborne
Routers which have received re evant information in the uplinked 1SH PDU during route
initiation.

Within a Routing Domain, routers are expected to ignore the ATN Security Labe. With
many commercially availablerouters, it will be found that ignoring the security label isa
configuration option.
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3.3.3.10

3.3.3.10.1

3.3.3.10.2

3.3.3.10.2.1

3.3.3.10.2.2

3.3.3.10.2.3

I SO/IEC 8473 Mandatory | nternetwork Protocol Functions

This section describes the functions which are performed as part of the ATN Internetwork
Protocol within all Network entities conforming to ISO/IEC 8473. These are listed in
Table 3.3-54, which also classifies these functions according to their conformance
requirement and by protocol subset. ATN Intermediate Systems have to be able to support
both thefull and the non-segmenting subset. ATN End Systemsarerequired to support the
segmenting subset only. The conformance requirements of each function are identified as
anumeric type, as follows:

Typel:  Thesefunctions are supported in all implementations of the protocol.

Type2:  Thesefunctions are not required to be supported. If an implementation does
not support a Type 2 function and the function is sdected within an NPDU,
then the NPDU is discarded. If the ER flag is set within the NPDU header,
then an error report is generated.

Type3:  Thesefunctions are not required to be supported. If an implementation does
not support a Type 3 function and the function is selected within an NPDU,
then the NPDU is processed exactly as though the function had not been
selected.

PDU Composition Function

The PDU ComPOSITION function is responsible for the construction of a Network
Ppratocol Ddata Udnit (NPDU) according to the rules governing the encoding of NPDUSs.
Protocol Control Information (PCI) required for delivering the data unit to its destination
is determined from current state and local information and from the parameters associated
with the N-UNITDATA Reqguest.

Network Protocol Address Information (NPAI) for the Source Address and Destination
Address fidds of the NPDU header is derived from the NS-Source-Address and
NS-Destination-Address parameters. The NS-Destination-Address and
NS-Quality-of-Service parameters, together with current state and local information, are
used to determine which optional functions are to be sdected. ATN NS-Userdata
comprises the Data field of the protocol data unit.

During the composition of the protocol data unit, a Data Unit Identifier is assigned to
distinguish thisrequest to transmit NS-User data to a particular destination ATN NS user
from other such requests. The originator of the NPDU chooses the Data Unit Identifier
so that it remains unique (for this Source and Destination address pair) for the maximum
lifetimeof thelnitial NPDU inthe niNetwork; thisruleappliesfor any NPDUsderived from
the Initial NPDU as a result of the application of the Segmentation function. Derived
NPDUs correspond to the same Initial NPDU, and hence the same N-UNITDATA
Request, if they have the same Source Address, Destination Address, and Data Unit
Identifier. The total length of the NPDU in octets is determined by the originator and
placed in the Total Length field of the NPDU header. This field is not changed in any
Derived NPDU for the lifetime of the protocol data unit.
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Table 3.3-4. 1SO/IEC 8473 Protocol Functions
Classification of Protocol Function
Protocol Function Name Full Protocol Non-?gr;tenting I nactive Subset

PDU Compasition 1 1 1

PDU Decomposition 1 1 1

Header Format Analysis 1 1 1

PDU Lifetime Control 1 1 N/A
Route PDU 1 1 N/A
Forward PDU 1 1 N/A
Segment PDU 1 N/A N/A
Reassemble PDU 1 N/A N/A
Discard PDU 1 1 N/A
Error Reporting 1 1 N/A
Header Error Correction 1 1 N/A
Security 2 2 N/A
Complete Source Routing 2 2 N/A
Complete Route Recording 2 2 N/A
Echo Request 2 2 N/A
Echo Response 2 2 N/A
Partial Source Routing 3 3 N/A
Partial Route Recording 3 3 N/A
Priority 3 3 N/A
QOS Maintenance 3 3 N/A
Congestion Notification 3 3 N/A
Padding 3 3 N/A
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3.3.3.10.24

3.3.3.10.2.5
3.3.3.10.3

3.3.3.10.3.1

3.3.3.104

3.3.3.104.1

When the non-segmenting protocol subset is employed, neither the Total Length field nor
the Data Unit Identifier fidd is present. The rules governing the NPDU composition
function are modified in this case, and are as follows:

a) thetotal length of theNPDU in octetsis determined by the originator and placed in
the Segment Length field of the NPDU header;

b) thesegmentation field is not changed for the lifetime of the NPDU; and

c) no Data Unit Identification is provided.

The Data Unit Identifier is also used for functions such as error reporting.
PDU Decomposition Function

The PDU DECOMPOSITION function is responsible for removing the PCI from the NPDU,
in preparation for processing of that information. Information pertinent to the generation
of the N-UNITDATA Indication is determined as follows:

a) the NS-Source-Address and NS-Destination-Address parameters of the
N-UNITDATA Indication are recovered from the NPAI in the Source and
Destination Address fields of the NPDU header;

b) thedatafiddof areceived NPDU isretained until all segmentsof theoriginal service
data unit have been received; collectively, theseformthe NS-User data parameter of
the N-UNITDATA Indication; and

c) information relating to the @©SQaoS provided during the transmission of the NPDU
is determined from the©@OSQoS and other information contained in the Options Part
of the NPDU header. This information constitutes the NS-Quality-of-Service
parameter of the N-UNITDATA Indication.

Header Format Analysis Function

The HEADER FORMAT ANALY SIS function determines whether the full protocol described
in this section is employed, or one of the defined subsets thereof. If the NPDUNetwork
protoeot-datarunit has a Network Layer Protocol | dentifier indicating that thisisa standard
version of the ATN CLNP, thisfunction determineswhether areceived NPDU hasreached
its destination, using the Destination Address provided in the NPDU. If the Destination
Address provided inthe NPDU identifies an NSAP served by this Network entity, then the
NPDU has reached its destination; if not, it must be forwarded.
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If the NPDUNetworkprotoeot-datatnit hasaNetwork Layer Protocol I dentifier indicating
that the Inactive Network Layer Protocol subset isin use, then no further analysis of the
NPDU header is required and the NPDU is discarded.

PDU L ifetime Control Function

The PDU LIFETIME CONTROL function is used to enforce the maximum NPDU lifetime.
This function is closely associated with the HEADER FORMAT ANALYSIS function. This
function determines whether an NPDU received may be forwarded or whether its assigned
lifetime has expired, in which caseit is discarded.

The operation of the PDU LIFETIME CONTROL function evaluates and takes action based
on the contents of the PDU Lifetimefiddinthe NPDU header. Thisfield contains, at any
time, theremaining lifetime of the NPDU (represented in units of 500 milliseconds). The
lifetime of the Initial NPDU is at least three (3) times the ATN Internet span or three (3)
times the maximum expected transit delay (in units of 500 milliseconds), whichever is
greater. This value is set by the originating Network entity, and placed in the PDU
Lifetimefied of the NPDU. When the Segmentation function is applied to an NPDU, the
value of the PDU Lifetime fied of the Initial NPDU is copied into al of the Derived
NPDUSs.

The lifetime of the NPDU is decremented by every Network entity which processes the
NPDU. WhenaNetwork entity processesan NPDU, it decrementsthe PDU Lifetimefield
by at least one count. The value of the PDU Lifetime field is decremented by more than
one count if the sum of:

a) thetransit dday in the underlying service from which the NPDU was received; and
b) thedday within the system processing the NPDU-

exceeds or is estimated to exceed 500 milliseconds. In this case, the PDU Lifetime field
is decremented by onefor each additional 500 milliseconds of delay. The determination of
delay is not required to be precise, but where a precise value cannot be ascertained, the
value used is an overestimate, not an underestimate.

If the PDU Lifetime fidd reaches a value of zero before the NPDU is delivered to the
destination, the NPDU is discarded. The ERROR REPORTING function is invoked, and
results in the generation of any required ER NPDU(s).

Route PDU Function

TheRouTEPDU function determinesthe Network entity towhich aprotocol data unit must
be forwarded and the underlying service that must be used to reach that Network entity.
The RouTE PDU function is closdy associated with the routing functions of the ES-IS,
IS-1S and IDRP routing information exchange protocoals.
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3.3.3.10.6.2 TheRouTE PDU function usesthe Destination Address, thetotal length of theNPDU, and
connectivity/topology information contained in the Routing Information Base in order to
sdect a destination Network entity and underlying subnetwork service for forwarding an
NPDU. Wheresegmentationisrequired, theRouTE PDU function further determinesover
which underlying service the Derived NPDU segments must be sent in order to reach that
Network entity. Theresultsof theRouTE PDU function are passed to the FORWARD PDU
function (along with the NPDU itsdlf) for further processing. Selection of the underlying
service that must be used to reach the “next” system in the route is initially influenced by
theNS-Quality-of-Service parameter (including the Security Label) offR&INI TDATA
Request, which specifies the—QQG&S requested by the sending ATN NS user. The |
RouTE PDU function determines whether this-QQ&Sis to be provided directly by the |
ATN CLNP (through the selection of the Quality of Service Maintenance parameter and
other optional parameters) or through the—QQOS facilities offered by each of the |
underlying services, prior to invocation of theRwARD PDU function. Route selection
also takes into consideration the value of the Quality of Service Maintenance parameter,
and other optional parameters provided in the NPDU.

3.3.3.10.7 Forward PDU Function

3.3.3.10.7.1 The Forward PDU function provides access to and control of local interfaces to supporting
subnetworks and/or convergence protocols. The Forward PDU function issues an
subnetwork-UNITDATA Request primitive, supplying the subnetwork or SNDCF
identified by the RUTE PDU function with the protocol data unit as user data to be
transmitted, the address information required by that subnetwork or SNDCF to identify the
adjacent system within the subnetwork-specific addressing domain (this may be an
intermediate-system or the destination end-system),-ardQ@®&nstraints (if any) to |
be considered in the processing of the user data. When the NPDU to be forwarded is longer
than the maximum service data user size provided by the underlying service, the
SEGMENTATION function is applied.

3.3.3.10.8 Segmentation Function

3.3.3.10.8.1 For an ATN Network Entity implementing the full protocol, segmentation is performed
when the size of theRDU is greater than the maximum service data unit size supported |
by the underlying service to be used to transmit the NPDU. The underlying service may
be provided indirectly by the Subnetwork Dependent Convergence Facility, or directly by
the Subnetwork Access Protocol. Segmentation comprises the composing of two or more
new NPDUs (Derived NPDUs) from the NPDU received. The NPDU received may be the
Initial NPDU, or it may be a Derived NPDU.

3.3.3.10.8.2 All of the header information from the NPDU to be segmented, with the exception of the
segment length and checksum fields of the fixed part, and the segment offset of the
segmentation part, is duplicated in each Derived NPDU, including all of the address part,
the data unit identifier and total length of the segmentation part, and the options part (if
present). The rules for forwarding and segmentation guarantee that the header length is the
same for all segments (Derived NPDUS) of the Initial NPDU, and is the same as the header
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length of the Initial NPDU. Thesizeof an NPDU header will not change dueto operation
of any protocol function. The user data encapsulated within the NPDU received is divided
such that the Derived NPDUs satisfy the size requirements of the user data parameter field
of the primitive used to access the underlying service.

Derived NPDUSs areidentified as being from the same Initial NPDU by means of:

a) thesource address,

b) thedestination address, and

c) thedataunit identifier.

The following fields of the NPDU header are used in conjunction with the Segmentation
function:

Segment Offset: | dentifies the octet at which the segment begins, with respect
to the start of the Initial NPDU.

Segment Length: Specifies the number of octets in the Derived NPDU,
including both header and data.

M or e Segments Flag: Set to[1] if this Derived NPDU does not contain, asitsfinal
octet of user data, thefinal octet of the Initial NPDU.

Total Length Specifies the entire length of the Initial NPDU, including
both header and data.

Derived NPDUs may be further segmented without constraining the routing of the
individual Derived NPDUSs.

The Segmentation Permitted flag is set to [1] to indicate that segmentation is permitted.
If the Initial NPDU is not to be segmented at any point during its lifetimein the nNetwork,
the flag is set to [O] by the source Network entity. The setting of the Segmentation
Permitted flag cannot be changed by any other Network entity for thelifetime of the Initial
NPDU and any Derived NPDUSs.

Reassembly Function

The Reassembly function reconstructs the Initial NPDU from the Derived NPDUs
generated by the operation of the Segmentation Function on the Initial NPDU (and,
recursively, on subsequent Derived NPDUS).

A bound on the time during which segments (Derived NPDUS) of an Initial NPDU must
be held at a reassembly point before being discarded is provided, so that reassembly
resources may be released when it is no longer expected that any outstanding segments of
thelnitial NPDU will arrive at thereassembly point. Upon reception of a Derived NPDU,
areassembly timer isinitiated with avalue which indicates the amount of timewhich must
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eapsebefore any outstanding segments of thelnitial NPDU are assumed to belost. When
this timer expires, all segments (Derived NPDUs) of the Initial NPDU held at the
reassembly point are discarded, the resources allocated for those segments are freed, and
if requested, an ER PDU is generated. While the exact relationship between reassembly
lifetimeand NPDU lifetimeisalocal matter, the Reassembly Function should preservethe
intent of theNPDU lifetime. Consequently, thereassembly function should discard NPDUs
whose lifetime would otherwise have expired had they not been under the control of the
reassembly function.

The Segmentation and Reassembly functions areintended to be used in such away that the
fewest possible segments are generated at each segmentation point and reassembly takes
place at the final destination of an NPDU. However, other schemes which:

a) interact with the routing algorithm to favour paths on which fewer segments are
generated,

b) generate more segments than absolutdy required in order to avoid additional
segmentation at some subsequent point; or

c) alow partia or full reassembly at some intermediate point along the route;

arenot precluded. Theinformation necessary to enable the use of one of these alternative
strategies may be made available through the operation of a Network Layer Management
function or by other means.

Theoriginator of thelnitial NPDU determinesthevalue of the Segmentation Permitted flag
inthelnitial NPDU and all Derived NPDUSs (if any). Partial or full reassembly inan ATN
Intermediate-s System cannot changethis valuein the Initial NPDU or any NPDU derived
from it, and cannot therefore add or remove the segmentation part of the header.

Discard PDU Function

The DiscARD PDU function performs all of the actions necessary to free the resources
reserved by the Network entity when an error condition prevents further processing of the
NPDU. TheDiscarDp PDU functionisexecuted whenany of thefollowing error conditions
IS encountered:

a) aviolation of protocol procedure has occurred;

b) an NPDU isreceived whose checksum is inconsistent with its contents;

¢) anNPDU isreceived, but dueto local congestion, it cannot be processed;

d) anNPDU isreceved with acorrect header checksum, but whose header contentsare
invalid;
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€) anNPDU isreceived which cannot be segmented and cannot be forwarded because
its length exceeds the maximum service data unit size supported by any underlying
service available for transmission of the NPDU to the next Network entity on the
chosen route;

f) an NPDU is received whose destination address is unreachable or unknown;

g) incorrect or invalid source routing was specified. This may include a syntax error
in the sourcerouting field, an unknown or unreachable address in the source routing
fied, or a path which is not acceptable for other reasons;

h) an NPDU is received whose NPDU lifetime has expired or a segmented NPDU is
received whose lifetime expires during reassembly; and

i)  an NPDU isreceived which contains an unsupported Type 2 option.
Error Reporting Function

TheERRORREPORTING functioninitiatesthereturn of an ER NPDU to the source Network
entity when aprotocol data unit isdiscarded. TheER NPDU identifiesadiscarded NPDU,
specifies the type of error detected, and identifies the discarding Network entity. Error
Report procedures are not used to convey information regarding success or failure of
deivery of an NPDU issued by a source Network entity.

Theoriginator of a DT NPDU controls the generation of ER NPDUs. An ER flaginthe
original NPDU is set by the source Network entity to indicate that an ER NPDU isto be
returned if the Initial NPDU or any NPDUs derived fromit arediscarded; if theflagis not
set, Error Reports are suppressed. The suppression of ER NPDUSs is controlled by the
originating Network entity and not by the ATN NS-user.

The ERROR REPORTING function performs as follows:
a) anER NPDU isnot generated to report the discard of an ER NPDU;

b) an ER NPDU is not generated to report the discard of a DT NPDU unless that
NPDU has the ER flag set to allow Error Reports,

c) theentireheader of the Discarded NPDU isplacedinthedatafied of theER NPDU.
The data fidd of the Discarded NPDU is not included in the data field of the ER
NPDU; and

d) if a DT NPDU is discarded for one of the reasons in listed in section
3.3.3.10.10. 1Paragraph4-3-9:9, and the ER flag has been set to allow Error Reports,
an ER NPDU is generated.
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If aDT NPDU with the EfR flag set to allow Error Reports is discarded for any other
reason, an ER NPDU may be generated (as an implementation option).

Initiation of Error Reports

An ER NPDU is composed from information contained in the header of thediscarded Data
(DT) NPDU to which the Error Report refers. The content of the Source Address field of
thediscarded DT NPDU is used as the Destination Address of the ER NPDU. Thisvalue
(which in the context of the DT NPDU was used as an NSAP Address) is used in the
context of the ER NPDU asthe NET of the Network entity that originated the DT NPDU.
TheNET of theoriginator of the ER NPDU is conveyed in the Source Addressfield of the
header of the ER NPDU.

Segmentation of ER NPDUs s not permitted; hence, no Segmentation Part ispresent. The
total length of the ER NPDU in octets is placed in the Segment Length fied of the ER
NPDU header. Thisfied is not changed during the lifetime of the ER NPDU. If the
originator of the ER NPDU determines that the size of the ER NPDU exceeds the
maximum service data unit size of the underlying service, the ER NPDU istruncated to the
maximum service data unit size and forwarded with no other change.

The requirement that the underlying service assumed by the CLNP must be capable of

supporting a service data unit size of at least 512 octets guarantees that the entire header
of thediscarded DT NPDU can be conveyed in the data field of any ER NPDU.

Processing of Received Error Reports

When an ER NPDU is decomposed upon reaching its destination, information required to
interpret and act upon the Error Report is obtained as follows:

a) the NET recovered from the NPALI in the Source Address field of the ER NPDU
header is used to identify the Network entity which generated the Error Report;

b) thereasonfor generating the Error Report is extracted from the Options Part of the
NPDU header; and

c) theentire header of the discarded DT NPDU is extracted from the data field of the
ER NPDU to assist in determining the nature of the error.

ER NPDUsarerouted and forwarded by ATN Intermediate-s System Network entitiesin
the sameway as DT NPDUs.

Relationship of Data NPDU Optionsto Error Report NPDUs
The generation of an Error Report is controlled by options that are present in the

corresponding DT NPDU. The presenceof optionsin theoriginal DT NPDU that are not
supported by the system which has discarded that NPDU may cause the suppression of an
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Error Report even if the original DT NPDU indicated that an Error Report should be
generated in the event of a discard.

The processing of an Error Report is controlled by options which are present in the
corresponding DT NPDU. In particular, op

tions selected for the original DT NPDU affect
which options areincluded in the corresponding ER NPDU.

The selection of options for an ER NPDU are specified as follows:

a) if thePriority Option or the @©SQoS Maintenance Option issdected inthe original
DT NPDU, and the system generating the ER NPDU supports the option, then the
ER NPDU specifies the option;

b) if the Security Option is selected in the DT NPDU, and the system generating the
Error Report supports this option, then the ER NPDU specifies the option using the
value that was specified in the original DT NPDU. [f the system does not support
the Security Option, an Error Report must not be generated for a DT NPDU that
sdects the Security Option; and

c) theRecordRouteOption, if sdectedintheDT NPDU, isspecifiedinthe ER NPDU.

Thevalues of the optional parameters above may be derived as alocal matter, or they may
be based upon the corresponding values in the original DT NPDU.

PDU Header Error Detection

The PDU HEADER ERROR DETECTION function protects against failureof ATN 1Sor ES
network entities due to the processing of erroneous information in the NPDU header. The
PDUHEADERERRORDETECTION function uses a checksum computed on theentireNPDU
header. The checksum is verified at each point at which the NPDU header is processed.
If the checksum calculation fails, the NPDU is discarded. If NPDU header fields are
modified (e.g., due to operation of the PDU LIFETIME function), then the checksum is
modified so that the checksum remains valid. The use of the Header Error Detection
functionisoptional, and is selected by the originating Network entity. If thefunctionis not
used, the checksum field of the NPDU header is set to zero.

If thefunctionis selected by the originating Network entity, the value of the checksumfield
causes the following conditions to be satisfied:

Y a ..., (mod 255 = 0

Y (L-i+Da ., (mod255 =0
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where L = the number of octets in the NPDU header, and g = the value of the octet at |
position i. The first octet in the NPDU header is considered to occupy position i = 1.
When the function isin use, neither octet of the checksum fidd is set to zero.

An efficient algorithm for calculating and checking the checksum octets is provided in
Annex D of ISO/IEC 8073 and | SO/IEC 8602. Thechecksumiseasy to computeand does
not impose a serious burden on implementations. However, it will not detect insertion or
loss of leading or trailing zero octets, nor will it detect some forms of octet misordering.

I SO/IEC 8473 Optional I nter network Protocol Functions

ISO/IEC 8473 internetwork protocol options are seected by the ATN ES Network entity
which originates ISO/IEC 8473 NPDUs. Asa part of the ISO/IEC 8473 header, options
are conveyed between peer Network entities via ATN subnetworks, and are evaluated in
turn by each recaiving ATN intermediate-system. The information contained in options
conveyed viathe |ISO/IEC 8473 CLNP header is ddivered unchanged to each successive
ATN network entity along the end-to-end path between source and destination ES. |

Padding Function

The PADDING Function allows extending the length of ISO/IEC 8473 NPDUs beyond the
length required to convey the NSDU, in order to accommodate those ESs and 1Ss which
place sizing constraints upon NPDUSs to facilitate processing.

Security Function

The SECURITY function supports imposition of Network Layer security provisions by

way of an options fidd conveyed within the ISO/IEC 8473 header. The information
contained within this options fiedd may be specified in a global context (i.e. by the
international standard), or withinthecontext of theaddressing authority responsiblefor the
assignment of the NPDU's source or destination NSAP Address. These contexts are
known respectively as the Globally Unique, Source and Destination Unique Formats.

ATN conformant systems are only required to recognise this options field when it is
specified in the global context. Although a source or destination NSAP Address assigned
using the ATN NSAP Addressing Plan could be used to identify ATN Security Information
in the source or destination context, the ATN ICS SARPs does not mandate support of the
source or destination specific formats for the ISO/IEC 8473 security parameter, and hence
to avoid service irregularities, neither format should be used.

The Security options field is included in the ISO/IEC 8473 header by an ES when the NS-
User provides a Security Label with an NSDU. In the ATN, this is always encoded using
the Globally Unique Format, which is also the format useaferthisis-the encoding of |
the ATN Security Label provided on the N-UNITDATARequest. As discussed in |
4-3-83.3.3.9.2the security options parameter is referenced by the inter-domain forwarding |
function and used to determine the route that an NPDU follows. It is, however, never
modified by an IS.
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When the NPDU reaches its destination, the value of the Security optionsfieldis provided
to the destination NS-user as the Security Label associated with the NSDU.

Sour ce Routing Function

The SOURCE ROUTING Function allows specification of a particular path (i.e., sequence of
ISs) through which a particular NPDU either should pass or must pass. The former is
described as Partial Source Routing, and the latter is described as Complete Source
Routing. The path is defined by a supplied list of NETSs, which is conveyed within the
NPDU header.

Record Route Function

The RECORD ROUTE function records the path taken by an NPDU asit traverses a series
of ATN ISs. A recorded route consists of alist of NETs held in a parameter within the
options part of the NPDU header. The length of this parameter is determined by the
originating Network entity, and does not changeasthe NPDU traversestheniNetwork. The
list isconstructed astheNPDU isforwarded along a path towardsits destination. Only the
titles of ATN Intermediate-s System Network entities are included in the recorded route;
the NET of the originator of the NPDU is not recorded in thelist.

Whenan ATN IS processes an NPDU containing the Record Route option, the 1S addsits
own NET at the end of thelist of recorded NETs. An indicator is maintained to identify
the next available octet to be used for recording of route. This indicator is updated as
entries are added to the list using the following procedure:

a) the length of the entry to be added to the list is added to the value of the next
available octet indicator, and this sum is compared with the length of the Record
Route parameter;

b) if theaddition of theentry to thelist would exceed the size of the parameter, the next
available octet indicator is set to indicate that route recording has been terminated.
The NET is not added to thelist; and

c) if theaddition of theentry would not exceed the size of the Record Route parameter,
the next available octet indicator is updated with the new value, and the NET is
added to the head of the list after the other entries have been moved.

Two forms of the RECORD ROUTE function are possible. Thefirst formisreferred to as
Complete Route Recording. It requires that the list of NETs be a complete and accurate
record of all ATN ISs visited by an NPDU (including Derived NPDUSs), except when a
shortage of spacein therecord route option field causes termination of recording of route,
as described in Step 2b) above. When Complete Route Recording is selected, NPDU
reassembly at ATN ISs may be performed only when the Derived NPDUSs that are
reassembled all took the sameroute; otherwise, the NPDU isdiscarded, and if sdected, an
Error Report is generated. The second form isreferred to as Partial Route Recording. It
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alsorequires arecord of ATN ISsvisited by an NPDU. When Partial Route Recording is
selected, NPDU reassembly at ATN ISs is always permitted. When reassembly is
performed at an ATN IS, theroute recorded in any of the Derived NPDUs may be placed
in the NPDU resulting from the reassembly.

When a shortage of space in the option field causes termination of the Record Route
function, the NPDU may still beforwarded toitsfinal destination, without further addition
of NETs.

The Record Route function is intended to be used in the diagnosis of subnetwork and/or
routing problems.

Quality of Service Maintenance Function

The QUALITY OF SERVICE MAINTENANCE function allows the originating Network entity
to indicateto ATN Intermediate-s Systems the relative importance of certain qualities of
service for routing decisions made on an individual internetwork packet basis. This
information is conveyed to ATN Intermediate-s System Network entitiesin a parameter in
the options part of the NPDU header. This option is used to resolve routing ties, where
more than one path is available for routing of an NPDU toward its destination. Network
entities make use of this information in selecting a route when more than one route
satisfying other routing criteriais available.

ThelSO/IEC 8473 CLNP QUALITY OF SERVICE MAINTENANCE function may beencoded
in one of three ways, denoted Source Address Specific, Destination Address Specific and
Globally Unique. Thefirst two choices allow selection of an option coding scheme which
isassociated with theauthority defining either sourceor destination NSAP addresses, while
the latter choice uses an internationally agreed upon coding of the relative importance of
three subnetwork QOSQoS parameters. Thesequalitiesof serviceinclude Expense, Transit
Deay and Residual Error Probability.

The Glaobally Unique format for the QUALITY OF SERVICE MAINTENANCE function
indicates the relative importance of three subnetwork @8SQoS parameters: Expense,
Transit Delay; and Residual Error Probability. Thisoptionisexpressed asafour bit mask
within one octet in the protocol header; there is no specified default value for this mask.
If no value for Quality of Service Maintenance is indicated within the CLNP packet,
Network entities use local route selection rules, making their best effort to ddiver the
CLNP packet. Theomission of theQuality of Service Maintenance option is equivalent
to requesting that ATN ISs optimise offered throughput. In those instances where the
Q6SQ0S requested cannot bemaintained, ATN Network entitieswill attempt to deliver the
NPDU at any available Q8SQoS.
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Priority Function

The PRIORITY function provides a means whereby the resources of ATN ESand ATN IS
Network entities, (i.e., outgoing transmission queues and buffers) can be used to process
higher-priority NPDUsahead of lower-priority NPDUs. ThePRIORITY functioninfluences
the dynamic reordering of the CLNP packet queuewithin ATN ISsand ESs. This queue
management technique allows the proper alocation of packets among available
subnetworks, as well as the proper ordering of packets for transfer within a given
subnetwork.

The PRIORITY function supports the use of a number between 0 and 14 to indicate the
relative importance of each connectionless internetwork protocol packet. The highest
Network layer priority is associated with CLNP Leve 14, while the lowest priority is
associated with CLNP Leve O; Levd 15 is a reserved value. CLNP Priority O is the
default priority, and is used where no priority valueis explicitly indicated.

ATN use of the Priority Function is discussed in 3.3.3.84:3-+.
Congestion Notification Function

The CONGESTION NOTIFICATION FUNCTION alows originating ATN ESs to take
appropriate action when congestion is experienced within the ATN linternet.

AnATN ISisviewed as congested when inadequate buffer spaceis availableto maintain
and process output queues. ATN |Ss detect and indicate congestion based upon the depth
of the output queue sdected for an NPDU (according to its destination address or other
routing information).

ATN Intermediate-s Systemsinformstheoriginating Network entity of congestion between
the source and destination NSAP through the use of a flag inthe @©SQoS M aintenance
Par ameter-eption header. When the depth of a particular output queue exceeds a certain
proportion of the depth of that queue, an ATN Intermediate-s System will start to discard
NPDUSs; at thistime, theATN Intermediate-s System setsthe Congestion Experiencéldg
in the next NPDU to be forwarded toward one or more source Network entities and
continues to do so until the congestion condition is alleviated.

The value of the Congestion Experiencdthg isinitially set to zero [0] by the originator
of theNPDU and is set to one[1] by any ATN Intermediate-s System which processesthe
NPDU to indicate that that ATN Intermediate-s System is experiencing congestion. The
method of initiating Congestion Notification is discussed in Ehapter-6Chapter 3.5 of Part
IV of this document..
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3.3.3.11.9 Echo Request and Response

3331191 The Echo Reguest function is invoked by Network Layer Management to obtain
information about the dynamic state of the Network Layer with respect to (a) the
reachability of specific Network entities, and (b) thecharacteristics of the path or pathsthat
can be created between Network Entities through the operation of Network Layer routing
functions. Together with the Echo Response function, it fulfils the same role as “Ping” and
“Traceroute” in the Internet Protocol suite.

3.3.3.11.9.2 An Echo Request is generated as a result of a request made on a local management
interface. Its destination is the NET of another Network Entéythe Network Entity for |
which reachability is to be determined, or the route traced. When the Echo Request is
received by that Network Entity, an Echo Response is returned to the sending Network
Entity.

3.3.3.11.9.3 A returned Echo Response may then be analysed to determine information about the route
between two network entities.

3.3.3.11.10 Notes on the CLNP APRLs |

3.3.3.11.10.1 The following notes have been prepared to provide implementors with background
information on conformance requirements which may differ from normal practice.
I

3.3.3.11.10.2  Security |
I
3.3.3.11.10.2.1 Mandatory implementation of the security parameter is required to support ATN Routing |
Control functions. As a type 2 function, every ATN System must support this parameter
if connectivity is to be maintained. However, within a Routing Domain, it is acceptable for
the actual value of this parameter to be ignored. |

I
3.3.3.11.10.3  Complete Route Recording |

I
3.3.3.11.10.3.1 Complete Route Recording is not permitted on the ATN due to concerns over the packet |
sizes that could be required and the consequential impact on air-ground data links and the
transfer of safety related data.
I

3.3.3.11.10.4  Source Routing |
I
3.3.3.11.10.4.1  Neither Complete Source Routing nor Partial Source Routing are permitted on the ATN. |
This is because source routing could be used to overcome or otherwise interfere with ATN
Routing Control. |
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3.3.3.11.10.5 Priority |
I

3.3.3.11.10.5.1  Priority isamandatory ATN requirement. All ATN Systems must not only recognisethe |

3.3.3.11.10.6

3.3.3.11.10.6.1

334

3341

33411

33412

3.3.4.1.3

3.34.14

priority parameter, but must also prioritise their output queues and implement priority
based discard algorithms, if it is necessary to discard packets during periods of congestion.
This feature is essential to ensure that safety related data is not impeded if the ATN is
congested with routine data.

Padding

NPDU padding is not permitted on the ATN as it would interfere with the compression
algorithm used by the Mobile SNDCF. The Local Reference Compression mechanism
includes no facilities for compressing padding and such NPDUs are sent uncompressed,
resulting in a significant increase in the overhead on air-ground data links.

Fhel mplementation of the Routing | nfor mation Exchange Protocols
General

In support of thel SO/IEC 8473 connectionless network layer protocol, SO has defined a
family of three routing information exchange protocols, specified by 1SO/IEC 9542,
ISO/IEC 10589 and ISO/IEC 10747, respectively.

I SO/IEC 9542 specifiesa protocol for use between ESsand |Ss. This protocol enables|Ss
toidentify the NSAP Addresses located on each adjacent ES, and for ESsto determinethe

location of each adjacent |S. ESs then haveasimplerouting decisionin the absence of any

precise knowledge about the location of a packet’s destination: they choose an adjacent IS
and send the packet to it. It is then the IS’s responsibility to route the packet either to its
destination, or to an IS nearer to it. When the packet is passed to an ES or IS that is also
known to be adjacent to the originating ES, then ISOABA2 allows the IS to notify the

ES of the direct path, so that it may be used for all further packets to that destination.

ISO/IEC 10589 is a routing information exchange protocol for use between ISs within the
same RD. This protocol freely exchanges all routing information known by each IS to all
other ISs. Each IS then has a complete routing map of the RD from which it can calculate
optimal routes. This is a simple and robust approach that exploits the requirements for
common routing procedures and trust. However, it is hence not suitable for inter-RD
routing information exchange. ISO has thus defined a different routing information
exchange protocol for communicatidmstween RDs. This is specified in ISO/IEC 10747, |
and is known as the Inter-Domain Routing Protocol (IDRP).

Reflecting the environment of limited trust and different route selection algorithms, rather
than exchanging general topology data, IDRP exchanges processed data; IDRP advertises
routes to destinations and enables an RD to advertise only the routes that it wants to. It is
thus said to support policy based routing. Each RD implements its own routing policy
which reflects its security policy and other technical considerations.
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3.34.2

33421

334211

334212

3.3.4.2.1.3

3.3.4.2.14

3.3.4.2.15

3.3.4.2.1.6

3.3.4.2.1.7

ES-1S Implementation Considerations
Overview

ISO/IEC 9542 specifies a very simple datagram protocol which is suitable for use on all
sortsof networks, althoughit achievesitsgreatest potential on Broadcast subnetworks. The
protocol supports two functions: Configuration Information and Redirection Information.

The Configuration Information function enables End Systems to discover the existence of

Intermediate Systems and vice-versa. On broadcast subnetworks, such asan Ethernet, each

End System regularly sends an “End System Hello” message reporting the network
addresses it hosts to the multicast addetssntermediate systems. Similarly, each
Intermediate System regularly sends an “Intermediate System Hello” message reporting its
own identity to the multicast addreall end systems. End Systems and Intermediate
Systems always listen to their respective multicast addresses and can hence “discover” the
existence of Intermediate Systems and End Systems, respectively.

In OSI, End Systems have a very simple routing decision: if they do not know the location
of the destination of a packet, they send it to any Intermediate System they have discovered
through the Configuration Information function.

The Intermediate System should then relay the packet on to its destination. However, if the
destination is on the same subnetwork as the source, or another Intermediate System would
have been a better choice, then the Route Redirection Information function can be used to
inform the End System of the better routing decision. A redirection message is sent to the
End System by the Intermediate System, which identifies the subnetwork address that is
more appropriate for the destination network address. The End System can then use this
subnetwork address in future.

The protocol can also support routing in the absence-oflatenddiateSystem. Insuch |
cases, instead of the End System sending the packet to any Intermediate System, it sends
it to the multicast addrestl end systems. If the End System which is the packet’s true
destination receives the packet then it returns an End System Hello to the sender to report
the correct subnetwork address, and communicati@ngroceed. |

The Configuration Information function may also be used on general topology subnetworks
e.g. “X.25 Networks”. In such cases, it can still be used to determine the addresses
supported by each system, by passing Hello messages over a virtual circuit. However,
dynamic discovery of the systems themselves is not really possible given that the DTE
Addresses must be known before a virtual circuit can be established.

Inthe ATN, the Configuration Information function is also used with mobile networks. The
majority of air-ground data links specified by ICAS; alppear externally as X.25 data |
networks. However, the systems reachable over such networks may come and go depending
on their geographic position. Their availability may be notified by a “Join Event”, or it may
be determined through a polling strategy, a subnetwork connection established and



Part IV — Communication services
Chapter 3 — Internet communication services 1V-3-93

3.34.22

334221

3.34.23

334231

3343

33431

334311

3343111

3343112

3343113

communications take place. An exchange of 1SO/IEC 9542 Configuration Information is
required as part of this procedure.

ATN Useof | SO/IEC 9542
In the air/<te-ground environment, the operation of the ISO/IEC 9542 protocol is
mandatory, in order to allow adjacent ground and airborne routers connected via a mobile

subnetwork to monitor connectivity changes.

The ISO/IEC 9542 routing protocol is the recommended protocol for performing these
functions over ATN fixed subnetworks.

ISO/IEC 9542 is also required when ISO/IEC 10589 is implemented.

The ES-1S Protocol

General

PDU Formats and Use

| SO/IEC 9542 operates among the systems attached to a single subnetwork, independently
from the routing organisation. It is used to allow systems on the subnetwork to discover
each other (configuration), and if necessary to provideminimal routing information to ESs

(route redirection).

ISO/IEC 9542 specifies three PDU types. the End System Hello (ESH) PDU, the
Intermediate System Hello (ISH) PDU, and the Redirect (RD) PDU.

For each type of ISO/IEC 9542 PDU, Table 3.3-56, Table 3.3-67, Table 3.3-78 and
Table 3.3-89 respectivey indicate:

a) themain contents of the PDU;
b) thetype of systems which generates this PDU;
c) theevent whichtriggersits generation, and thedestination systems of this PDU; and

d) itsfunctional role.
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Table 3.3-5. ISO/IEC 9542 PDU Types

| SO/IEC 9542 PDUs Main Contents

ESH

Sour ce addr ess parameter:

Address(es) of the NSAP(s) supported by the ES originating the
ESH PDU (an ESH may convey any number of NSAPs supported
by the ES in the limit of subnetwork data unit size, but in the end,
the ES must have reported information about all its NSAPS, via one
or several ESHS)

ISH

Sour ce addr ess parameter:

NET of thelS sending the ISH PDU (the protocol allows only one
NET in each ISH)

RD

Sour ce addr ess parameter:
NET of the|S sending the RD PDU (only one NET);
Destination addr ess parameter:

Destination NSAP address of the PDUs affected by the redirection
(and possibly a mask selecting a “class” of NSAPS);

Subnetwork address of the new network entity (on the same
subnetwork) to which the redirected PDUs will be sent for the first
hop from the ES (better path to destinations).

Table 3.3-6. Generation of |SO/IEC 9542 PDUs

| SO/IEC 9542
PDUs

Generation of PDUs

ESH

By each ES: on timer expiry or other events, such as the ES ¢r a
new local SNPA becoming operational, a distant ES or IS
becoming operational, or after another ES has performed a Query
Configuration function (Configuration Response)

ISH

By each IS: on timer expiry or on other events, such as the IS|or a
new local SNPA becoming operational or a distant ES or IS
becoming operational (Configuration Notification)

RD

By any IS: after reception of a data PDU, when the IS detects|that
there is a better path to reach the destination NSAP, or that it
cannot route to this destination NSAP (Request Redirect)
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Table 3.3-7. Propagation of | SO/IEC 9542 PDUs

| SO/IEC 9542 PDUs Propagation of PDUs

ESH « Transmitted on each SNPA the ES is attached to (the
transmitted PDUs may be different but they must provide the
same information)

« Transmitted from an ES in response to a query configuration

¢ Transmitted to all the ISs on the subnetwork

ISH ¢ Transmitted on each SNPA thelS is attached to

¢ to all the ESs on each subnetwork the IS is attached to

RD » Transmitted by any IS

» Transmitted to the ES originating the PDU when the IS knows a
better path

Table3.3-8. Roleof ISO/IEC 9542 PDUs

| SO/IEC 9542 PDUs Functional Role
ESH CONFIGURATION

« Allows all the ISs to discover the existence and reachability
(SNPA) of an ES on the same subnetwork, along with the NSAPs
this ES supports

« Allowsthe ESsto discover the existence and reachability of
another ES on the same subnetwork, along with the NSAPs this
ES supports

ISH CONFIGURATION

« Allows all the ISsto discover the existence and reachability
(SNPA) of an IS on the same subnetwork, along with the NET of
that ES (when ISO/IEC 9542 is used between | Ss)

+ Allows the ESs to discover the existence and reachability (SNPA)
of an IS on the same subnetwork, along with the NET of this IS
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| SO/IEC 9542 PDUs Functional Role

RD ROUTE REDIRECTION

« Allows an IS to inform the source ES (on the subnetwork) of a
better path to reach a destination NSAP (by indicating another 1S
corresponding to a better first hop on the same subnetwork, or
directly the destination ES if it is on the same subnetwork)

« It may also relate to a “class” of NSAPs (using Address Masks)

3.343.1.14

3.3.4.3.1.15

3.3.4.3.1.1.6

3.3.4.3.1.2

3.34.3.1.2.1

3.3.4.3.1.2.2

3.3.4.3.1.221

3.3.4.3.1.2.3

3.3.4.3.1.23.1

The basic transmission mechanism for ISO/IEC 9542 configuration information is
broadcast. When the underlying subnetwork does not support broadcast-aasiulie |
SNDCF may have to provide the required adaptation.

Two broadcast subnetwork destination addresses are possible:

a) “All ESsnetwork entities”; or |
b)  “All ISs network entities”. |

Consequently, in the “normal” use of the protocol, all the ISO/IEC 9542 PDUs generated
by each ES are sent to all the ISs on the same subnetwork, and all the ISO/IEC 9542 PDUs
generated by each IS are sent to all the ESs on the same subnetwork.

Main protocol functions

ISO/IEC 9542 may be implemented by a simple state machine, and a single function is
specified to respond to each incoming event. These functions are discussed below.

Report Configuration Function

This function is used by ESs and ISs to inform each other of their reachability and current
subnetwork address(es). Additionally, the NET of ISs and the NSAP(s) of ESs are made
available to other systems on the subnetwork. This function is invoked on timer expiry or
on other event detection.

Record Configuration Function
The record configuration function is implemented in ESs and ISs. It is in charge of the

receipt of ESH and ISH PDUs. This function extracts configuration information from the
received packets and updates the local Network entity’s RIB.
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3343124

33431241

3.34.3.1.25

33431251

3.3.4.3.1.25.2

3.3.4.3.1.2.5.3

3.3.4.3.1.2.6

3.3.4.3.1.26.1

3.3.4.3.1.2.7

3.34.3.1.2.7.1

3.3.4.3.1.2.8

3.3.4.3.1.2.8.1

3.3.4.3.1.2.8.2

Flush Old Configuration Function

Thisfunction is executed to remove configuration entriesin the RIB when thisinformation
becomes obsolete. The function is either executed on timer expiry or on other event
detection (e.g. SNPA re-initialisation). |

Query Configuration Function

This function is executed by an ES attached to a broadcast subnetwork when no IS is
reachabl e on the subnetwork and when the ES Route PDU functionis not ableto determine
the SNPA address associated with the current destination NSAP.

When the ES needs to route an NPDU to a destination NSAP whose SNPA is unknown,
it performs a broadcast on the subnetwork by sending the NPDU to “All ES entities on the
Subnetwork”.

Either the destination ES is attached to the subnetwork and the originator ES receives an
ESH from the destination system, or no ESH is received and the destination may be
declared unreachable.

Configuration Response Function

This function is performed by an ES on receipt of a NPDU addressed to one of its NSAPs,
with broadcast destination SNPA address. This is the result of another ES having
performed the Query Configuration Function. The receiving ES builds an ESH PDU and
sends it back to the originator ES.

Configuration Notification Function

This function is performed by an ES or IS in order to quickly transmit configuration
information (ESH or ISH) to a system which has newly become available and which has
issued an ESH or ISH PDU. The Hello PDU is specifically addressed to the newly
reachable system.

Request Redirect Function
This function is performed by an IS having received an NPDU from an ES on the
subnetwork. It is used to inform the originator ES that this NPDU should directly have

been sent to another system on the subnetwork.

The Redirect information contained in the Redirect PDU (RD PDU) issued by the IS
informs the originator ES of a better path to the NPDU destination.
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3.3431.29 Record Redirect Function

3.34.3.1.29.1 This function is implemented in ESs and is in charge of recording the redirection
information receivedfroman|S. Thelocal Network Entity RIB isupdated by thisfunction.

3.3.4.3.1.2.10 Refresh Redirect Function

3.34.31.2.10.1 The purpose of this function is to increase the longevity of a redirection without
allowing an incorrect route to persist indefinitely. In an ES, on receipt of an NPDU
the previous hop of which maps the next hop address stored with some redirection
information, and the source of which maps the destination address stored with the
redirection information, the corresponding redirection holding timer is reset.

33431211 Flush Old Redirect Function

334312111 This function is performed to remove redirection entries in the RIB when this
information becomes obsolete. Thefunction is either executed on timer expiry or on
event detection (e.g. SNPA re-initialisation). |

3.3.4.3.1.2.12 PDU Header Error Detection

334312121 This function is performed by ESs or ISs in order to protect themsdves against
failures due to the processing of erroneous information in the PDU header. This
function performs computation and verification of achecksumand discardsthe PDU
in case of inconsistency.

3.34.3.1.2.13 Protocol Error Processing Function

334312131 An1SO/IEC 9542 PDU which is not discarded by the PDU Header Error Detection
Functionis discarded by the Protocol Error Processing Function if its encoding does
not comply with the provisions of the ISO/IEC 9542 protocol.

3.3.4.3.13 | SO/IEC 9542 Oper ation Among ESsEss |

3343131 When ISO/IEC 9542 is used among the ESs of a single subnetwork, the ESH PDUs are
transmitted with the same destination subnetwork address (“All 1Ss”), and the ESs that
wish to receive information about the other ESs validate the reception of the ESHSs by
validating this address; thus they are aware of the existence and reachability of the other
ESs.

3.3.4.3.1.3.2 This allows optimization, namely by anticipating the information contained in the RD
PDUs, when the destination NSAP is supported by an ES on the same subnetwork.

3.3.4.3.1.3.3 The operation of ISO/IEC 95420am the ESs generates no additional information
transmission (compared with the “standard operation”).
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334314

3343141

3.3.4.3.1.4.2

3.3.4.3.2

3.3.4.3.2.1

3.3.43.2.1.1

3.3.4.3.2.1.2

3.3.4.3.2.2

3.3.4.3.2.2.1

3.3.4.3.2.2.2

3.3.4.3.2.3

3.3.4.3.23.1

I SO/IEC 9542 Operation as an I nitiation Phase for the Routing Protocols

In the same way, when ISO/IEC 9542 operates among the I1Ss attached to a single
subnetwork, the | Ss validate the reception of the ISHs normally destined for the ESs, by
validating the corresponding subnetwork address (“All ESs”).

This allows the ISs to discover their neighbour ISs existence and reachability and may be
used as an initialisation phase for the routing protocols.

| SO/IEC 9542 Operation over Fixed Ground Subnetworks
Overview

The use of ISO/IEC 9542 over ATN ground subnetworks is a recommended practice.
However, either static routing information or other routing protocols could be used to
provide the same type of functions as ISO/IEC 9542.

If ISO/IEC 9542 is not operated over ground subnetworksility faast fulfil the
following requirements:

a) each system must be able to discover the existence of neighbour systems attached to
the same subnetwork;

b) the NSAP and SNPA addresses of neighbour ESs and the NET and SNPA addresses
of neighbour 1Ss must be made available to each IS directly connected to the local
subnetwork; and

c) each IS must be able to dynamically monitor connectivity changes over the local
subnetwork.

General Topology Subnetworks

In the case ISO/IEC 9542 is operated over ground ATN subnetworks, it seems reasonable
to advise against the support of configuration information over general topology
subnetwork (non-broadcast subnetwork). Furthermore, in terms of bandwidth, it can be
very costly to simulate broadcast over non-broadcast subnetworks. However, in some cases
(high-bandwidth subnetworks), this solution can be chosen.

On the other hand, the support of ISO/IEC 9542 redirection information on general
topology subnetwork may be advised, since it is not costly and may prove useful to
ascertain local topology.

Broadcast Subnetworks

As far as broadcast subnetworks are concerned, the full use of ISO/IEC 9542 is
recommended, since this protocol was designed for operation over this kind of subnetwork.
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334324

3343241

33433

334331

3.34.3.3.2

3.3.4.3.33

33434

334341

3.34.34.2

3343421

3.34.343

3343431

3344

33441

The use of 1SO/IEC 9542 over broadcast subnetworks is not too costly and allows to
dynamically ascertain local configuration changes.

Point-to-Point Subnetworks
As far as point to point subnetworks are concerned, the use of ISO/IEC 9542 is

recommended, and especially the support of the configuration information. The use of
ISO/IEC 9542 protocol over point-to-point subnetworks is not too costly.

| SO/IEC 9542 Oper ation over Air=grotnd-M obile Subnetwor ks
When a new aircraft enters the coverage of aground router directly connected to a mobile

subnetwork, an initialisation phaseis triggered so that communications can be established
between peer ground and airborne routers.

Oncethisinitialization phase has been performed, it isnecessary for eachrouter to forward
its local NET information to the newly reachable routers on the subnetwork.

Thisactionis performed viatheexchange of an |1SO/IEC 9542 | SH PDU, and is discussed
in more detail in section 3.4.105:368, which deals with the Route I nitiation procedure.

Notes on thel SO/IEC 9542 APRLs

These notes provide background information for implementors on the 1SO/IEC 9542
APRLSs contained in the ATN ICS SARPs. It should also be noted that the APRLSs are
specific to theuseof 1SO/IEC 9542 to support Route Initiation over air-ground data links.
There are no APRL s specified for other uses of ISO/IEC 9542 (e.g. to support ESto IS
routing).

Route Redirection I nfor mation

Route Redirection I nformation has noroleto play in Route Initiation and is hence excluded
from the requirements.

Configuration Notification

Configuration Notification has no role to play in Route Initiation and is hence excluded
from the requirements.

I ntra-Domain Routing I mplementation Considerations
Intra-Domain Routing operates internally and independently within each ATN Routing

Domain. The protocol used to support Intra-Domain Routing within an ATN Routing
Domain isalocal issue, provided that the general ATN Routing requirements are met.
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3.34.4.2 However, it is recommended that a Routing Domain operate ISO/IEC 10589 IS to IS
Intra-Domain Routing Information Exchange Protocol (also called here “I1S-I1S”) as its
Intra-Domain Routing Protocol.

3.3.4.4.3 This part of the Guidance Material first describes general Intra-Domain Routing goals.
The operation of ISO/IEC 10589 for intra-domain routing information propagation within
the ATN RDs is then described. Note that the description of ISO/IEC 10589 operation
essentially applies to the ATN fixed environment, i.e., to the ground ATN RDs, and in
particular AINSC and ATSC RDs. If an alternative intra-domain routing protocol is used,
then it must satisfy these goals.

3.34.4.4 ATN Intra-Domain Routing Goals

a)

b)

c)

intra-Domain Routing must be able to route CLNP packets within the local Routing
Domain, in order to perform end-to-end routing in the ATN;

intra-Domain Routing must be integrated within the general structure of ATN
Routing. Particularly, it must operate within the ATN Network Layer of the ISs
located within the Routing Domain; and

intra-Domain Routing must meet the following general routing goals:

1)

2)

3)

4)

ATN Intra-Domain Routing must be efficient (i.e. induce as little overhead
as possible and fulfil the user needs);

ATN Intra-Domain Routing must cope with the differences between the
interconnected subnetworks (e.g. bandwidth);

ATN Intra-Domain Routing must be resilient to failures and adaptable to
configuration changes; and

ATN Intra-Domain Routing must support error control angiisis.

334441 General Requirements

a)

The ATN Intra-Domain Routing may use any type of routing procedure, namely:

1)

2)

3)

static routing or quasi-static routing (allowing alternate paths), where
pre-determined paths are loaded into the Routing Information database
through System Management;

centralised (dynamic) routing, where each system of the RD reports
information about its local environment to a central facility, which in turn
computes the routes and returns them to all the systems of the RD; and

distributed adaptive (dynamic) routing, where all the systems of the RD
dynamically sense their local environment and directly exchange Routing
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b)

f)

9)

h)

)

K)

Information among themseves, using an | ntra-Domain Routing | nformation
Exchangedtssemination Protocol;

routing Information should preferably be propagated by an Intra-Domain Routing
Information Exchange Protocol. However, thisis not mandatory, provided that the
general Intra-Domain Routing requirements are met;

when used, the Intra-Domain Routing Information Exchange Protocol must provide
mechanismsfor the exchange of connectivity and topology information among ATN
Routers within an RD. It must support dynamic configuration of ATN Internet
Routing tables on a domain-wide basis. (see Clause 6.2.3.2. of 1SO/IEC 10589
Intra-Domain Routing Information Exchange Protocol);

distributed adaptive routing should preferably be used for Intra-Domain routing in
the ATN, for performance considerations. Indeed, these procedures are robust and
they automatically and quickly adapt to configuration changes,

ISO/IEC 10589 IS to IS Intra-Domain Routing Information Exchange Protocol
performs distributed adaptive routing, and more precisdy link state routing, where
each system independently computesitsroutes, using apath minimisation algorithm;

Intra-Domain Routing may be hierarchically organised to manage large RDs (like
ISO/IEC 10589 ISto IS, that allows two intra-domain routing levels);

if ISO/IEC 9542 ES to IS Routing Protocol is used, it should cooperate with
Intra-Domain Routing, so that the ISs of the local RD can dynamically determine
their local environment;

aRD may use means other than a Routing I nformation Exchange Protocol to update
the Routing Information database (e.g. for RDs with a very simple topology and a
limited number of routers). However, the general requirements for ATN Routing
must be met. Particularly, the performance should allow timely update of the RIB,
for resilience and adaptability;

routing itnformation dissemination throughout the RD; must allow each | S of theRD
to build itslocal Routing Information database, so that this database can be used to
route the CLNP packets within the local domain;

Intra-Domain Routing must operate within the Network Layer of each Router and
End System of thelocal RD;

Intra-Domain Routing should preferably take into account the distinction made in
ISO-OSI Routing between the ESs and the 1 Ssroles, although thisis not mandatory;
and

Intra-Domain Routing must be integrated within the ATN Routing Framework
described in Chapter 3.4 of Part 1V of this document€hapter2. It must cooperate
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3.34.4.4.2

3.3.4.45

334451

3.3.4.45.2

3.3.4.4.5.3

3.3.4.4.5.4

with the other dements contributing to the ATN Internetworking and Routing,
namely the ATN NSAP Addressing Plan, the ATN Internetwork Protocol, and the
other ATN Routing Protocols (ISO/IEC 10747 IDRP and ISO/IEC 9542 ES-to-IS |
Protocol), in order to meet the ATN Intra-Domain Routing Goals defined in
3.3.4.4.431. |

I ntra-Domain Requirements relevant to I nter-Domain Routing

a) Intra-Domain routing must be able to route CLNP packets issued by an ES
belonging to the local RD or to an external RD and bound to a destination ES
belonging to thelocal RD or to an external RD; and

b) whenthelocal RD acts asa Transit RD, routing of the CLNP packets by the local
Intra-Domain Routing procedure may require the encapsulation of the CLNP
packets within other CLNP packets conveying locally known NSAP addresses. The
decision to encapsulate the CLNP packets and the encapsulation operations
(including the locally known NSAP addresses determination) must be performed by
Inter-Domain Routing, in the BIS wherethe packets enter thelocal RD. Thereverse
operation must be performed by Inter-Domain Routing, inthe BIS wherethe packets
leave the local RD.

Note.— It is important to note however, that when an CLNP packet crosses several RDs,
the routing criteria within each RD may differ. Moreover, a RD may use routing metrics
that are not consistent with the-QQ&Sparameters conveyed within CLNP packets.
Consequently, it may be impossible to optimise a given criterion all along the end-to-end
path.

Overview of | SO/IEC 10589

ISO/IEC 10589 is for use within a single routing domain, and enables Intermediate |
Systems (1 Ss) to learn thetopology of their local routing domain, and toidentify thequality
of service available over each potential path to a given destination.

ISs within a Routing Domain may discover each other dynamically using the
I SO/IEC 9542 Intermediate System Hello message. They then usespecific ISO/IEC 10589 |
hello messages to determine each other’s exact status.

The protocol supports a type of routing procddwen as a link state routing. In link
state routing, Intermediate Systems broadcast information about their local environment
to all other Intermediate Systems within the routing domain. Each system thereby builds
up a complete “topological map” of the entire routing domain.

Under ISO/IEQ0589, periodically, and whenever topg}y changes occur, each IS |
constructs a Link State Protocol Data Unit (LSP). This is then copied (flooded) to all other
ISs within the same routing domain. Where possible, this is by direct transfer, but may
involve I1Ss forwarding LSPs to other ISs, when ISs are not fully interconnected.
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3.34.455 In general terms, an LSP identifies the generating IS’s neighbour ISs (i.e. thoshielith |
it has active communications links), the End Systems (ESs) to which the IS also Ras [links,
(discovered by ISO/IEC 95429nd the quality of service metrics pertinent to each link. |
Once an IS has available to it the current LSP from every active IS, it can construct the
topological map of the routing domain, and then perform routing decisions using a suitable
routing algorithm, such as “shortest path first”.

3.3.4.45.6 Clearly, as the number of ISs and ESs increases, the overhead involved in LSP transfer will
increase rapidly, and to ensure that the overhead does not become excessive the ISO
standard structures a Routing Domain into one or more Routing Areas.

3.34.456.1 Routing Areas

3.3.4.45.6.1.1 Arouting domain is made up of a set of routing areas, each characterised by a set of unique
address prefixes known as the area addresses; all Network Addresses within the same
routing area must be prefixed by one of these area addré#ises two ISs discover each |
other, they will determine whether or not they are in the same Routing Area.

3.3.4.45.6.1.2  Within a given routing area, each IS will generate an LSP specific to the routing area
(Level 1 LSP), and flood it to all other ISs within the same routing area. This LSP
identifies:

a) the address prefixes of their local End Systems (and of the IS itself);

b) theidentity of adjacent ISs (i.e. those ISs in the local routing area with which the IS
is in communicationgnd can exchange ISO/IEC 8473 PDUs) and the associated |
quality of service parameters; and

c) the identity of adjacent End Systems (i.e. those ESs in the local routing area with
which the IS is in communicatiorad can exchange NPDUSs) and the associated |
guality of service parameters.

3.3.4.45.6.1.3 Throughlevel 1 LSPs, each IS thus learns the current topology and connectivity of its local
routing area. Note that Level 1 LSPs may be received from ISs in other routing areas, but
these will be discarded when it is determined that there is no overlap in the area addresses
covered.

3.3.4.45.6.1.4  Within each level 1 routing area some ISs also operate as level 2 routers, and identify
themselves as such in their level 1 LSPs, and during the dynamic discovery phase.

3.3.4.45.6.1.5 Level 2 routers flood a second type of LSP (Level 2 LSP) to all other Level 2 routers in the
routing domain (i.e. both within the local routing area and all other routing areas). A level 2
LSP identifies:

a) the set of area addresses that characterise the local routing area;
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b) theidentity of adjacent level 2 ISs (i.e. the level 2 1Ss in the routing domain with
which the IS is in communications and can exchange NPDUs) and the associated |
quality of service parameters; and

c) the address prefixes of any End Systems, or groups of End Systems, which are
reachable through the level 2 1S, but are not included in the set of area addresses.
These are typically address prefixes for destination in other routing domains and
reachable through this IS,

3.34.456.1.6 Levd 21Ssarethusabletolearnthe current topology of thelevel 2 subdomain and hence
the connectivity of level 1 routing areas. Access points to other routing domains are also
identified. NPDUs destined for addresses outside of a local routing area, may be sent by
alevd 1only IStoitsnearest level 2 1S, and henceto aleve 2 1Sin thedestination routing
area, or to one from which the destination address is reachable. It may then be forwarded
to the actual destination.

3.3.4.45.6.1.7 Thistwolevd hierarchy allowsvery largerouting domainsto be constructed. M ost changes
aretypically limitedtothelocal routing area, and only major changes affect level 2 routing,
but without consequential level 1 LSP exchanges in other routing areas. The extent of
routing information exchange is thus limited, with only a marginal effect on routing
efficiency.

3.34.456.2 Partition Repair

3.34.45.6.2.1 Levd 1routingareas may becomedisjoint, either dueto failures or mis-configuration, and
ISO/IEC 10589 has the ability to repair such failures by routing between level 1 routing |
area partitions through the level 2 subdomain. Thisis a hecessary function since the level
Vleve 2 structureisessentially anartificial onecreated to maintain efficiency, andit would
be highly undesirable to prevent communications when a path exists and the only barrier |
to communicationsis a purely artificial constraint. |

3.3.4.45.6.2.2 Partition repair is effected by the level 2 IS that is the partition designated lintermediate |
Ssystem. All level 2 1Ss within a non-disoint level 1 routing area can identify each other |
through their level 1 LSPs, and rules exist to determine the partition designated
lintermediate Ssystem. Leve 2 ISs report the current partition designated lintermediate |
Ssystem for their local routing areain Level 2 LSPs. |

3.34.45.6.23 If apartition designated |intermediate Ssystem receves alevel 2 LSP froman I1Sinthe |
samerouting areawhichreportsadifferent partition designated lintermediate Ssystemthen |
a digoint routing area is assumed. NPDUSs to be transferred between the partitions are
routed through each partition’s partition designatetbtmediate §/stem. |

3.3.4.45.6.3 Support for Inter-Domain Routing
3.3.4.45.6.3.1 ISO/IEC 10589 alsowognises that some ISs may also be Boundary ISs, that is they are

at the periphery of Routing Domain and have links to other similar Boundary ISs in other |
Routing Domains. In order to support routing to such Boundary ISs, Level 2 LSPs may
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3.345.1.1.1

3.3.4.5.1.1.2

3.3.4.5.1.13

3.3.4.5.1.14

3.3.4.5.1.2

3.34.5.1.21

carry Reachable Address Prefixes. Theseareaddress prefixesthat characterisetheRouting
Domainsreachablethrough agiven Boundary IS, and theintra-domain routing functionis,
using this information, able to route NPDUs addressed to systems in other Routing
Domains, and via the appropriate Boundary IS.

I DRP I mplementation Considerations
Overview

| Sswithin the same Routing Domain communicatewith a high degreeof mutual trust. They

accept unquestioningly therouting information supplied to them, with the consequencethat

bad routing information will lead to routing problems. This is acceptable in this
environment because all these systems will be under the same administrative authority.
However, when “firewalls” are required between different parts of an Administrative
Domain, or when communicatiohstween different Administrative Domains is necessary, |
then a different approach is required.

ISO/IEC 10747 specifies a routing information exchange protocol for use between Routing
Domains,i.e. when the environment is one of mutual distrust and/or when firewalls are
required. The protocol does not operate between any IS, but only between specially
designated Boundary Intermediate Systems (BISs). A BIS can be regarded as fulfilling the
same role as the Internet's Exterior Gateway.

Multiple BISs within the same Routing Domain are permitted. Their behaviour is
co-ordinated so that they operate as if they were the same BIS. A Routing Domain always
provides consistent routing information regardless of how many B$Ssufiports. |

The protocol - the Inter-domain Routing Protocol (IDRP) - is naturally connection mode
and is specified to operate over ISO/IEC 8473. Bt#mect to one another and exchange
routing information over these BIS-BIS connections.

IDRP is a vector distant routing protocol. BISs advertise to another BIS, only the routes
that they want to advertise to that BIS. The protocol is said to be policy driven, in that
routes are only advertised when permitted by the effective Routing Policy, and contain only
the information the Routing Policy allows to be advertised. IDRP is introduced in this
section and presented in more detail in sectioBi3after5 |

Routing Policy

Within an OSI RD, in general routing decisions are made on the basis of performance,
taking into account the-Q&@®S available over a given subnetwork connection and the |
QO566Srequired by the sender of an NPDU. However, routing between RDs is also
subject to the imposition of Routing Policy, where a Routing Policy is a set of rules laid
down by an Administrator responsible for a RD that primarily determine:
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3345122

3345123

334513

3345131

3345132

3345133

a)  whether the RD permits NPDUs for which neither the source nor the destination is
inthe RD to transit through the RD, and if so, the RDs to which transit facilitiesare
offered; and

b) theinternal NSAP Addresses for which routes are advertised to adjacent RDs, and
the scope of any further distribution.

Routing Policy isnecessary because even when connectivity exits, when systemsareowned
by different organisations, those organisations will want to exercise control over the use
made of connections so that only those users authorised to use a communications resource
may do so, and that data only passes through physical systems and communications
networks that are trusted to undertake the required task and provide the @6SQoS
demanded. For example, a CAA or Aeronautical Industry administrative domain may
choose to restrict the outside ATN domains that may use its routing services based on
security or other policy related requirements. In general, an ATN domain may receive
Operational Communications, Administrative Communications and/or APC related
traffic. Depending on its policies, a domain may choose to exclude the reception or
transmission of these traffic types.

The overhead of routing policy is not always necessary, and that is why RDs exist. A RD
isingeneral no morethan a set of interconnected systems where routing may be performed
on performance considerations, and where a simple and robust intra-domain routing
protocol may as a result be implemented.

BI S-BI'S Communications

BISs exchange routing information in a pair-wise fashion. They use the services of
ISO/IEC 8473 to communicate routing information; the BIS-BIS protocol includes
procedures that ensure the reliable transport of routing information, including recovery
from the loss of an ISO/IEC 8473 Data PDU. The BIS-BIS protocol is thus connection
maodein operation and hassimilar featuresto the | SO/IEC 8073 Class 4 transport protocol.

BISs must establish BIS-BIS connections prior to the exchange of routing information. If
morethan oneBISis present in aRD then these BI Ss must form BIS-BI S connectionswith
each other. The BISs within a RD form BIS-BIS connections with BISs in other RDs
according to configuration information provided by a System Manager. WhentwoRDsare
linked by a BIS-BIS connection, then the RDs are said to be adjacent to each other. A
BIS-BIS connection is established following the exchange of OPEN PDUs between two
BISs.

Each BIS maintains two information bases per BIS-BIS connection. These are the
Aadj-RIB-out and theadj-RIB-in. A BIS placestheroutesit wishes to advertiseto another
BIS in the Aadj-RIB-out. The BIS-BIS protocol then copies the contents of the
Aadj-RIB-out to the corresponding Aadj-RIB-in in the remote BIS, and subsequently
ensures that they remain identical. A BIS may then use the routes received into an
Aadj-RIB-in as it wishes.
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TheBIS-BIS protocol usesthe UPDATE PDU to copy routes from the Aadj-RIB-out. An
UPDATE PDU may carry multiple routes and may advise on theremoval or replacement
of existing routes. When an UPDATE PDU is received, the BIS updates the appropriate
Adj-RIBs-ith. ThereisalsoaRIB REFRESH PDU for periodic re-synchronisation of the
Aadj-RIB-out and Aadj-RIB-in.

TheBIS-BIS protocol maintains the Adj-RI1B-out and Adj-RIB-in synchronisation aslong
as the BIS-BIS connection exists. If the connection is lost then the associated information
bases, and the routes are discarded.

TheBIS-BISprotocol isfull duplex and UPDATE PDUsaretransferred in both directions.
Contained intheUPDATE PDU isprotocol control informationto provideflow control and
reliability through retransmission. When there are no routes to be exchanged, a separate
KEEPALIVE PDU may be exchanged to keep the connection open. The BIS-BIS
connection may be explicitly terminated through use of a CEASE PDU.

Routing Policy information is exchanged as part of a route to the extent of information
limiting the scope of its onward distribution. However, the main impact of routing policy
is on the manipulation of routes within a BIS.

SNDCF I mplementation Considerations

The ATN specification is predicated on the use of the Connectionless Network Protocol
(CLNP) specified in ISO/IEC 8473. CLNP provides the unifying end to end internetwork
protocol. However, it is necessary to provide an adaptation mechanism in order to use
CLNP over each different typeof subnetwork encountered. Such an adaptation mechanism
is called a Subnetwork Dependent Convergence Function (SNDCF). Such adaptations
concern how CLNP packets are encapsulated for transmission over different types of
subnetwork, and how |CAO specific requirements, such as priority are managed. On the
receiving side, indications of subnetwork congestion may also be recorded by the CE-hit.

SNDCFsfor Fixed Data Networks

ISO/IEC 8473 provides several standard SNDCFsfor usewith common subnetwork types
including | EEE 802 compatible EANSLANs and | SO/IEC 8208 WANS. These SNDCFs
should be used whenever possible. Industry standard approaches have al so been devel oped
for other subnetwork types including Frame Relay and these should be used whenever
possible. ICAO has also developed the specification for use of CLNP over the ICAO
CIDIN subnetwork.

FheMobile SNDCFs

The mobile networks are a key component of the ATN. Some Air Traffic Control (ATC)
applications require a data link between an Air Traffic Control Centre and each aircraft
under its control; this requirement is satisfied by the mobile networks. However, theusable
bandwidth of each mobile network islow. ATC applicationstend to consist of theregular
exchange of short messages and, in such an environment, the size of the CLNP header
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becomes a serious overhead. Considering this, ICAO has developed a set of procedures,
and supporting protocol, to provide compression of CLNP headers over low bandwidth
data links.

3.34.6.3.2 Several different compression mechanisms are available for use over low bandwidth
subnetworks and the M obile SNDCF provides a common specification for the negotiation
of an appropriate set of compression mechanisms for a given data link. The available
compression mechanisms are;

a) the Local Reference (LREF) compression mechanism. When this specification is
used, a CLNP header of theorder of sixty octets can be compressed down to at most
fourteen octets, and

b)

i ‘ ata stream mode compression
using the Deflate algorithm. ThIS is atwo-staqe compression mechanism which first
removes redundancy in the data stream by replacing re-occurring strings by
backward referencesto previous occurrences of such strings, and inthe second stage
replaces these backward references as well as strings for which no backward
reference exists with shorter symbols which are dements of a Huffman Code s&t.

3.34.6.33 Overview of LREF Compression Algorithm

3346331 L REF compressionisspecified for useover ardiablevirtual circuit. Itis adirectory based
compression algorithm that replaces the NSAP Address pair and ATN Security Labe in
a CLNP header with a single integer (thelocal reference). Separate directories and hence
local references may be used for each virtual circuit, or for groups of virtual circuits. The
compression algorithm is described as follows.

3.34.6.332 Whenever a CLNP packet is queued for transmission over the virtual circuit, the local
directory for that virtual circuit is queried to seeif an entry exists for which:

a) theoutward NSAP Addressis identical to the packet’s destination NSAP Address;
b) the inward NSAP address is identical to the packet’s source address;
c) the protocol version number is the same as that contaitieel packet header; and |

d) either the security parameter is absent in both cases, or the security parameter in the
directory is identical to that in the packet header.
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If the above conditions are+s satisfied, and the packet header does not contain the source |
routing or route recording optional parameters, or morethan seven octets of padding, then
the CLNP packet header may be replaced by a compressed header. |

Theactual format of the compressed header is dependent on whether the segmentation part

is present in the original packet header and, if so, whether the packet is a derived or initial

PDU. In al these cases, the compressed header includes the priority (if present) and the

QoS Maintenance bits (if present) in a packed form, and thelocal directory entry number,

as the “local reference” field. The segmentation part, when present, is copied unchanged
in to the compressed header.

When a packet with a compressed header is received, the local reference is extracted and
the corresponding entry found in the local directory. The original PDU header is then
reconstructed from the information contained in the local directory and the compressed
header.

Note that the reconstruction of the packet header does not aim to restore the padding octets,
if any, to their original values. For such reasons the algorithm is not applied to CLNP
packets encapsulated by a security protocol such as NLSP, which generates an integrity
check on the entire packet.

If, when a CLNP packet with a compressed header is received, the indicated local directory
entry does not exist, then this is an error condition reported to the peer SNDCF by the local
management protocol. An SNDCF Error PDU is specified for this purpose.

Creating Local Directory Entries

A local directory entry is created when a CLNP packet is queued for transfer over the
virtual circuit and no suitable entry could be found in the local directory. An entry is then
created using the source and destination NSAP Address (inward and outward NSAP
Addresses), protocol identifier, and security parameter (if present) in the packet header.
Each side of the connection has a range of entry numbers (local references) which it is
permitted to allocate, and a suitable (unused) entry number is selected from that range, to
correspond to the newly created directory entry.

The allocated directory entry number is then inserted into the packet header as a new
optional parameter, and the packet header and segment lengths and header checksum
adjusted to ensure that the header is syntactically correct. The packet is then transferred
over the virtual circuit.

Whenever an uncompressed CLNP packet is received over a virtual circuit supporting the
Mobile SNDCEF, its header is inspected for the addition of such a local reference parameter.
If found it is removed, the header and segment lengths and checksum adjusted
appropriately, and a local directory entry created for that local reference using the source
and destination NSAP Address (outward and inward NSAP Addresses), protocol identifier,
and security parameter (if present) in the packet header. By such a mechanism the local
directories are synchronised. As the definition of the inward and outward NSAP Addresses
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is asymmetric, a local reference may be used in dther direction with the same, albait
reversed, semantics.

Oncealocal directory entry iscreated, it remainsvalid for thelifetimeof thevirtual circuit;
thelocal directory is disposed of whenthevirtual circuit is cleared. Communications over
mobile subnetworks is typically for alimited period, and directory sizes can generally be
chosen such that thereis sufficient capacity availablefor thelifetime of thevirtual circuit.
If the directory becomes full then packets between further NSAP pairs are simply sent
uncompressed.

However, it is possible that in some circumstances, the communications path may belong
lived and it will be necessary to re-use directory entries. To satisfy such requirements, the
use of the local reference cancelation mechanism may be negotiated when the connection
is established.

Re-use of Directory Entries

Two local management protocol packets are specified for this purpose. A local reference
cancellation request PDU enables one side of thevirtual circuit to identify arange of local
references (under its control) that it wants to cancel, and hence make available for re-use.
When such aPDU isreceived, theidentified local references are cancdlled, and aresponse
PDU returned. Once a response PDU has been received by theinitiator of the cancellation
request, then the local references can be re-used.

Certain error conditions may indicate that the local directories at each end of the virtual
circuit havelost synchronisation. if thissituation occursthenthevirtual circuit isreset, and
thelocal directories returned to therr initial state.

Overview of the Delate Compression Algorithm

>To be deve opped<
I mplementation M odel

The current generation of ICAO Mobile Networks all provide a network access service
compliant with ISO/IEC 8208 (ITU-T recommendation X.25), although the VDL Maode
3 Subnetwork offers a frame mode service interfacein addition. The CLNP specification
aready provides a set of proceduresfor passing CL NP packets over X.25 virtual circuits;
| SO/IEC 8473 defines such procedures asa Subnetwork Dependent Convergence Function
(SNDCF). The procedures for compression of CLNP headers over ICAO Mobile
Subnetworks are based on the X.25 SNDCF, and indeed may be negotiated down to this
SNDCF. The specification of these procedures is known as the Mobile SNDCF.

The implementation mode for the Mobile SNDCF is illustrated in Figure 3.3-9
Implementation Modd of the M obile SNDCF. Notethat the specification is not necessarily
restricted to X.25. Inprinciple, this specification may bereadily adapted to any connection
mode data link.
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The compression procedures are assumed to be implemented over a single data link
between two routers, or a host and a router. In very simple topologies, they could be
implemented between two hosts. Thefigureillustrates the typical case, which is between
two routers, with the illustration of each router simplified such that only a single
subnetwork stack is shown.

From an architectural perspective, the CLNP implementations in each router exchange
CLNP Dataand Error Packets over an X.25 virtual circuit using the procedures specified
by the Mobile SNDCF. In addition, the implementations of the M obile SNDCF also need
to exchange information related to the management of the compression algorithm. A local
management protocol is specified for this; this protocol is passed over the same virtual
circuit as are CLNP packets with compressed headers.

Notethat theformat of the compressed headersis such that they can bedistinguished from
normal CLNP packets, and as wdl as IS-IS, ES-IS and NLSP packets, and the local
management protocol.

In each router, the Mobile SNDCF maintains a local directory for use by the LREF
compression algorithm. A separate local directory is maintained for each virtual circuit
over which CLNP header compression isin use. This is true even when more than one
virtual circuit is concurrently available to the same Rrouter or End Systemhest. The local
directory contains the state information specific to the operation of the compression
algorithm over a single virtual circuit, and the prime purpose of the local management
protocol is to maintain synchronisation of the local directories at each end of a virtual
circuit.

Router A Router B
CLNP Packets
CLNP CLNP
Di%ggt%:ry | Mobile Compression Management Protocol Mobile Local
SNDCF SNDCF Directory
X.25 DTE X.25 DTE

Mobile
Subnetwork

Figure3.3-9. Implementation Model of the M obile SNDCF
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3.34.6.4.7 Thelocal directory consists of entries numbered from zero to a maximum of 32767, each |
entry consisting of:

a) apar of NSAP Addresses, known as the inward and outward NSAP Addresses
respectively;

b) thelSO/IEC 8473 protocol version number; and |

c) thevalueof thesecurity options parameter (seel SO/IEC 8473 Clause 7.5.3), which

may be empty.-and |

I

3.34.6.4.8 Tthedirectory isinitially empty. Theminimum directory sizethat may besupportedis128 |
entries. |

I

3.3.4.6.4.9 Note that the algorithm is suitable only for uses of the security parameter that support |

“simple security”, such as passwords or simple traffic class identifiers, which are likely to
be constants for packets sent between the same NSAP pair. It is not suitable for “strong
security” where the security parameter contains a checksum (encrypted or otherwise)
binding the contents of the security parameter to the packet’s user data.

3.4 ATN Routing
34.1 I ntroduction
3411 Within a Routing Domain, there are no special routing requirements for the ATN. Standard

routing protocols, such as ISO/IEC 10589 may be used unmodified and the only problem
that implementors are likely to encounter is the presence of the ATN Security Label. Some
vendors’products may not be able to handle this without modification to the product. |
However, many commercially available products can be configured to ignore a CLNP
Security Parameter when present. Such a feature is essential for use with the ATN and
routers within an ATN Routing Domainill typically be configured to ignore the CLNP |
Security Parameter and hence the ATN Security Label.

3.4.1.2 However, routing between ATN RDs does need to consider ATN requirements and,
generally, specially adapted ATN Routers will need to be used. In many cases, this
adaptation is no more than the capability of using IDRP with the ATN Security Label.
However, those routers that occupy key ATN roles, such as Air/Ground Routers and ATN
Backbone Routers will also need to handle and apply ATN specific Routing Policies, in
order to support routing to mobile systems.

3.4.1.3 The following sections areis—Chaptericoncerned with describing how IDRP works, |
how it is used in the ATN to support routing to both fixed and mobile systems, and the
routing policies that have been adopted.
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34.23

34.24
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Background to IDRP

The OSl Routing Architecture described in ISO/IEC TR 9575 describes a routing
architecture in which there are three different sets of requirements for routing protocols:

a) thereisaneed for the communication of routing information between End Systems
and Intermediate Systems. This requirement is satisfied by |SO/IEC 9542;

b) thereisaneed for the communication of routing information between Intermediate
Systems within the same Routing Domain. Thisrequirement is satisfied by |SO/IEC
10589; and

c) thereisaneed for the communication of routing information between Intermediate
Systemsin different Routing Domains. ttiste-sattsfy-tThis requirement is satisfied
by ISO/IEC 10747 that-(| DRP)-was teveloped.

In fulfilling the role of an inter-domain routing protocol, IDRP has to exchange routing
information in what is described as a domain of limited trust. Theinformation exchanged
has to be limited to the minimum necessary to advertise the existence of a route without
revealing any more about the internal topology of a Routing Domain, or its connectivity
with other RDs. Furthermore, the information received by IDRP has to be interpreted
according to local policy rather than accepted at face value, and the decision on whether
to advertise aroute is a matter of policy.

Scalability isalsoamajor consideration behind thedevelopment of IDRP. Theinter-domain
routing environment can potentially grow without limits, and IDRP must be able to cope
with this without imposing limits on the growth of the internetwork.

In addition to meeting the requirements of ISO/IEC TR 9575, the ISO/IEC 10747
Inter-Domain Routing Protocol was also heavily influenced by the work done on policy
based routing in the TCP/IP Internet and, as such is a direct descendant of the Border
Gateway Protocol (BGP) family of routing protocols used between Internet Service
Providers and large users.

Choice of IDRP for the ATN

IDRP was chosen for ATN use early on in the development of the ATN ICS SARPs. At
that time, it was till adraft standard and the aeronautical community was abletoinfluence
the development of IDRP in order to ensurethat it fully met ICAO requirements.

IDRP was chosen because a need was identified for a routing protocol to support the
routing of data to maobile systems wherever they may be. Such a protocol was required to:

a work in an environment comprising many different Service Providers,
Administrationsand other Organisations, both co-operating and competingto provide
services to the aeronautical community;
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3434

344

3441

34411

34412

b) berdiable with no single point of failure and permitting the concurrent availability
of multiple alternative routes to a given mobile system;

c) track the changes in connectivity and hence paths to mobile systems, in a timey
manner, meeting the requirements of aeronautical applications; and

d) permit theoperation of various organisational policiesincluding control over theuse
of air/ground data links and controlled use of different ground data links by different
classes of traffic.

Both Link Stateand V ector Distant models of routing information exchange protocolswere
studied. However, the Link State mode was quickly rejected given the low bandwidth
available on air/ground data links and the high amount of traffic expected with Link State
Routing Protocols. Ontheother hand, theVector Distant mode appearedwell suitedtolow
bandwidth links as, in principle, only the minimum amount of routing information needs
to be exchanged.

IDRP was specified asavector distant protocol and had been designed to support multiple
aternative routes and policy based routing. However, it lacked a mechanism to support
choices of data links based on organisational policy. Thisrequired extrainformation to be
carried in each route, and, following ICAO representations to 1SO, a general purpose
mechanism was added in the form of the Security Path Attribute. IDRP then fully met
ICAO requirements for the ATN routing protocol and was adopted as such.

IDRP Overview

General

IDRP is a routing information exchange protocol that supports:

a) the advertisement to routers in another Routing Domain of routes to local
destinations;

b) the re-advertisement of routes received from routers in other RDs to a router in
another Routing Domain;

c) thepolicy based interpretation of routing information received from other routers
including a decision on a choice between alternative routes to the same destination;

d) policy based control over the advertisement and re-advertisement of routes; and
€) theredisation of large scaleable itnternetworks.

IDRP is architecturally described by the protocol and process modds shown-+espectively
in Figure 3.4-1 and Figure 3.4-2, respectively.
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34.4.13 As a routing information exchange protocol, IDRP is aways implemented on an
Intermediate System (1S). Further, such an IS is always at the boundaries of a Routing
Domainandisthereforesaid to beaBoundary Intermediate System (BIS). Thel DRP entity
on a BIS may communicate with many other BISs simultaneously, both within its own
Routing Domain, and in other RDs. This communications follows the connection-mode, |
i.e. the reliable exchange or routing information is supported within the context of an |
agreed association supporting both flow control and error recovery, and is supported by a
specially defined BIS-BIS protocol. The BIS-BIS protocal is a simplified version of the
ISO/IEC 8073 Class 4 Transport Protocol, and uses the services of the Connectionless |
Network Protocol (CLNP) for data transfer between two aAdjacent Bl Ss. |

34414 Clearly, the BIS must have a way of routing CLNP PDUs to adjacent BISs that is not
dependent upon IDRP routing information exchanges, and this imposes limitations on the
interconnection scenariosfor Bl Ss. WithinaRouting Domain, another routing information
exchange protocol (such as | SO/IEC 10589) can be assumed to be available and hencethe
only requirement is that a path exists between two BISs; any number of subnetworks and
routers may betraversed aslong astherouteis navigableusing | SO/IEC 10589. However,
between RDs, no such routing information exchange protocol is available. IDRP can
therefore only be used to communicate between Bl Ssindifferent RDs, when such BlSsare
directly interconnected by areal subnetwork (e.g. aleased ling, X.25 virtual circuit, etc.),
although a single IDRP adjacency may be supported by several subnetwork connections

inparalld.
34415 The CLNP forwarding information necessary for BIS-BIS communications is typically |
BIS BIS
BIS-BIS BIS-BIS
CLNP CLNP

ﬁ Subnetwork ﬁ

Connection

Figure 3.4-1. IDRP Protocol Model

ather configured into a router as a static route by a System Manager, or by using the
“External Reachable Addresses” as defined in ISO/IEC 10589.

3.44.1.6 The messages exchanged by the BIS-BIS protocol are typically used to advertise one or
more routes, where a route is said to comprise:
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3.4.4.1.7

34.4.1.8

3442

34421

3.44.2.2

3.4.4.2.3

3.4.4.3

3.443.1

a) asd of destinations; and
b) information describing the path to such destinations.

These routes are then processed by IDRP both for use in local routing of data, and for
re-advertisement to other BISs.

IDRP processes the routes it receives from adjacent BISs (and locally provided routes) |
according to the process modd shown in Figure 3.4-2.

FheAdj-RIB-in |

All routesreceived from an adjacent BIS arefirst recorded in an input database known as
theAdj-RIB-in, wherethereisadifferent Adj-RIB-in for each adjacent BISwith whichthe

BIS is in communications. Indeed, there may even be multiple Adj-RIB-ins for a given |
adjacent BIS, when more than one set of “distinguishing path attributes” is supported
(see 3.4.5). In such cases, there is a separate set of routes for each set of distinguishing
path attributes.

The routes received from adjacent BISs are then processed by a Route Decision process.
This acts upon all routes received so far. The Route Decision process firstly copies all
routes received from BISs in other RDs to all the BISs in its local Routing Domain. This
process is known as internal distribution and ensures that all BISs within a single Routing
Domain share a common view of the outside world. Of course, it is possible that there may
be two or more routes in different Adj-RIB-ins to the same destination. In such cases, the
Route Decision process chooses the most preferable for internal distribution and ignores
the rest.

The mechanism by which the most preferable route is computed is essentially a local
matter, and is the first instance where we see the notpmhioy appearing in IDRP. Local

policy determines the order of preference of otherwise equal routes, and may even exclude
certain routes because they are, perhaps, deemed unreliable, too costly, or there is no
contractual agreement for their use.

FhelLoc-RIB |

The Routing Decision process then selects routes for local use. This includes routes
received from BISs in the local Routing Domain, external RDs and local routes provided
either by a System Administrator or by intra-domain routing. This decision process is much
like that described above where local policy is used to discriminate between routes to the
same destination. The difference is in the scope of the routes acted upon and, in this case,
the set of selected routes is placed in the Loc-RIB. The Loc-RIB is the Local Routing
Information Base and there is one Loc-RIB for each set of distinguishing path attributes
supported.
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3.4.4.3.2

34.4.4

34441

3.44.4.2

The routes in the Loc-RIB are used to generate information for the BIS’s Forwarding
Information Base (FIB). Thisisthedatastructureused by CLNPfor forwarding PDUsand
it should benoted that IDRPisnot theonly source of informationfor theFIB. Intra-domain
routing and the System Manager are other possible sources.

FheAdj-RI B-out I

The Loc-RIB is also the primary source of the routing information advertised to BISs in

other RDs. For each known adjacent BIS a further set of routing policy rules has to be

defined that determine which routes are sdected from the L oc-RIB(s) for advertisement to

each adjacent BIS. For each BIS, the selected routes are copied to another database — the
Adj-RIB-out(s) From here, they may be advertised to the remote BIS. This process is |
known as external distribution and contrasts with the internal distribution mechanism used

to copy received routes to BISs in the same RD.

As a minimum, the routes to local destinations are selected from the Loc-RIB(s) and copied
to the Adj-RIB-out(s). A BISs routing policy rules may also select routes received from
BISs in other RDs and re-advertise them to a BIS in another Routing Domain. In the
former case, the BIS does not, in consequence, offer any transit facilities for routing
between other RDs, and the local Routing Domain is hence known as an End Routing
Domain (ERD). In the latter case, transit facilities are offered and the local Routing

Policy
—> " Adj-Rib-in i Adj-Rib-out
From To
Adjacent Route Adjacent
BISs Decision BISs

O T
Loc-Rib

FIB

Figure 3.4-2. I1DRP Process Model
Domain is known as a Transit Routing Domain (TRD).
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34443

3445

34451

34452

34453

3.4.4.6

34461

It should be noted that the ATN explicitly prohibits the re-advertisement of routes where
it is clear by examining the route’s trace information that, to do so, would constitute a
routing loop. Thisis very important as validation work has shown that if thisis not done,
false routes can be generated that persist for alengthy period.

Route Aggregation

A further feature of IDRP is Route Aggregation. This is when routes in the same
Adj-RIB-out are grouped together prior to their advertisement to another BIS, and merged
or aggregated to form a single route. The routes that are to be aggregated are selected by
Routing Policy, although the actual process itsdf is algorithmic and fully defined in the
ISO/IEC 10747 sStandard.

Thebenefit of thisprocessisthat it reduces the number of routes that need to be advertised
to another BIS which, in turn, reduces the overhead of routing information exchange, and
is an important contribution to ensuring scalability. This is because, if an internet is to
grow without bounds, then the amount of routing information that a sender needs to know
about a given destination should decrease, the further away that destination is from the
sender. Essentially, the granularity of routing information should get coarser as it is
advertised from BIS to BIS, and Route Aggregation is the first stage in this process,
reducing the number of routes advertised.

Route Aggregation is also automatically performed when more than onerouteis seected
fromalLoc-RIB that hasidentical NLRI (i.e. they havethe samedestination). For example,
this will occur when two routes to the same destination have different security path
information. In order to avoid theimplementation of thefull Route Aggregation procedures
inroutersthat do not otherwiseneed them, the ATN ICS SARPs have specified asimplified
procedure known as Route Merging. This procedureis only appropriate when aggregating
routes with identical NLRI and avoids have-te-implemention of the aggregation rules for
the aggregation of the route trace information.

Route I nformation Reduction

Thereduction of routinginformationisthen completed by another process, known as Route
Information Reduction. Route Information Reduction is again policy based, and is a
mechanism by which the set of NSAP Address Prefixes that describe the destination(s) of
aroutesis replaced by a set of shorter NSAP Address Prefixes. Typically, awhole set of
prefixes is replaced by a single NSAP Address Prefix, and the policy rule that specifies
such areplacement has been formulated taking account of theknown distribution of NSAP
Addresses in a given part of an internet. Provided that NSAP Addresses have been
alocated such that RDs that share common (shorter) NSAP Address Prefixes, are closer
together in network topology terms, than RDs that are further apart, then Route
Aggregation and Information Reduction rules can be formulated, that aggregate many
routes together into a single route to a whole region of the internet, thus enabling the
important objective of scalability.
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3.4.4.7

34471

3.4.4.7.2

3.4.5

3451

34511

34512

34513

Routing Domain Confederations

Thelast important feature of IDRP worth describing isthe Routing Domain Confederation
(RDC). Thisisagenerally useful concept that also hel psin building scaleableinternets. An
RDC is simply a named set of RDs, and the formation of an RDC is done by mutual
agreement. RDCs may contain RDs and RDCs and may be both nested and overlapping.

Routing Policy rules may reference RDCs as a convenient way of referring to groups of
RDs in Routing Policies. However, their most important useis in providing well defined
containment boundariesfor Route Aggregation and I nformation Reduction, andinreducing
thetraceinformationthat IDRP appendsto every route. As containment boundaries, RDCs
can readily identify the groups of RDs that share a common NSAP Address Prefix, and,
ideally, an RDC boundary is positioned where Route Aggregation and Information
Reduction is to be performed, enabling both a reduction in the number of routes, while
ensuring minimal trace and addressing information.

The ATN Security Path Attribute
General

In IDRP, the information that describes aroute, in addition to a route’s destination(s), is
known as the path information. In turn, the path information consists of a set of path
attributeswhich provideinformation on, for example, wheretheroute passesthrough (trace
information), restrictions on to which RDs a route may be passed, and information about
the Quality of Service available over the route, protection offered and access rights. The
Quality of Service and Security path attributes are known as the distinguishing path
attributes, asroutes that have different combinations of such attributes but share the same
destination(s), are still regarded as different routes.

Thereason for thisisto enableroutersto makeavailableroutes to the same destination that
may offer a different Quality of Service, or different Security. When NPDUs are
forwarded, the sender’s request for a distinct grade of service may then be matched with
theroutes available, and the most appropriate chosen. In IDRP terms, each distinct set of
Distinguishing Path Attributes is known as a RIB attribute set or just RIB-Att. Each
RIB-ALt is regarded as describing a completely different domain of routes and a BIS will
maintain aseparate L oc-RIB for each RIB-Att it supports. Similarly, adistinct Adj-RIB-in
and Adj-RIB-out is maintained for each RIB-Att in common with a given remote BIS.

TheATN does not make use of the Quality of Service path attributes. However, it doesuse
the IDRP Security Path Attribute and uses this to labedl a route with information used to
satisfy various user palicies. ATN Routers therefore support two distinct RIB-Atts: the so
called empty RIB-Att for routes that have no security information (and no other
distinguishing path attributes), and a Security RIB-Att for those that do have security path
information. Theformer routes areonly used for General Communications, whilethelatter
routes are used for both ATSC and AOC applications data.
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3.4.5.2.3

3.4.5.3

3.4.53.1

3.4.5.3.2

The ATN ICS SARPs specify that the Security Information contained within an IDRP
Security Path Attributeis used to convey information about thetype of traffic that aroute
can carry and the Air/Ground Subnetworks that theroute may pass over. Thisinformation
is provided by two fields or Security Tags:

a) theair/ground subnetwork type security tag; and
b) the ATSC class security tag.
Fhe-Air/Ground Subnetwork Type Security Tag |

Thistag is added to aroute’s security path information, whenever a route passes over an
Air/Ground Data Link. The tag records the type of air/ground data link (e.g. Mode S,
AMSS, etc.) and the traffic types of data that can pass over the data link (e.g. ATSC,
AOC, etc.). If morethan onetype of Air/Ground Data Link concurrently supports access
to the same aircraft, then atag is added for each such data link.

This Security Tag is used:

a) to support the AOC user routing policy requests. These allow an application to
specify which Air/Ground subnetwork type, out of thoseavailable, is used to convey
the data, between air and ground. Such requests are also handled in a “strong”
manner. That is, if the requested Air/Ground subnetwork type is not available, then
the data is discarded; and

b) to avoid data of a given traffic type and addressed to an airborne system, being
routed to an Air/Ground Data Link that does not support the uplink of data of that

type.

This Security Tag will only be found in routes to aircraft. It is never present in routes to
ground destinations except in an Airborne Router. This includes routes that will be used
by data that originated in an aircraft, has been downlinked to an Air/Ground Router, and
is now in the ground portion of its journey. Itntet therefore be used as a general
mechanism for determining the traffic types of data that may pass over a given route.

Fhe ATSC Class Security Tag |

This tag is added to a route when that route has been approved for ATSC data, and,
additionally, identifies the ATSC Class supported. Thetag is added when a route is created.
It can be removed, or the ATSC Class reduced, but it can never be added to an existing
route, nor can the ATSC Class be increased. The actual encoding of the ATSC Class is a
bit-map, so that when routes to the same destination are aggregated, all supported ATSC
Classes can be identified in the aggregated route.

This tag is used to support ATSC User specified routing policy requests. When data has
a traffic type of ATSC, it can only be routed over an ATSC approved route, and this
requirement is met by only forwarding such data over a route with an ATSC Class Security
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3.4.6

3.4.6.1

3.4.6.1.1

3.4.6.1.2

3.4.6.1.3

3.4.6.2

3.4.6.2.1

Tag present. Furthermore, when more than one possible route is available, the route is
chosen that ether:

a) supportsthesame ATSC Classasindicated inthedata’s security label; or, if nosuch
route can be found;

b)  supportsahigher ATSC Class; or, if no such route can be found;-and
c) supportsalower ATSC Class.

Two variants of the ATSC Class Security tag are specified, each providing a different
semantic. The two semantics are:

a) therouteisavailableto both ATSC and non-ATSC data; and
b) therouteisavailableto ATSC data only.

The value of the ATSC Class Security Tag may be modified en route in order to reflect
local policies about the AT SC class support by a given datalink and thetype of traffic that
may be carried over a datalink. Such modifications are always oneway in that the class |
may be lowered and the data conveyed made more restrictive, but the reverse is not
permitted in order to avoid routing “black holes” developing.

Fhe BIS-BI'S Protocol
General

BISs communicate using a network layer protocol specified in ISO/IEC 10747. This is a
connection mode protocol that uses ISO/8E 3 to communicate between BISs over both
real and virtual (i.e. via one or more ISs) links.

The purpose of this protocol is to permit the reliable exchange of routes, between a pair of
BISs. A route is passed between two BISs as the information content of an UPDATE
BISPDU, which is itself transferred as the contents of a single ISO/IEC 8473 DT PDU.
Routes once advertised may also later be withdrawn by another UPDATE BISPDU.

The BIS to BIS protocol itself is concerned with the reliable transfer of UPDATE
BISPDUs.

BI S-BI'S Connections

UPDATE BISPDUs may only be transferred when a connection is said to exist between
a pair of BISs. A BIS-BIS connection may only be established when explicitly permitted
by Systems Management action at both BISs, and once permission has been granted, an
exchange of OPEN BISPDUs (again as the contents of a single ISO/IEC 8473 DT PDU)
initialises the connection.
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34.6.2.2 The OPEN BISPDUSs enable the BISs to identify and authenticate each other; to identify
the RDCs of which they are both members; and to identify the sets of distinguishing path
attributes that they each support. Note that the exchange of OPEN BISPDUs is a
symmetric process and only a single BIS-BIS connection results, even when two BISs
simultaneously issue an OPEN BISPDU.

3.4.6.2.3 OnceaBIS-BIS connection is open, UPDATE BISPDUs may then be exchanged in order
to enable one BIS to advertise routes to the other. Each UPDATE BISPDU carries
sequencing and acknowledgement information in its header which enables each BIS to
detect packet loss and bring about retransmission of lost UPDATE BISPDUSs, and to
support flow control between Bl Ss.

34.6.24 Aslong as routes are being exchanged in both directions then all the protocol information
necessary to maintain reliablecommunicationsistransferred intheheader of theUPDATE |
BISPDU. However, if a BIS has no more routes to advertise, then the protocol provides
what is known as the KEEPALIVE BISPDU. This permits protocol information to be
exchanged in order to keegp the connection open and permit data flow in onedirection, when
thereisno datato sendinthecther. Itisvery similar to an UPDATE BISPDU, except that
it consists purdy of a protocol header and carries no data (i.e. a route).

34.6.25 The BIS-BIS protocol also includes an IDRP ERROR BISPDU to enable protocol errors
to be reported from one BIS to the other, and a CEASE BISPDU in order to terminate a
BIS-BIS connection.

3.4.6.3 RIB Refresh

34.631 Onceroutes arereceived by aBI S, asdiscussed abovethey areenteredinto the appropriate
Adj-RIB-in. TheAdj-RIB-inisconstantly being updated as new routes arereceived and old
ones arewithdrawn. When BIS-BI S connections arelong lived, thereis the possibility that
undetected errors may occur, and so that errors are not perpetuated, the BIS to BIS
protocol permits what is known as a RIB Refresh.

3.4.6.3.2 A RIB Refresh consists of the transfer of a series of UPDATE BISPDUSs corresponding
toall thecurrent routes advertised by the BI S providing the Refresh (i.e. the contents of the
Adj-RIB-outs associated with the BIS-BIS connection), and ddlimited by the RIB
REFRESH BISPDU, whichispart of theBIS-BIS protocol. During arefresh, thereceiving
BIS may comparethereceved routes against thelocal RIB, and rectify any discrepancies. |

3.4.6.3.3 A RIB Refresh may be performed automatically by the “refreshing” BIS, or solicited by
the one receiving the refresh, again using the RIB Refresh BISPDU.

3.46.4 Route Combination

3.4.6.4.1 Route Combination is the combination of two or more routes into a single UPDATE

BISPDU and is an optimisation intended to reduce the number of BISPDUs exchanged
between two adjacent BISs. The principle is that when a BIS has two or more routes that
need to be advertised to an adjacent BIS, and when these routes have the same NLRI, but
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different sets of distinguishing path attributes, then they may be combined into a single
UPDATE BISPDU, which encodes common path attribute values once and once only for
each combined route. By the same process, Route Withdrawals may also beincludedinthe
same UPDATE BISPDU as a newly advertised route.

3.4.6.4.2 When aggregated routes are modified such that the NLRI changes, the original aggregated
route has to be formally withdrawn and its replacement advertised as a new route. To
prevent discontinuities in the availability of the aggregated route, it is important that the
withdrawal of the older route and its replacement take place simultaneously, otherwisethe
availability of the remainder of the aggregated route will be discontinuous with the risk of
temporary lossof communications. Route Combination, inthiscasecombiningwithdrawals
and updates together, is thus essential to the proper operation of Route Aggregation.

3.4.6.5 Authentication and Security

34.6.5.1 Physical Security measures protecting ATN Routers, subnetworks, and other components |
fromattacks, including unauthorised access and physical attacks, will need to beemployed
by Administrations and other Organisations. Each will need to consider what measures are
appropriateto local circumstances. Such mechanisms will be necessary to protect against
Denial of Service attacks.

3.4.6.5.2 Encryption of data links may also be considered as a means of preventing unauthorised
access, especially to prevent Denial of Serviceby preventing unauthorised accesstorouting
information, and hence unauthorised modification of routing information. Such mechanisms
may also be used to protect against the injection of unauthorised messages, although
application specific mechanisms will probably be more appropriate for this.

3.4.65.3 However, when public data networks are used, or when mobile subnetworks using free
radiating media, then protocol specific mechanismsarerequiredin order to protect against
unauthorised access. This includes authentication mechanisms used to protect against
access by unauthorised users. In order to protect the routing information base,
authentication of the provider of IDRP routes is viewed as extremely important.

34654 The IDRP protocol supports a range of authentication mechanisms (referred to as
authentication types 1, 2 and 3) implemented on aper BISPDU basis. Authentication type
1 provides an unencrypted checksum on each BISPDU, and so is not secure, although it
gives protection against arbitrary errors. Type 2 provides protection against masguerade
and modification by use of a checksum on each BISPDU which is encrypted using a
mutually agreed encryption algorithm. Authentication type 3 uses a “validation field” in
each routing protocol exchange to carry a Message Authentication Check (MAC),
generated from an agreed password.

3.4.6.5.5 The ATN ICS SARPs currently require type 1 authentication. However, it should be noted
that this may not be adequate to protect against threats to the routing information base,
resulting from unauthorised access. Type 2 authentication is necessary for this, and may
be mandated on a regional basis where it is believed that such a threat exists, together with
an appropriate security mechanism, sucthadigital Signature Standard specified in |
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3.4.6.5.6

3.4.7

3471

34.7.2

34.7.21

3.4.7.2.2

34.7.2.3

FIPS Pubs 186 and 180. No additional protocol overhead is necessary to support type 2
authentication. The fied used to convey the authentication information for type 2
authentication is also used for type 1 authentication.

Appropriate security mechanisms will also require the distribution and use of encryption
keys. Key Management may be considered as a bilateral matter for ground-ground
connections. For Air/Ground connections, acommon approach will need to adopted in each
region requiring type 2 authentication. For example, a single secret key may be used per
region, and regularly changed (e.g. daily). However, in the future, it may be necessary to
move to a key per aircraft, if the threat increases in significance.

FheRoute Decision Process

The IDRP Routing Decision Process is described as a three phase process, where each
phaseis, respectively, concerned with:

a) thesdection of routes for Internal Distribution (Phase 1 decision);

b) thesdection of routesfor Local Use (Phase 2 decision); and

c) thesdection and update of routes for External Distribution (Phase 3 decision).
Each of these three phases is described below.

Fhe-Phase One Decision Process

The Phase One Decision Process acts on all newly received routes, and on all received
indications of thewithdrawal of an existing route. For each new route, it computesadegree
of preference according to alocal policy algorithm. If that route has the highest degree of
preference out of all known routes to the same destination and same set of distinguishing
path attributes, and it was received from a BIS in a different Routing Domain, then the
routeis copied to the Adj-RIB-out associated with each BIS in thelocal Routing Domain,
for internal distribution to those Bl Ss. By thismeansall BISsin thelocal Routing Domain
are kept up-to-date about the availability of the preferred route to each destination. There
is no need to similarly copy routes received from BISs in the local Routing Domain,
because all such BISs are assumed to be in direct communications and will receive such
aroutes direct fromthelocal BIS from which it came.

Similarly, if the withdrawal of a previously preferred route is received from a BIS in
another Routing Domain, then that withdrawal is immediately copied to all other local
BISs, so that they too may be made aware of the loss of such aroute. An alternative but
previously lower preference route may exist in another Adj-RIB-in and, if so, that route
now becomes the preferred route and is copied, as above, to the Adj-RIB-out associated
with each BIS in the local Routing Domain.

ThePhase OneDecision processal so providesan opportunity for BlSsinthesameRouting
Domain to check the consistent application of the local route sdlection policy. The
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computed degree of preferenceis passed with each route as part of theinternal distribution
procedure and is checked by phase one whenever it computes the degree of preference for
a route received from a BIS in the local Routing Domain. Any lack of consistency is
reported to Systems Management.

34724 Notethat thereareal so special rulesfor handling the security path attribute. Althoughthere
is only one Security RIB-Att, routes with different values ofif the Security Path Attribute |
satisfy different user policies and one cannot said to be preferable to the other. Because of
this, when operating on routes under the Security RIB-Att, phase onewill sdect the most
preferable route for each destination and each value of the Ssecurity Ppath Aattributefor |
internal distribution.

34.7.3 FhePhase Two Decision Process |

34.73.1 The Phase Two Decision Process is responsible for choosing the routes to be made
availablefor local useinthe Loc-RIB. Essentially, the preferred route to each destination
and for each RIB-Att, identified by phase one is copied into the corresponding Loc-RIB.
Under the Security RIB-Att, thesamespecial rulesapply, and theL oc-RIB for the Security
RIB-Att may include several routes to the same destination. In each case, this will be the
preferred route for a given value of the security path attribute.

3.4.7.3.2 Indications of route withdrawal are also processed by the Phase Two Decision process.
Withdrawn routes are removed from the appropriate L oc-RIB, and may be replaced by an
aternative route to the same destination, if oneis available.

3474 Fhe-Phase Three Decision Process |

34.74.1 The Phase Three Decision Process is responsible for sdecting routes for External
Distribution, and for the aggregation of certain groups of routes, and the application of
Route Information Reduction. A process modd for the IDRP Phase 3 Route Decision
Process, including Route Information Reduction and Route Aggregation, isillustrated in
Figure 3.4-3. This illustrates the data structures and processes needed to implement the
Route Decision process.

3.4.74.2 Two palicy information base(PIB) data structures are referenced: a list of “Route Selection |
Rules” and a list of “Reduction Rules”. The former is used for grouping routes together for
the purposes of Route Aggregation, while the latter is for determining when Route
Information Reduction of NLRI can be performed. In both cases, it will be necessary for
the implementor to define a syntax to enable the text based definition of the rules, so that
these data structures may then be created at system start up.

3.4.7.4.3 A “Route Selection” process is then specified to pass through th&lBbeapplying first |
Ttype 1 selection rules, and then applyitigpE 2a and 2b selection rules to any routes in |
the Loc-RIB not selected by atJpe 1 rule. The rule types are defined as follows: |

a) a Type 1ruleis a rule that selects routes for aggregadon]l routes selected by |
a given type 1 are aggregated before being copied into the Adj-RIB-out;
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3.4.7.4.5

3.4.7.4.6

3.4.7.4.7

b) aTypeZ2aruleisan unconditional rulefor which each route selected by such arule
is copied as an individual route into the Adj-RIB-e6ut; and |

c) aTypez2bruleisa conditional rule for which each route sdected by such aruleis
copied asanindividual routeintothe Adj-RIB-00ut, provided that thecorresponding |
Adj-RIB-in also contains a specific routewhichisalso present intheLoc-RIB (i.e. it
has been sdected for use by the BIS).

The routes selected by Ttype 1 rules are grouped routes, i.e. the routes sdected by each |
Ttype1 rule form a single group. Each group is then processed by a “Route Aggregation” |
process to create a single aggregated route for each such group. The aggregation process
uses a library of aggregation functions to aggregate each type of path attribute.

Type 2b rules are defined in response to specific ATN requirements for supporting routes
to mobile systems. In order to optimise route information distribution, it is necessary to
formulate rules that advertise a route to a given BIS, only if that BIS is advertising the
selected route to a particular destination. Ttyp@& 2b rule is a class of rule that meets this |
requirement.

It should also be noted that some groups of routes cannot be aggregated, even if they have
been selected by policy for aggregation. This is because the ISO standard specifically
prohibits the aggregation of certain combinations of path attribute. The problem exists for
routes that contain:

a) DIST_LIST_INCL/EXCL path attributes;
b) different values of NEXT_HOP; and
c) different values of MULTI_EXIT_DISC.

The outcome, in such cases, is a local matter. However, it is recommended that a
deterministic outcome is always ensured.
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3.4.74.8 The remaining routes selected by Ttype 2 rules are ungrouped routes. Both ungrouped |
routes and the aggregated routes that result from the Route Aggregation process are then
passed to a “Route Information Reduction” process. This process inspects the NLRI of
each route presented to it and applies the reduction rules to it. The application of a
reduction rule will, if the rule is satisfied, result in the replacement of one or more NSAP
Address Prefixes in the rotuseNLRI, with a single shorter prefix. The rules are applied
iteratively until no further reduction can take place.

3.4.7.4.9 Once the reduction rules have been applied, the routes are ready to be inserted into the
Adj-RIB-out. However, its at this point that a check must be made to see if some of these
routes have identical NLRI. If they do then they must be aggregated prior to inserting them
into the Adj-RIB-out. Note that the same problem may arise, that was discussed above
concerning combinations phth attributes that cannot be aggregated. In this case, theonly |
solution may be to apply the Route Merging procedures that were specified in the ATN ICS
SARPs as a simplified Route Aggregation procedure.

3.4.7.4.10 When the routes are inserted into the Adj-RIB-out, they must be linked to the Selection
Rule that originally selected it; this is necessary to support the latter processing of the
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route.
34.74.11 Prior to inserting the route, the inserting process must check the Adj-RIB-out to seeif an

347412

3.4.7.4.13

3.4.7.4.14

3.4.7.4.15

3.4.7.4.16

existing routeis present linked to thesame Selection Rule. If thisisaTtypelrule thenthe |
new route is marked as replacing theroutelinked to that Selection Rule. If itisaTtype2a |
or Ttype 2b rule and thereis an existing route in the Adj-RIB-out withthesameNLRI as |
the new route, then again the new routeis marked as replacing the existing route. Note that

in both cases, if the new route is identical to the existing route in both the path attributes

it contains and their values then it does not replace the existing route. The existing route
may be simply viewed as refreshed.

Indeed, oncethe phase 3 processes complete, any routesinan Adj-RIB—-out that havebeen |
neither refreshed nor replaced, must be marked as withdrawn.

Finally, when arouteis passed to the Update Send processfor advertisement to an adjacent
BIS, a “Route Combination” process is required. This will:

a) ensure that a route withdrawal is always advertised in the same UPDATE BISPDU
as the route, if any, that replaces it; and

b)  Ensure that when a route is advertised, it is combined with any routes with the same
NLRI, and which are also queued for advertisement to the adjacent BIS.

A key feature of the above process model is that it enables routes to be selected for
aggregation by any combination of selection filters, which do not necessarily make any
reference to the routedlLRI. However, it is believed that the process model can be
simplified if it is always assumed that selection for Route Aggregation always includes a
filter on the NLRI. Such a simplified model is illustrated in Figure 3.4-4.

The key simplification in this model is the removal of the second Route Aggregation
process. This-hatlad to be introduced to cope with the so called “Route Merging” |
requirement. This is when two or mates with identical NLRI are selected from the |
same toc—-RIB for inclusion in an Adj-RIB-out. Such routes may have the same NLRI |
when they are contained in théot-RIB provided that they differ in the security path |
attribute. However, this condition may also be a result of Route Information Reduction,
and, as Route Information Reduction generally takes place after Route Aggregation, the
need for a second Route Aggregation point arises.

However, if certain assumptions are made, it is possible to predict the need for routes to
be aggregated because they will have identical NLRI after the Route Information Reduction
phase. These assumptions are:

a) route Information Reduction is only applied to aggregated routes (i.e. routes selected
by Ttype 1 rules); |



IV-3-130 Comprehensive Aeronautical Telecommunication Network (ATN) Manual

b) rulesthat sdect routesfor aggregation and Routel nformation Reduction must always
sdect routesthat contain NL RI whichwould result from the application of the Route
Information Reduction rule; and

c)  routes sdected by different Ttype 1 rules cannot, as a result of Route Information |
Reduction, have identical NLRI.

3.4.7.4.17 With these assumptions in place, the process modd illustrated in Figure 3.4-4 can be
considered.
3.4.7.4.18 In this model, Route Selection is again shown separate from Route Aggregation. First,

routes are sdected from the Loc-RIB for advertisement to a given adjacent BIS, by
applying the specified selection rules (Ttype 1, Ttype 2a and Ttype 2b). From this set, |
routesselected by type 1 rulesare queued for aggregation and Routel nformation Reduction
before being entered into the Adj-RIB-out, as before; the remaining routes are copied
directly to the Aadj-RIB-out. |
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Figure 3.4-4. Simplified Modéel for Route Selection, Aggregation and | nfor mation Reduction

3.4.7.4.19 Thisprocedureis perfectly satisfactory aslong asthereis no possibility of two routeswith
identical NLRI being placed in the Aadj-RIB-out. This can occur for two reasons. Thefirst |
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3.4.7.4.20

347421

3.4.74.22

3.4.8

3481

3.4.8.2

3.4.8.3

3484

isthat tworouteswithidentical NL RI were sdected fromthesameL oc-RIB. However, this
situation can be readily handled by demanding that such routes are always selected for
aggregation. However, the other caseis more awkward to handle. Thisiswhen aroutethat
was copied directly from the set of selected routes has the same NLRI as a route that was
the result of Route Information Reduction.

Thisiswheretheaboveassumptionscomein. Thefirst is essentially aimed at ensuring that
routesthat arenot aggregated do not end up withidentical NLRI. Thiscan only comeabout
because of Route Information Reduction and prohibiting it in this case avoids the problem.

Thesecond assumption ensuresthat aroute copied directly toan Aadj-RIB-out cannot have
the same NLRI as would result from Route Information Reduction being applied to a set
of aggregated routes. Thethird assumption then ensuresthat this cannot happen asaresult
of two separate aggregations.

Each of these assumptions is a constraint that apply to the selection rules and which can
be checked for when the rules are parsed by the phase 3 decision process.

Relationship to I ntra-Domain Routing

A BIS is a gateway between the inter-domain environment and the intra-domain
environment. It forwards NPDUs between the two environments and must also reflect
routing information between the two environments.

All destinations within a single Routing Domain will be characterised by a limited set of
NSAP Address Prefixes, and ideally such a set consists of asingle NSAP Address Prefix.
Thisis a static attribute of the Routing Domain and a BIS will advertise to other BISs a
route to destinations within the local Routing Domain with this set of NSAP Address
Prefixes as the destination of the route. Generally, there is no need for this route to be
dynamically updated. The stability of routing information and the scalability of the
inter-domain environment depends on a certain amount of information hiding and, in
particular, BISswill not reflect the actual availability of systems within their own RDsin
the routes they advertise to other BISs. To put it simply, turning off a workstation or PC
should not result in a change in routing information reported to other RelsRDs.

However, when an Routing Domain has morethan oneBIS, thereis a need to pass routing
information from the inter-domain routing function to the intra-domain routing function,
for onward advertisement in the level 2 domain as Reachable Address Prefix&his is
because intra-domain routers will need to know which BISs provide the best routes to
external RDs. On the other hand, it will rardly be practicable or necessary to provide
routing information on all known inter-domain destinations to the intra-domain routing
function. The volume of information is likely to be far too much for this to be aredlistic

Strategy.

Fortunately, a straightforward approach can be adopted for the intelligent passing of
routing information to the intra-domain routing function. Furthermore, such an approach
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3.4.85

can be used to avoid the encapsulation of NPDUs passed between BISs in the same
Routing Domain. The recommended procedure is as follows:

a) initially, the inter-domain routing function makes available to the intra-domain
routing function, as a Reachable Address Prefix, only the default route to all
destination. Thisis a zero length NSAP Address Prefix;

b)  whenever theintra-domain routing function passesaPDU totheinter-domainrouting
function which is either:

1) decapsulated and then routed to another Routing Domain;; or
2) routed immediately to another Routing Domain, then

the address prefix that characterises the route followed by the PDU is made available, as
a Reachable Address Prefix, to the intra-domain routing function.

c)  whenever aninter-domain routeiswithdrawnthen, if any of the address prefixesthat
characterisethedestination of theroutehave been madeavailableto theintra-domain
routing function, then they must ceaseto be availablefor use as Reachable Address
Prefixes;

d) whenever aPDU isreceived by the inter-domain routing function from an adjacent
routing domain, and needs to be routed to another BIS in the local Routing Domain,
then the intra-domain routing function is queried to determine if a route other than
the default route is available to the PDU’s destination. If such a routeis available,
then the PDU is passed directly to the intra-domain routing function without
encapsulation. Otherwise, the PDU isencapsulated, addressedtotheNET of theBIS
and passed to the intra-domain routing function; and

€ whenever a PDU is receved by the inter-domain routing function from the
intra-domain routing function and needs to be routed to another BIS in the local
Routing Domain then the PDU must be encapsulated, addressed to the NET of the
BIS and passed to the intra-domain routing function.

The consequence of the above approach is that Bl Ss learn about the external destinations
that systems inside the Routing Domain want to reach and, provided routes to such
destinations exist, they are made available as Reachable Address Prefixes. The
intra-domain routing function can then route such NPDUSs direct to the appropriate BIS,
rather than the nearest, which is a consequence of just advertising the default route.
Furthermore, the same principles apply to NPDUs passing through the Routing Domain.
Thedestinationsfor suchNPDUsaresimilarly passed to theintra-domainrouting function,
and the encapsulation of such NPDUs is thereby avoided. This is advantageous because
encapsulation always carriestherisk of unnecessary segmentation, with the overheadsthat
that implies.
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3.4.9 Route Selection, Aggregation and I nfor mation Reduction

3491 The concepts of Route Selection, Aggregation and Information Reduction have already
beenintroduced. However, whileit has been stated that they havean important roleto play
in the scalability of any internetwork, this role has not yet been fully explained. The
purpose of this section is to illustrate how these mechanisms are used to implement a
scaleable internetwork. The approach taken is ddiberately informal, in order to present a
complex subject in an accessible manner.

3492 What is Route Aggregation?

34921 Firstly, look at the signpost alongside in Figure 3.4-5, and imagine being confronted with
it at aroad junction. If you are going to one of the big cities indicated on it, then you’rein
luck. It pointsyou in theright direction. But, if you are not, what do you do? Complain to
the person that erected it?

3.4.9.2.2 Perhaps you do. Y ouwant to go to Berlin, and
you’re the kind of person that complains
strongly if things aren’t right. The person
responsible for the signpost, reacts to
customer demand and adds a sign for Berlin.

Off you go, a satisfied customer.

3.4.9.23 The same then happens for people wanting to

go to Rome, Toulouse, Sydney, Singapore,

Peking, Cape Town, Rio de Janeiro, Seattle,

Moscow, Dublin, Brisbane, Winchester,

Prague, Bristol, Athens, Anchorage,

Stornoway, Oslo, St Petersburg, and so on,

until there is no further room on the signpost  Figure 3.4-5. Signposting the Way
to hang another sign. What does our poor

Signpost Manager do now?

34924 He could just erect a bigger signpost, but if he’s bit cleverer, he may just realise that the
problem is not one of insufficient signpost real estate, but really it’s the granularity of
information that is being provided. After all, London, Parisand Brussdsareall in Europe,
and hence could be replaced with a single sign indicating the direction to Europe, along
with all the other cities and towns in Europe that are individually listed on the signpost.

3.4.9.25 Infact, thisis areally bright idea, asit is not just the European cities that can be picked

off inthisway, but so can the Asian cities, the American ones, the African ones, and so on.
Only thosethat really arelocal (i.e. on the same continent) need to be explicitly mentioned.
What our bright signpost manager has realised is that his customers don’t really need
detailed information on the route for their individual destinations. There are only a few
directions in which they can go anyway and, when he [abels each direction with a suitable
collective noun or group name, that properly and unambiguously describes what is
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3.4.9.2.6

3.4.9.2.7

3.4.9.2.8

3.4.9.2.9

3493

34931

34932

34933

reachablein that direction, thesignpost’s userswill get all theinformation they need. After
thisexerciseininformation reduction, our signpost ended up much likethat in Figure3.4-6.

This benefited the signpost’s users,
who didn’t haveto search through lots
of different signs to find the one they
wanted, and the signpost manager’s
company, as now, maintenance had
been reduced to almost zero.

OK, so this is how road signs work,
but is it really rdevant to network
routing?

Of course it is. Every router has an
dectronic signpost within it - its
forwarding table. Each packet that it
forwards, must find a sign tdling it
which direction to go in, otherwise it |
will bediscarded. A Network Manager I
is akin to our Signpost Manager and
must ensure that there is a suitable
sign for every packet that needs to be routed.

Figure 3.4-6. Therationalised Signpost

By replacing whole groups of signs by a single sign, our Signpost Manager brought
together the pointers to many different routes and merged them into a single pointer. In
effect, he aggregated those routes - he performed Route Aggregation. In fact, he went one
stage further. Not only did he bring the routes together, but he also replace the list of
individual destinations, be a single common destination name. This procedureis properly
known as Route Information Reduction.

Structured Addresses and Routing

From this you may conclude that routers adopt a principle similar to that illustrated in
Figure 3.4-6, and minimisethe amount of routinginformation by collecting routes together
and signposting routes to appropriate group addresses. Unfortunate, you would not always
beright in making such a conclusion.

For example, in the TCP/IP Internet, the routers implemented by the Internet Service
Providersaremuch morelikethesignpost in Figure 3.4-5. There’sasign for every network
in the world and, when they run out of spaceto add new signs, the only answer isto get a
bigger signpost. In fact, even thisisn’t true, because for most Internet Service Providers,
there aren’t any bigger signposts anymore.

Thereason why this is sois twofold. Firstly, the network addresses used in the FEP/P
Version4 Internet Protocol arerather on the small sideat only 32-bitslong. Secondly, such
addresses have traditionally been allocated to networks without any regard to network
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topology. Thefirst problemis dueto the limited horizons of the early Internet developers.
Nooneat that timethought the I nternet would grow so big and a 32-bit addresswas chosen
for engineering reasons (i.e. efficient processing) rather than with future growth in mind.
The second problem is simply due to any recognition that there needed to be away (in
network address terms) of forming the structured addresses necessary to move away from
the over-crowded signpost.

34934 A Network Address is simply a binary number that uniquely identifies a single host
computer on the Internet;. However, network addresses are not simply names (likeLondon |
or Paris) which, on their own tell you nothing about where the addressed |ocation actually
is. Network Addresses arefirst of all names of systems on a network, but they must also
be parameters to a routing algorithm that is implemented by every router in an
internetwork, and their role as parameters constrains the scope for allocating network
addresses.

34935 In our signpost example, the address that we were trying to get to wasn’t simply (e.g.)
London, but in reality would be a structured address (e.g. 221b Baker Street, L ondon,
England, Europe). To find the addressed location, we would consult our first signpost:

a) if thesignpost isin London, then we start looking for a sign first to Baker Stret;
b) otherwisg, if the signpost isin England, welook for London;

c) otherwisg, if the signpost isin Europe, welook for England; and

d) finally, if the signpost is not even in Europe, we look for a sign for Europe.

3.4.9.3.6 Thisisthealgorithmweemploy to usesignpoststo help usfind our destination. Weemploy
it at every signpost we encounter on our journey and, if they are giving us the right
information, we will eventually get to our destination.

3.4.9.3.7 Inthe TCP/IP Internet, aNetwork Addressis similarly structured, but into only two parts.
Thefirst part isaunique network identifier and the second part uniquely identifies a Host
Computer on the network identified by thefirst part.

34938 Furthermore, the network identifiers were assigned on a “first come first served” basis. In
the electronic signposts that exist in every Internet Router, there has to be a “sign” for
every assigned network identifier, pointing along the route to that network. If network
identifiers had been assigned (e.g.) that 1 to 100 were in North America, 101 to 200 were
in Europe, and so on, then there would be opportunity for the “signposts” within each such
router to be rationalised as in Figure 3.4-6. Within organisations, this is often done, with
the Host Identifier split up into an internal (within the organisation) network identifier and
a smaller Host IdentifietHowever, at the level of the Internet Service Provider, thereisa |
need to keep track of a route to each assigned network identifier, and this is a serious
limitation on Internet growth.
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3.4.9.3.9

3.49.4

3.4.94.1

3.4.9.4.2

3.4.9.4.3

3.49.4.4

If our dectronic signposts are to be rationalised, then Network Addresses must be
structured in away that is much greater than simply Host on Network and so that we can

address our systemsas(e.g.) Host oninternal network, inorganisation, attached to Internet

Service Provider, in Country or Region. Then, for example, the Routers ofin an Internet |
Service Provider (ISP) only need to have “signs” for their users, other ISPs in the same
country or region, and an ISP in each other Country or region. The number of such “signs”
is then unaffected by the attachment of a new organisation to anotheel$# Internet |
can grow locally without global impact. This is a necessary condition for an Internet that
is scaleable (can always grow bigger). Unfortunately, this is not a realistic proposition with
addresses of only 32-bits.

The Allocation of Structured Addresses

By allocating network addresses arbitrarily (at least on a per network basis), the early
developers of the TCP/IP Internet have compromised its later growth. Fortunately, for the
ATN Internet, these problems were already known by the time that the ATN came to be
developed and can thus be largely avoided.

The ATN specifies the use of the Connectionless Network Protocol (CLNP) instead of IP.
This has the great advantage of large (variable length) addresses, and the ATN takes
advantage of this to specify a 160 bit address format. Although it can be argued that such
a long address is less efficient to process than a 32-bit address, 160 bits makes it much
easier to ensure that similar network addresses are allocated to networks that are near each
other in the ATN Internet, and can therefore be used to improve the overall routing
efficiency.

This larger address space allows for a structured allocation of addresses to be made. The
address may then be broken up into a number of fields (for the purpose of allocation),
which then form a nested hierarchy. For example, in a left to right order, the fields may
identify region, country, organisation, site, system. Aflystems within a given |
organisation would than have addresses that share a common prefix and those on the same
site also share a common (but longer) prefix. In the ATN, such addresses are known as
NSAP Addresses and the prefixes are therefore called NSAP Address Prefixes.

With this approach, similar network addresses, as illustrated in Figure 3.4-7, imply that the
addressed destinations are close together in the topology of the network. Indeed, how far
down the address (seen as a bitstring) that the two addresses diverge, can be taken as a
metric of closeness.
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1234560123456
Address #1
Common
Prefix
1234560
Address #2
1234560444444

3.4.9.45

3.4.9.4.6

3.4.95

34951

34952

Figure 3.4-7. Similar Network Addresses

Indeed, in ascaleableInternetwork, suchasthe ATN, the Routers operatefirst by labelling
routes with the address prefix(es) common to all destinations along theroute, and perform
routing simply by comparing destination network addresses against such address prefixes
and forwarding each packet along the route labelled with the longest matching address
prefix. Thisis very much like the use of a physical signpost described earlier.

Furthermore, asrouting is done by such a simple prefix matching rule, the Routers do not
themsdves have any real need to know about the structure of the address. The structuring
of a network address into a series of fields is therefore only for the purpose of address
alocation and not for routing purposes. This is of course different to the way physical
signposts are used and represents where our analogy and network routing diverge.

Towards a Scaleable Routing Concept

Our signpost analogy is really only one part of the routing concept. As illustrated in
Figure 3.4-8, signposts are just waypoints along a route between a starting point and a
journey’s end and, formally, we define a route to be a combination of information that
describes a path, and the NSAP Address that identifies the end point of the route. IDRP
dealsin such routes and allows Bl Ssto keep each other informed about the routes that they
offer.

Of course, IDRP’sroutes are not to actual destination systems. They aretotheBlSsat the
edge of the Routing Domain that contains the destination system, and the NSAP Address
of theroute’s end point is a Group Address - the common NSAP Address Prefix for all
systems within that Routing Domain. Effectively, the BIS has brought together the
individual routesto each systemwithin a Routing Domain into a singleroute, and replaced
all theindividual NSAP Addresses with the appropriate single NSAP Address Prefix. We
aready know these two processes to be called Route Aggregation and Route Information
Reduction, and these always occur implicitly, in a BIS, before a route to such internal
destinations is advertised to the BISs of other Routing Domains.
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34953 The question now arises asto whether thereisany merit in carrying out Route Aggregation
and Route Information Reduction at any other pointsin route distribution. The answer is
a definite yes.

34954 Firstly, there is nothing magic about an 88-bit NSAP Address Prefix. That figure so

happens to be a convenient breakpoint in the ATN Addressing Plan. In IDRP, NSAP
Address Prefixes can be any number of bits in length. If routes to individual Routing
Domains can beaggregated together, and their individual NSAP Address Prefixesreplaced
by a single shorter common prefix, then we have achieved a useful simplification not just
for our local dectronic signpost, but for all such signposts downstream of the point at
which the routes were aggregated.

3.4.955 In fact, if we can achieve the general principle that the further away from a route’s
destination you are, theshorter theNSAP Address prefix isfor theroute’s destination, then
we have achieved the goal of a scaleableinternetwork. Thisisbecausefor an internetwork
to bescaleable, that isto be ableto grow without any serious limitation on itstotal size, we
must never get into the situation that the TCP/IP Internet has got itsdf into, wherethereare
routers which have to keep having bigger and bigger “signposts” asreeriet grows. |
The nternet then cannot grow any more, once these routers have the biggest signposts that |
can be purchased.

3.4.9.5.6 As long as the above principle is obeyed, growth can occur in the far away internet without
affecting remote routers, and hence growth can continue in an almost unbounded fashion.

3.49.5.7 For example, consider the example in Figure 3.4-9. Here we have a service provider
supporting several users, and it is assumed that the service provider has been allocated the
NSAP Address Prefix “1234” for all NSAP Addresses that it allocates. It allocates the
prefix “12340” to its own Routing Domain, and then allocates “12341", “1234&.t0 |
each of its usersRouting Domains. The systems with those Routing Domains are then
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34958

3.4.959

3.4.9.5.10

3.4.9.5.11

3.4.9.5.12

Route to 12342

allocated NSAP Addressesréativeto the NSAP Address Prefixesassigned to each Routing
Domain.

In each udser’s Routing Domain, a BIS forms a route to all systems within that Routing |
Domain. Thisisarouteto all systems in the Routing Domain, and the route’s destination
isthe NSAP Address Prefix assigned to the Routing Domain. Thisrouteisthen advertised
using IDRP to the Service Provider’s BIS.

The Service Provider’s BIS receves a so advertised route from each user’s Routing

Domain and can therefore build its own dectronic signpost from each of these routes,

“adding a sign” for each route advertised to it. This router could just re-advertise each such
route on to a BIS operated by another service provider or its own users. However, because
all these routes share a common NSAP Address Prefix (“1234”) it is much more efficient
to first aggregate the routes together, along with the route to the service psowider
Routing Domain, and then apply the Route Information Reduction procedure to end up with
a single route to “1234”. This is the route it then advertises on, instead of re-advertising the
individual routes to each Routing Domain.

Not only is this efficient but, if for example, a new’sgeputing Domain is added (and
given the next NSAP Address Prefix - “12344"), then this has no impact at all on the
aggregated route or the number of routes maintained by the BIS in another Service
Provider. The internetwork has grown locally without having a global impact, and this is
what scalability is all about.

This example can be readily extended. For example, if all of the Service Providers in a
given country sharealcommon NSAP Address Prefix (e.g. “123"), then only a single route |
needs to be advertised internationally and which is common to all service providers. In fact,
as long as the address allocation hierarchy reflects the way the network is organised, there
will be many such opportunities for Route Aggregation and Route Information Reduction.

In the ATN, the addressing plan is so organised that each Administration has a single
NSAP Address Prefix which will be common to all systems and Routing Domains that the |

Route to 12341 |

/ Route to 1234

Service
Provider

User
Routing
Domain

User /
Routing

Doman/

\ Route to 12343

User
Routing
Domain

Figure 3.4-9. Aggregating Routes Together
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3.4.9.5.13

3.4.9.6

3.4.9.6.1

3.4.9.6.2

3.4.9.6.3

Administration maintains. Thus only a single route needs to be advertised between |
individual Administrations. Furthermore, provided that within a region, Administrations
co-ordinate their addressing plans, it will be possible to form a single route to a given
region keeping the overhead of inter-regional communications down to a minimum.

Looking ahead to Chapter 3.4.11.2, this principleis further exploited by the ATN Island
concept. An ATN Island is essentially a regional grouping of Administrations with
co-ordinated addressing plans. In such a situation, it is possible to form a single route to

“the ATN Island”, and, indeed, it is recommended that this is done prior to route
advertisement to aircraft, thus keeping down the routing overhead on low bandwidth
air/ground data links to a bare minimum.

Containment Boundaries and Routing Domain Confederations

Route Aggregation and Route Information Reduction generally work very well by
themselves. However, to help solve the problem of when to aggregate, we have already
introduced the idea of a Containment Boundary (see 3.4.4.7). We need some way of
defining the scope of a given NSAP Address Prefix - that is to define a Containment
Boundary that itself defines the limits of the domain of such an NSAP Address Prefix.

One obvious example of such a Containment Boundary is a Routing Domain. Each Routing
Domain contains all systems identified by NSAP Addresses relative to the NSAP Address
Prefix assigned to that Routing Domain. When routes exit a Routing Domain (i.e. at a
BIS), the Containment Boundary is crossed, and the router knows a priori that it is
appropriate to aggregate the individual routes together and form a single route with its
destination being the common NSAP Address Prefix for the Routing Domain.

In the example in 3.4.9.5 above, there is clearly some sort of Containment Boundary
enclosing the Service Provider and its users. This can simply be a conventional boundary.

Routing

Domain
RDC #1

Routing

Domain

Routing

Domain

Routing
Domain
Routing
Domain

Routing
Domain

Routing
Domain

Figure 3.4-10. Routing Domain Confederations
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34.9.6.4

3.4.9.6.5

3.4.9.6.6

3.4.9.6.7

3.4.10

3.4.10.1

3.4.10.1.1

3.4.10.1.2

3.4.10.1.3

However, | DRP does provide a means to make thismore concretein the shape of a Routing
Domain Confederation (RDC).

AnRDC isno morethanagroup of Routing Domains, asillustrated in Figure 3.4-10, and,
at its smplest, isameans of collectively referring to arelated group of Routing Domains.
However, an RDC can usefully be defined to be a Containment Boundary for the domain
of an NSAP Address Prefix. In the above example, we could have an RDC containing the
Routing Domains of the Service Provider and its users.

With such an RDC, we can then implement a simple and effective rule for aggregating
routes, i.e. whenever aroutethat originates within the RDC is advertised acrosstheRDC |
boundary, it is aggregated with all such routes to form a single route to a destination
described by the common NSAP Address Prefix for al Routing Domainswithinthe RDC.
Thisis essentially what is happening in our example.

As happened in the example, more Routing Domains can be added to the RDC without
affecting the route advertised external to the RDC. That is the internetwork has grown
locally without global impact.

Inthe ATN, an ATN Island is an example of an RDC that contains all Routing Domains

with a common NSAP Address Prefix, i.e. common to all systems on the “Island”. |
Whenever a route is advertised outside of the Island (e.g. to an aircraft) it becomes a
candidate for aggregation with other such routes. As is described later+r3345111 |
RDCs, Address Allocation and Route Aggregation are used together to create a scaleable
ATN supporting mobile routing.

Route I nitiation
The-Purpose of Route I nitiation |

ICAO has adopted the use of Policy Based Routing procedures for routing between ATN
Routing Domains (RDs), including the support of routing to mobile systems. Dynamic
Routing Information is exchanged using the procedures specified in ISO/IEC 10747 and
used and disseminated according to local routing policies specified in accordance with the
ATN ICS SARPs. However, before routing information can be exchanged between any two
Routing Domains, it is first necessary to establish a communications path between BISs
in each of those RDs. The establishment of such a communications path is known as
“Route Initiation”.

Route Initiation procedures are required whenever two ATN RDs need to be
interconnected. Since the ATN ICS SARPs specify that, on board an aircraft, the
communications systems and the applications processors that they serve comprise a
Routing Domain, Route Initiation procedures also apply to the establishment of air/ground
communications.

Route Initiation commences when the decision is made to establish a communications path
between two ATN RDs. Route Initiation finishes upon the initial exchange of routing
information between the BISs, or the unsuccessful termination of the Route Initiation
procedure.
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3.4.10.2

34.10.2.1

34.10.2.1.1

3.4.10.2.1.2

3.4.10.2.1.3

Note.— BISs within the same RD also exchange dynamic routing information using
ISO/IEC 10747. The Route Initiation procedures are the same as for inter-domain
connections except that both Routeilslve under the control of the same administrator.
Ground-Ground Route I nitiation

Fhe-Communications Environment |
Ground-Ground communications typically use long lasting physical or logical
communications paths. Route I nitiation can normally be regarded as arare event and will

often be only semi-automated. The communications networks in the ATN ground
environment areoutsidethe scope of the ATN ICS SARPSs, but can be assumed to include:

a)  X.25Public and Private Data Networks,

b) leasedlines;

c) integrated services digital networks (ISDNs);

d) framerday services; and

e)  thePublic Switched Teephone Network (PSTN).

Theactual choice of communications network is a matter for bilateral agreement between

the organisations and states that wish to mterconnect their RDs, and wi II depend on Iocal
availability, tarlffsand policies. S eV~ 34 M

The communications protocols used to provide the data link will also depend upon the
communications network used and bilateral agreement. In the case of X.25 data networks,
Frame Relay and communications services provided via the ISDN D-Channel, then the
communications protocols are mandated by the data network provider. In the case of
Leased Lines and the ISDN B-channd, then HDLC LAPB (ISO/IEC 7776) is the likdly
choice. For the PSTN, the asynchronous communications provided by V.32bis and V.34
Modems makes the Point-to-Point Protocol (PPP) as specified in RFC 1548, the likely
choice.

Note.— Route Initiation is notenessarily synonymous with the establishment of an
uninterrupted communications link between two BISs. For example, the speed at which
an ISDN B-Channel is established is such that it may be practicable to break the
communicationsircuit during idle periods and re-establish it when there is data to serd,
whilst still maintaining a logical communications path between the two BISs. Route
Initiation is concerned with the establishment of the logical communications path.
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3.4.10.2.2 Summary of Procedures

34.10.2.2.1 Thesequence of proceduresfor atypical ground-ground Routing Initiationisillustrated in
Figure3.4-11, and summarised below. They are described in greater depthinthefollowing
sections. This figure illustrates the co-ordination of two sSystems (“A” and “B”) |
interconnecting over a common network. The procedures are:

a) adjacent BIS MOs are established in bdiseems. In each case, an MO is |
established to identify the other system and contains the parameters necessary to
create and maintain a BIS-BIS connection with that system. Both systems will also
have been configured with appropriate SNDCFs associated with each attached
subnetwork;

b) a logicalcommunications path is established over the subnetwork; typically one |
system is initiator and the other responder;

c) establishment of the logicadmmunications path is notified to the Systems Manager; |
and

d) inresponse, the Systems Manager for each system:
1) adds a route to the local FIB and to the remBystem; and |

2) invokes the IDRP “Start Event” action, or re-ruhe decision process ifa |
BIS-BIS connection already exists with the remote system.

On successful establishment of the BIS-BIS connection, Route Initiation completes.

Note.— Whhile the Systems Manager may be a real person explicitly issuing commalnds,
the “Systems Manager” in the above description may alternatively be a procedural script
carrying out an automatic action in response to a Systems Management Notification.

3.4.10.2.3 Initial Route Initiation

3.4.10.2.3.1 Routelnitiation beginswith the decision to establish a communications path between apair
of BISs, including the decision on which communications network(s) to use. The first |
procedureisto establish theunderlying communicationscircuit betweenthe Bl Ssand hence
to establish thelogical communications path.

3.4.10.2.3.2 These procedures will be data network dependent and will require some sort of interaction
between the respective Systems Managers. Typically, one BISwill need to bein a passive
state awaiting anincoming event (e.g. an X.25 call indication or aPSTN Ring Indication),
while the other takes an active role and initiates circuit establishment (e.g. by generating
an X.25 call request, or “dialling” the telephone call).
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3.4.10.2.3.3

3.4.10.2.34

When appropriate to the type of data network used, the QoS, Security and Priority

requested on any such call request, should be satisfactory for the exchange of routing
information.

During this phase, there should normally be somevalidation to ensurethat communications
has been established with the correct remote system. Thisinitial phase completes once the
data link has been established.
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Figure 3.4-11. Ground-Ground Route I nitiation Sequence
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3.4.10.2.4

3.4.10.24.1

3.4.10.2.4.2

3.4.10.2.4.3

3.4.10.2.4.4

3.4.10.2.4.5

Route I nitiation in CLNP

The ATN ICS SARPs specify the use of the Connectionless Network Protocol (CLNP)
specifiedinl SO/IEC 8473 for ATN subnetwork independent communications. Establishing
adatalink (e.g. an X.25 virtual circuit) is a necessary condition for data to be exchanged
between two BISs using CLNP, but not a sufficient condition. In order for the data link to
be used by the CLNP Network Entity, and hence as a communications path for the
forwarding of data packets, it is necessary to:

a) assign an appropriate Subnetwork Dependent Convergence Function (SNDCF) to
interface the data link to the Network Entity; and

b)  update the Forwarding Information Base (FIB) to record statically known routes
available over the data link and via the remote BIS.

The former is necessary in order to match the characteristics of the actual network and
communications protocol used over that network to the characteristics assumed by the
CLNP Network Entity. Thesecondisnecessary in order to permit theexchange of dynamic
routing information.

The SNDCEF is typically specified for a network type and associated at system
configuration time with a physical communications port. In most cases, the assignment of
the SNDCF is implicit in the network over which communications is established, and no
explicit action will need to be carried out to assign the SNDCF. Indeed, most
implementations will require assignment of the SNDCF prior to establishment of the
communications pathdatatink. However, for some network typestheremay bealternatives
chosen at connection establishment time.

The FIB may be updated with any statically known routes that are known a priori to exist
via the newly established communications pathelatatirk, where a route consists of an
NSAP Address prefix paired with an identifier for a communications pathelatatink. When
forwarding data packets, the CLNP network entity locates the longest matching NSAP
Address Prefix inthe FIB, when matched against the packet’s destination NSAP Address,
and then queues the packet for transmission over the associated communications pathelata
Hrk. Multiple FIBs may also exist, matching different QoS and security requirements. So
that Routing Information may be exchanged, the FIB associated with the QoS level used
for the exchange of Routing Information, must be updated to include, as a minimum, a
route to the network entity located on each BIS to which a communications pathdatatitik
has been established.

Therefore, once a communications pathdatatirik has been established to aremote BIS, the
System Manager must either directly, or via an automated procedure, insert into the FIB
associated with the Security and QoS leve used for the exchange of Routing Information,
aroute associating:

a) anNSAP Address prefix that is a prefix for the NET of theremote BIS at the other
end of the newly established communications pathdatatink. As a minimum, this
prefix may be the complete NET; and
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3.4.10.2.5

3.4.10.25.1

3.4.10.2.5.2

3.4.10.2.5.3

3.4.10.2.5.4

3.4.10.2.5.5

b)  the communications pathdatatirk to that remote BIS. |

Note 1.— The reverse must also take place when the data link is terminaethe |
above route must be removed from the FIB.

Note 2.— Alternatively, such routes may be entered into the FIB at system initialisatipn.
However, this strategy gives satisfactory results only if there is a single possible data
path to the remote BIS.

Route I nitiation in IDRP

Once a communications path has been established between two Bl Ss and sufficient static
routing information has been entered into the local FIB in order to enable the forwarding
of data packets to the remote BISitsdf, IDRP may be used to exchange dynamic routing
information.

IDRP may only exchange dynamic routing information when a BIS-BI'S connection has
been established. This is a logical connection established by using the IDRP protocoal,
whichinturnuses CLNPtotransfer the protocol dataunits(BISPDUS) to theremote| DRP
entity. A BIS-BIS connection supportstherdiabletransfer of dynamic routing information
between BISs.

Prior to establishing a BIS-BIS connection it is necessary to create an “Adjacent BIS
Managed Object” to provide the information necessary to establish and maintain a BIS-BIS
connection with an explicitly identified remote BIS. The information held in the MO
includes the NET of the remote BIS, authentication data, the specific IDRP procedures |
used to establish the BIS-BIS connection and timer values. One such MO exists for each
remote BIS with which IDRP may exchange routes. Typically, this MO is setup in advance

of the underlying communications path, and will usually be created once agreement to
interconnect has been reached.

Once the FIB has been updated with a route to the remote BIS, the “start event” action is
requested of the Adjacent BIS MO associated with that Remote BIS. This initiates the
procedures for creating the BIS-BIS connection and is followed by the exchange of
dynamic routing information. It is the final action of the Route Initiation procedure.

During establishment of the BIS-BIS connection eitHestbriDRP entities will take an |
active role in connection establishment, or onlélve active and the other passive. The
role, active or passive, is determined by information configured into the Adjacent BIS MO.

If one IDRP entity is to be passive, then Systems Managers must ensure that the other is
configured in the active role. If both IDRP entities are configured in the active role, then
the BIS-BIS connection establishment procedures are less efficient, than if one is in the
passive role. However, given that the loss of efficiency is small and typically of no
consequence given that ground-ground BIS-BIS connections are usually long lived,
Organisations and States are recommended by the ATN ICS SARPs to always configure
the Adjacent BIS MOs for BIS-BIS connections between ground ATN BISs for BIS-BIS
connection establishment in the active role. This is to avoit tiek of both being |
configured in the passive role by mistake.
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3.4.10.2.5.6

3.4.10.2.5.7

3.4.10.2.5.8

3.4.10.2.5.9

3.4.10.2.5.10

3.4.10.3

3.4.10.3.1

However, there is one exception to the above. That is when the newly established
communications path isto aremote BIS with which a BIS-BI'S connection already exists.
This is possible when multiple networks are available between the same pair of BISs.
Multipleconcurrent connections may bedesirablein order to give high availability through
redundancy and to provide additional data transfer capacity.

IDRP permitsonly asingle BIS-BI'S connection between a given pair of BISs, irrespective
of the number of underlying connections and networks that may join them. Therefore, the
Systems Manager should check to seeif a BIS-BI'S connection already existsto theremote
BIS and only invoke the Start Event Action if one does not already exist. This action will
in any case; beignored if issued when a connection does already exist. |

However, other action may be appropriateif thereis a need to recognise the different QoS
that may be available when a new communications path is opened up (or lost), or a change
occurs in the Security Types that may be supported by alternative communications paths

to the same remote BIS. In such cases, the ATN ICS SARPs reqguire that the IDRP
Decision Praocess be aware of the aggregated QoS and Security Restrictions over the |
communications paths to a given remote BIS (Adjacent BIS). The ATN ICS SARPs
require the Decision Process to update the QoS on received routes (when processing the
Aadj-RIB-in) toreflect the QoS of the communications path(s) and to usethisupdated QoS |
when determining the degree of preference of the route and when re-advertising it.

The ATN ICS SARPs also require that the Decision Process does not placeinthetbRP |
Aadj-RIB-out, any routeswith Security Typesincompatiblewith any restrictionsthat exist |

on the aggregate communications path(s). For example, if none of the available |
communications paths to a given remote BIS permits the transfer of “Administrative” data,
then a route with a Security Type reflecting administrative data may not be placed in the
Adj-RIBRib-out for that Router (and hence advertised to it). |

Therefore, whenever an additional communications path to a given remote BIS becomes
available (or is lost), the Systems Manager must cause the IDRP Decision Process to be
re-run, instead of invoking the Start Event.

Air-Ground Route I nitiation

Air-Ground Route Initiation is similar to ground-ground Route Initiation, but differs for
the following reasons:

a) ICAO specified subnetworks are used for air-ground communications with their
procedures for use mandated by SARPSs rather than subject to bilateral negotiation;

b) routeinitiation typically starts as soon as communicatsopsssibleg.g. an aircraft |
coming into range of a Mode S Interrogator, and, in consequence Route Initiation
starts as soon as the Systems Manager is notified of the possibility of
communications (e.g. capture by a Mode S Interrogator);
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c) itisnot redistic to pre-configure Adjacent BIS MOs for every aircraft that may
come into contact with a given ground ATN Router; these MOs must be set up as
part of the Route Initiation Procedure;

d) special procedures are necessary to identify the NET of aremote ground or airborne
Router during the Route I nitiation procedureas, in general, it isnot possibleto know
this in advance; and

€)  due to avionics limitations, not all aircraft will be able to implement IDRP and
interim procedures inferring route availability over air-ground links must be
accommodated.

3.4.10.3.2 Communications Environment

3.4.103.2.1 The following ICAO Air/~-Ground data networks are expected to be used to support the |
ATN:

a) theaeronautical mobile satdllite service (AMSS);
b) theVHF datalink (VDL);-and |
c¢) theMode S datalink:; and |

d) theHF datalink. |

3.4.10.3.2.2 Ineach case, I TU recommendation X.25 providesthedatanetwork accessprocedures (with |
VDL Mode 3 offering an additional frame-mode network access), and the responsible |
ICAO Panels have required that:

a AMSS communications are “air initiated”, that is the aircraft is responsible for
initiating communicationsvith the ground; |

b) VDL communications are similarly air initiated; and

c) Mode S communications are “ground initiatettiat is a ground ATN Router |
attached to a Mode S data link is responsible for initiating communications with an

aircraft.
3.4.10.3.3 Summary of Procedures
3.4.10.3.3.1 The Air-Ground Route Initiation procedures are illustrated in Figure 3.4-12, and

summarised below. They are described in greater depth in the following sections. This
figure illustrates the case where a Join Event is generated by the air-ground subnetwork.
If the subnetwork cannot generate a Joint Evbiety the procedures start with the Call |
Request, as part of a polling procedure. System “A” is the initiator and System “B” is the
responder. If the air-ground subnetwork is air-initiated then System “A” represents the
Airborne Router, and System “B” the Ground Router. If the air-ground subnetwork is
ground-initiated, then System “A” represents the Ground Router, and System “B” the
Airborne Router.
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Figure 3.4-12. Air-Ground Route I nitiation Procedures
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3.4.10.3.3.2

The Route Initiation Procedures are:

a)

b)

d)

when an aircraft attaches to an air-ground subnetwork, a Join Event is generated,
potentially to both Airborne and Ground Routers. If received by System “B”, the Join
Event is ignored; System “BS ready to receive incoming calls as soon as it attaches
to the Mobile Subnetwork;

system “A” either:

1) acts on a Join Event by initiating the establishment of a virtual circuit to the
address given by the Join Event, provided such a connection is permitted by
local policy; or

2) ifpolling, System “A” issues a Call Request to the next address on its poll list.

when an incoming call is received by System “B”, it accepts the call if permitted to
do so by local policy, and generates and sends an ISH PDU to System “A” over the
newly established virtual circuit. This ISH PDU includes the NET of the System “B”
Network Entity and information on the cababilities of the air-ground subnetwork} in
the air-initiated case, i.e. if System “B” is an ATN Ground Rquter |

when System “A” receives a Call Accept, it too generates an ISH PDU, and sends
it to System “B” over the newly established virtual circuit. This ISH PDU includes
the NET of the System “A” Network Entity; and

on receipt of the ISH;

1) if one does not already exist, the local IS-SME creates an Adjacent BIS MO
for the remote system identified by the ISH PDU, and issues a “Start Event”
action to that MO. The Adjacent BIS MO created in System “A” identifies the
system as being in the passive role, while the System “B” MO identifies the
system as being in the active role. Hence on receiving the start event, System
“A” simply listens for an incomingBtPEN BIFDU, while System “B” |
generates one and sends it to System “A”. System “A” responds to the OPEN
BISPDU, with its own OPEN BIBDU; or |

2) alternatively, if a BIS-BIS connection already exists with the remote system,
then the IDRP Decision Process is re-run.

Once the BtS-Op€PEN BIS?DUs have been exchanged, the Route Initiation procedures
have been completed.
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3.4.10.34 Initial Route Initiation
3.4.10.34.1 General

34.1034.11 In the air-ground environment, Route I nitiation starts with the notification that an aircraft
has come into contact with an air-ground subnetwork, and that a BIS-BIS connection
should be established, so that dynamic routing information may be exchanged. In order to
ensure the automatic and timely execution of these procedures, a management entity is
required by the ATN ICS SARPs to be implemented in each airborne Router and each
ground Router with air-ground connectivity. Thisis known as the “Intermediate System - |
Systems Management Entity” (IS-SME).

Note.— The IS-SME is part of the Systems Management Agent for that Router and may
also implement other functions outside of the scope of Routing Initiation.

34103412  ThelS-SME may haveto handle two different classes of air-ground subnetwork:

a)  air-ground subnetworks that can recognise when an aircraft has come into contact
with the subnetwork (e.g. logged on to a satdlite, or captured by a Mode S
Interrogator) and hence that a communications path may be established with that
aircraft, and which report this event; and

b)  air-ground sSubnetworks which have no mechanismfor recognising theaboveevent |
and/or reporting it.

3.4.10.34.1.3 Intheformer case, Routel nitiation procedures commencewhen theair-ground subnetwork
reports this event - known as thgdid” Eevent. In the latter case, Route Initiation |
additionally includes procedures to allow support for Route Initiation in the absence of such
an indication.

Note.— Only when air-ground communications are air-initiated is it possible to establish
communications without galn Eevent. |

3.4.10.34.2 FheJoin Event |
3.4.10.3.4.2.1 Idedlly, the Join Event should be an-©St Systems Management Notification sent to the |
IS-SME from a Management Entity in the subnetwork itself. This notification should

provide the following information:

a) asubnetwork identifier allowing the BIS to associate the event with an air-ground
subnetwork to which the Router is connected;

b) theaddress onthat subnetwork of the remote airborne or ground Router; and

c) the expected lifetime of the adjacency, i.e. how long a communications path is |
expected to be available.
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34103422 A Ground Router will typically receive a Join Eevent for each aircraft that joins each |
air-ground subnetwork to which the Gground Router is attached. Therecept of suchjoin |
events will therefore be aregular activity. An airborne Router will typically receiveajoin
event for each Gground Router on an air-ground subnetwork at the time it comes into |
contact with that air-ground subnetwork.

3.4.10.3.4.2.3 On receipt of a Join Event, an ATN Ground Router will, if communications is ground- |
initiated, issue a call request to the subnetwork aAddress reported by the Join Event and |
thenceestablishavirtual circuit withthe corresponding Airborne Router. AnATN Ground
Router will ignore any Join Events received from air-initiated aAir-gSround subnetworks. |

3.4.10.3.4.2.4 Likewise, on receipt of a Join Event, an ATN Airborne Router will, if communicationsis |
air-initiated, issueacall request to the subnetwork aAddressreported by theJoin Eventand |
thenceestablishavirtual circuit with the corresponding Ground Router. An ATN Airborne
Router will ignore any Join Events received from ground-initiated aAir-gGround |
subnetworks.

3.4.10.3.4.25 In each case, the QOS, Security and Priority requested on the call request should be
satisfactory for the exchange of routing information. A local policy decision may also be
taken to ignore a Join Event from certain sources.

3.4.10.34.3 FheJoin Event for Subnetworksthat do not support ATN Systems M anagement |

3.4.10.34.3.1 It is anticipated that not all ICAO air-ground subnetworks will support the OSI Systems
M anagement protocols. Inorder to providetheequivalent of the Jjoin Eevent, thisGuidance |
Material provides the following guidance describing an alternative procedure for passing
a Jroin Eevent to an air-ground Router. Future ICAO SARPs for air-ground subnetworks |
which do not specify support of ATN Systems Management should specify the following
procedures or an equivalent procedure:: |

a) acommunicationspath (e.g. avirtual circuit) isestablished betweenthe ATN Router
and a subnetwork processor (e.g. Mode S GDLP) by a Systems Manager and kept
open as long as both Router and subnetwork are active; and

b) join events are passed from subnetwork processor to Router over this subnetwork
connection anet-as discrete items of data (e.g. as a single packet), and passed to the |
IS-SME.
Note.— An example of Join Event packet is provided in Table 3.4-1.
3.4.10.3.4.4 Proceduresfor Air-Ground Subnetworks that do not Provide a Join Event
3.4.10.3.4.4.1 With this class of subnetwork, it is necessary to adopt a polling strategy in order to

establish air/ground communications, and an Airborne Router must “poll” a list of Ground
Routers that has been configured by the System Manager.
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3.4.10.3.4.4.2 A suitable “poll” is a periodically repeated Call Request packet addressed to the DTE
Address of a Ground Router. Such call requests are regularly repeated until they are
answered with a Call Accept from the addressed Ground Router, and an Airborne Router
may cycle through a list of Ground Router DTE Addresses until a connection is
established. The QoS, Security and Priority requested on this Call Request should be
satisfactory for the exchange of routing information.

Table 3.4-1. Joint Event For mat

Field Size;in For mat Status Contents
octets
Message ID| 1 binary required ‘1
Length 1 binary required Total message length, in
octets
Version 1 binary required 1
Lifetime 2 binary required Lifetime of link, in seconds
SNPA var typellen/va| optional Remote ATN Router DTE
lue address(es) now available

Note.—NetesThe following conventions apply: |

1. Thelengthfield definesthelength of the entire message, including the messageidentifier field.

2. Thevalue of the lifetime field is determined by the subnetwork processor (SP). This value |
should be set to the expected time (in seconds) that connectivity over the mobile subnetwork
is expected. A typical valuewould be on the order of 600 - 1-200 seconds (10 - 20 minutes). |
Note that if air/ground connectivity is still possible shortly before expiration of the lifetime,

the SP should re-issue the reutingtrttrattoreventJoin Event. |
3. The SNPA field contains the subnetwork address of the remote Router. For example, the

routing initiation event delivered to the aircraft Router contains the SNPA of the ground

Router(s). The actual SNPA may have a different format or length for each subnetwork (for

an |SO/IEC 8208 subnetwork, the SNPA is the equivalent to the DTE address). The three |
subfields, type, length, and value are set as follows:

a) a one-octet type field is set to "1, indicating the field as type “SNPA”; and |
b) a one-octet length is set to the length of the remote Ro&RP# addressand |

—4) The variable-length value contains the actual DTE address of the remote Router. |
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5:4. Multiple SNPA fields may be included within a single routing initiation event to report the |
reachability of several Routers simultaneously.

6:5. The VearsionvER field should be set to ‘1. |

76. The value of the Messagetifpefield identifying the following data to be of type ‘'SNPA’ should |
be set to ‘1.

3.4.10.3.4.4.3

3.4.10.3.5

3.4.10.35.1

3.4.10.3.5.2

3.4.10.3.5.3

Once a virtual circuit has been established, the Router may cease to cycle through its poll
list, until the connection terminates (e.gecause the aircraft goes out of range of the |
mobile subnetwork), when it must resume polling for another connection. However, this
may lead to unnecessary gaps in communications availability. Furthermore, not all ground
Routers will sipport all security types required by the aircraft. The airborne Router is thus
recommended to continue to cycle through its poll list, even when subnetwork connections
exist, and to poll the remaining DTE Addresses on the poll list. Polling need only stop when
the Router has made sufficient air/ground connections to satisfy its requirements for each
supported traffic type, QoS and availdfp Polling may resume when these requirements
cease to be met

Note.— Typically, there will be many more Airborne Routers on a malileesvork

than there are Ground Routers, regardless of the subnetwork's coverage area. Hence,
while an Airborne Router can be expected to be configured with a complete list of Ground
Router DTE Addresses, it is unlikely to be practicable for a Ground Router to be
configured with a complete list of Airborne Router DTE Addresses. This is why
subnetworks which do not provide information to DTEs on the connectivity status of other
DTEs are only considered suitable for air-initiated BIS-BIS connections.

Route I nitiation in CLNP

As aresult of the handling of the Join Event or the “polling” procedure described above,

a virtual circuit will have been established between Airborne and Ground Routers. The
Mobile SNDCF specified in the ATN ICS SARPs should also have been assigned to
support the use of this virtual circuit by CLNP. As with ground-ground Route Initiation,

it is now necessary for the IS-SME to add to each RauféB, a route to the NET of the
remote Routés Network Entity, using the newly established virtual Circuit.

However, all each Router knows at this point is the DTE Address of the other Router. In
order to avoid the maintenance problem inherent in managing lookup tables that would
enable a correspondence to be made between a DTE Address and a NET, a dynamic
procedure has been specified by the ATN ICS SARPs.

An ISO/IEC 9542 IS Hello (ISH) PDU is used for this purpose. This is sent either as data,
once the connection has been established, or as part of the Call Request/Call Confirm
dialogue when “Fast Select” is supported by the air-ground subnetwork. Both Airborne and
Ground Routers generate an ISH PDU that reports their NET to the other Router. On
receipt of an ISH PDU, each Router updates its FIB with a route to the remote Router,
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3.4.10.3.6

3.4.10.3.6.1

3.4.10.3.6.2

3.4.10.3.6.3

3.4.10.3.6.4

3.4.10.4

3.4.104.1

using the NET supplied by the ISH PDU and associating this NET with the subnetwork
connection over which the ISH was received, as the forwarding path.

Note.— #his procedure is also used to negotiate the interim procedures used when IPRP
is not supported by the Airborne Routand to uplink epability information on the |
air/ground subnetwork for use by the airborne NPDU forwarding process. |

Route I nitiation in IDRP

Route Initiation in IDRP in the air-ground case is then almost identical to the
ground-ground case, except that the ATN ICS SARPs require that one Router is in the
passive mode and the other in the active mode. Thisis because the efficiency improvement
gained by this approach is worthwhile in the air-ground environment, and the active and
passive roles can be unambiguously identified when ICAQO air-ground data-subnetworks |
areused.

TheATN ICS SARPs specify that for air-initiated air-ground subnetworks (i.e. AMSS and
VDL), that the Ground Router takes on the active role and the Airborne Router takes on
the passiverole. For ground-initiated air-ground subnetworks (i.e. Mode S), the ATN ICS
SARPs specify that the Airborne Router takes on the active role and that the Ground
Router takes on the passiverole. This approach will permit the exchange of routeinitiation
data to take place in the shortest timeframe.

The Adjacent BIS MO, if it does not already exist, must be created in response to a
notification that an ISH PDU has been received over a new subnetwork connection. It is
necessary to create this MO in response to receipt of the ISH PDU, because it is not
realistic to pre-configure an Adjacent BIS MO for every Airborne or Ground Router to
which it could be connected.

An IDRP “Start Event” is then invoked by the IS-SME, provided that a BIS-BIS
connection does not already exists with the remote system. If a BIS-BIS connection does
already exist then, as in the ground-ground case, and for the same reasons, the IS-SME
must cause the IDRP Decision Process to be re-run.

Air-Ground Route I nitiation without | DRP

Due to certain avionics limitations, the ATN ICS SARPs permit, as an interim measure,
the existence of ATN Airborne Routers which do not support IDRP. Modified Route
Initiation procedures are specified to identify such Airborne Routers and thence to infer the
routes that would have been distributed had IDRP been implemented.

Note 1.— The identification of routes by inference is only possible because aircraft are
required by the ATN ICS SARPs to be End Routing Domains. That is they do not relay
data between ground stations or to other aircraft, and hence only provide routes to their
local Routing Domain.

Note 2.— The consequence_of non-support of IDRP by an Airborne Retttesusd
ptocedtre is that aircraft cannot be dynamically informed about ground route
availability. Therefore, until this interim measure has been withdrawn, the ground ATN
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environment must be constructed to ensure a higher level of alrgildian would have

been necessary had dynamic information been available to all aircraft. This is because,
when aircraft make assumptions about ground route availability, those ground routes
must exist within the margins of tolerance necessary for air safety.

3.4.10.4.2 Summary of Procedures

34.104.2.1 The procedures for Air-Ground Route Initiation without IDRP are illustrated in
Figure 3.4-13, and summarised below. They aredescribed in greater depthinthefollowing
sections. Thefigureillustrates the casewhere Air-Ground Routing isground-initiated. The
Route Initiation Procedures are;

a) when an aircraft attaches to an air-ground subnetwork, a Join Event is generated,
potentially to both Airborne and Ground Routers. If received by System “B” (the
Airborne Router), the Join Event is ignored. System “B is ready to receive incoming
calls as soon as it attaches to the Mobile Subnetwork;

b) system*“A” (the Ground Router) acts on a Join Event by initiating the establishment
of a virtual circuit to the address given by the Join Event, provided such a connection
is permitted by local policy; or

c) when anincoming call is received by System “B”, it accepts the call if permitted to
do so by local policy, and generates and sends an ISH PDU to System “A” over the
newly established virtual circuit. This ISH PDU includes the NET of the System “B”
Network Entity, with the NSEL set to the conventional value of hexadecimal FE;

d) when System “A” receives a Call Accept, it too generates an ISH PDU, and sends
it to System “B” over the newly established virtual circuit. This ISH PDU includes
the NET of the System “A” Network Entity;

e) onreceipt of the ISH PDU, both systems update their local FIB to include the routing
information received on the PDU;

f)  system “A” generates the derived routes using the NET of System “B”, inserts them
into the IDRP RIB, and invokes the IDRP Decision Process; and

g) system “B”, generates the derived routes from its local “look up” table and inserts
them into its local FIB. If for any derived route, an alternative route exists via a
different Ground Router to the same destination then only that with the highest degree
of preference as indicated by the look up table is inserted in the FIB.

3.4.10.4.3 Initial Route Initiation

3.4.10.4.3.1 There is no difference in the initial Route Initiation procedures when IDRP is not used over
the air-ground data link.
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Figure 3.4-13. Air-Ground Route I nitiation without IDRP
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3.4.10.4.4

34.104.4.1

3.4.10.4.4.2

3.4.10.4.5

3.4.10.45.1

3.4.10.45.1.1

3.4.10.4.5.1.2

3.4.10.4.5.1.3

3.4.10.4.5.1.4

Route I nitiation in CLNP

The ATN ICS SARPs require that the NET of an ATN Router’s Network Entity has a
Network Selector (NSEL) of zero. Thisis in accordance with ISO/IEC 10589. The ATN
ICS SARPs further specify that Airborne Router’s that do not support IDRP over the
air-ground data link, have an alias NET with an NSEL value of hexadecima] & that
this NET is used in the ISH PDU passed over the air-ground data link.

Note.—_Suppoittat—suppertof a NET with an NSEL of zero is necessary in suth
Airborne Routers when, for example, they also support ISO/IEC 10589 within the
aircratft.

Receipt of an ISH PDU with a NET that has an NSEL of hexadecimal ii@icates to
the receiving Ground Router that the sending Airborne Router does not support IDRP. The
IS-SME must then apply the special procedures detailed in the following section.

IS-SME Procedures without the use of IDRP
I n the Ground Router

When the IS-SME receives a notification that an ISH PDU has been received from an
Airborne Router that does not support IDRP, it must derive the routes that are available
via the Airborne Router and add these routes to the local IDRP Routing Information Base
(RIB). IDRP may then update the FIB and distribute these routes in the normal fashion.

The derivation of routes is possible because the aircraft is known to comprise an End
Routing Domain, and from knowledge of the ATN Addressing Plan it is possible to
determine an NSAP Address Prefix common to all systems in the aircraft from the recgived
NET of the Airborne Router. Further, from a priori knowledge of ITU restrictions that may |
apply to each air-ground data network and the Quality of Service offered by each such data
network, the distinguishing path attributes appropriate to the routes may also be
determined.

The number of routes derived by the Ground Router in respect of a specific Airborne
Router will be determined by the number of different Application Security Types permitted
by ITU restrictions to pass over the air-ground subnetwork multiplied by the number of
QoS metrics appropriate to the network. Each such route will have as its Network Layer
Reachability Information (NLRI), an NSAP Address Prefix constructed from the first
eleven octets of the received NET. That is because the ATN Addressing Plan results in a
common eleven octet prefix for all NSAP Addresses and NETS in one dsdrafiting
Domain, which may therefore be determined by inspection of any NSAP Address or NET
from any system in that Routing Domain.

The IS-SME must then add those routes to the IDRP RIB and run the IDRP Decision
Process, which then disseminates those routes and adds them to the FIB in line with the
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3.4.10.45.1.5

3.4.10.4.5.1.6

3.4.10.4.5.2

34.104.5.2.1

3.4.10.45.2.2

existing Routing Policy, and provided that they are a-preferred routes to the Airborne |
Router.

Theactual strategy for doing thisisimplementation specific. However, alikely strategy is

for the IDRP implementation to allocate speciabARIB-ins” (one per RIB-AfF) for |
holding routes received by mechanisms outside of the scope of IDRP. The Decision Process
will then consider such routes along with those in “normalljRIB-ins. As inthe general |
case, the Decision Process must be able to associate this special Adj-RIB-in with the
connections to the Airborne Router, and the QoS provided by these connettis |

so that when computing the degree of preference for each such route, or when copying them
to the Ulloc-RIB, the Decision Process can update their QoS to reflect the current |
communications paths that exist to the Airborne Router.

If additional subnetwork connections are opened up (or lost) to an Airborne Router then,
instead of generating the derived routes, as before, the IS-SME must cause the IDRP
Decision Process to be re-run. Finally, in this interim role, the IS-SME must also
determine when the assumed routes are no longer valid. This event occurs when either the
air-ground subnetwork connection is lost or when the periodic exchange of ISH PDUs
ceases. On the occurrence of either such event, the routes generated above must be
withdrawn.

Note.— Inthatirrcontrast with the use of IDRP over an air-ground data link, when the
ATNICS SARPs recommend that for reasons of efficient bandwidth utilisation, ISH PDUs
are not periodically transmitted, in this case they must be periodically transmitted in
order to maintain the “liveness” of the routes.

In the Airborne Router
The IS-SME procedures arein this case, similar to the ground case, except that:

a) theNLRI of thegenerated routes cannot be simply derived fromthe Ground Router’s
NET. This is because the Ground Router is typically part of a Transit Routing
Domain, and the destinations of the onward routes that it offers will not have any
known relationship to its NET;_and |

b) thegenerated routes must be directly added to the FIB as IDRP is not present to do
this on behalf of the IS-SME; or

c) if ISO/IEC 10589 is implemented, the generated rRoutes are used to generate |
Reachable Address MOs and the ISO/IEC 10589 entity is used to update the FIB.

In order to determine the NSAP Address Prefixes for the generated routes, lookup tables
will have to be provided so that given the NET of a Ground Router, the Airborne Router
canidentify theNSAP Address Prefixesfor destinationsreachableviathat Ground Router.
Furthermore, such look up tables will have to provide:



Part IV — Communication services
Chapter 3 — Internet communication services IV-3-161

3.4.10.4.5.2.3

3.4.10.4.5.2.4

3.4.10.4.5.2.5

3.4.10.4.5.2.6

3.4.10.4.6

3.4.10.4.6.1

a) restrictions on Security Types for such destinations that are additional to 1TU
restrictions imposed by the Air-Ground Subnetwork; and

b) the Capacity, Hop Count and QoS information for such destinations in a manner
sufficient to enable alternative routes to be discriminated betweern:, i.e. anindication
of relative preference for each supported metric.

Operationally, there will be a need to ensure that such tables are up-to-date with
information appropriate to the Flight Region(s) through which the aircraft will fly, prior
to each flight. The actual implementation of this procedure is dependent on the systems
involved.

ThelS-SME will haveto keep dynamic information on which routes areavailableviaeach
Ground Router with which it is in contact. This information is derived from the look up
table and aprteri-from capability information feron each active Air-Ground Subnetwork
supported.This latter information on the characteristics of each individual subnetwork is
uplinked to the Airborne Router during the route initiation process over each such
subnetwork andisusedin selectmq the appropriate subnetwork for downlinking NPDUs

S5 ey when multlplesubnetwork connectlons existstoa

When routes to the same destination are available via different Ground Routers, then the
IS-SME will have to choose between them based on the degree of preference given by the
look up tables and the subnetwork characteristics.

ThelS-SME isalso responsiblefor maintaining the FIB with an up-to-date set of available
preferred routes determined as above. It must add such routes to the FIB when they become
available, and remove them when the reverseistrue. Alternativdy, if ISO/IEC 10589 is
implemented, then the ISSSME may make such routes available to ISO/IEC 10589 by
creating a Reachable Address MO for each such route, and removing the MO when the
route ceases to be available. The ISO/IEC 10589 implementation may be relied upon to
maintain the FIB with this routing information.

M anagement of the ISH PDU Holding Time

AnISH PDU exchangeis a common featurefor datalink use, whether or not IDRPisalso
being used. However, in ether case, it is important to set the ISH PDU Holding Time
parameter with due care to avoid sending unnecessary ISH PDUs. In doing so, it is
necessary to understand the main purposes of the ISH PDU exchange:

a) thelSH PDU exchangeisfirst used to negotiate the use or non-use of IDRP;
b) theinitial ISH PDU exchange is also used to avoid any pre-defined relationship

between NETs and DTE Addresses. Thisis believed essential if ATN Airborne and
Air/Ground Routers areto operate over many different types of air/ground datalinks
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3.4.10.4.6.2

3.4.10.4.6.3

3.4.10.4.6.4

withdiffering addressing plans, including future networkswhose characteristics may
not even be known for some time;-and

I
I
Cc) theinitial ISH PDU exchange is also used to inform the peer ATN Router about |
those extended capabilities which are supported by thesending ATN Router over the |
air/ground adjacency (such as generation or respectively reception of routeswithout |
security information, or ATN security services) and about the characteristics of the |
air/ground subnetwork used to exchangethel SH PDU. Thisinformationsisincluded |
I

I

I

I

I

I

I

in the options part of the ISH PDU. To ensure backwards compatibility, it will be
ignored on receipt by those ATN Routers which are not compliant with the most
current edition of the ATN ICS SARPs;

d) thelSH PDU may also be used by an Air/Ground Router to request the public-key
certificate from the peer Airborne Router in support of the ATN security services;
and

€) thelSH PDU can also be used to provide a check on the “liveness” of the data link,
if the data link does not provide this as a built-in featueejf the data link service |
does not provide timely information on the loss of a communications path.

Note that ISH PDUs are sent on a per data link basis and not on a per adjacency basis and
such liveness tests are specific to an individual data link.

The Holding Time is a parameter to an ISH PDU that specifies the maximum time for
which the receiving network entity can retain the configuration routing information
contained in the PDU. When an ISH PDU is received, the receiving network entity should
start a timer which expires after the indicated Holding Time has elapsed. That timer is then
restarted whenever a further ISH PDU is received from the same sender. If the timer does
expire, then the receiving Network Entity will purge routing information about the NET
contained in the ISH PDU, from its routing tables. The route to the indicated NET will
therefore cease to be available. ISH PDUs must thus be retransmitted at a rate that is
typically half that of the Holding Time, in order to ensure that the receiving Network
Entity’s routing information is up-to-date, and that routes are not lost through loss of a
single ISH PDU.

When the procedures for the optional non-use of IDRP are employed, non-receipt of an ISH
PDU within the expected time will additionally cause the downstream IDRP route to be
withdrawn. When IDRP is being used, the same event will cause loss of communications
between the adjacent BISs and, in consequence, the withdrawal of any routes advertised
over the adjacency.

There are two factors involved in setting the ISH PDU Holding Time. The first is whether
the underlying data link needs a “liveness” check. The second is the application requirement
for notifying the using application, in a timely manner, of the loss of a communicatipns
path. Note that if a supported application requires a particularly rapid notification of the
loss of a communications path then it may be necessary to have a regular exchange of ISH
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3.4.10.4.6.5

3.4.10.4.6.6

3.4.10.4.6.7

34.11

34111

341111

341112

PDUs even when the data link also incorporates its own liveness check. That isif the data
link’s liveness check is not frequent enough for such an application.

In most cases, Airborne and Air/Ground Routers will set the ISH PDU Holding Time to
the largest possible value (i.e. 65534). This will avoid unnecessary ISH PDU exchanges
and hence costs. Only when a priori it is known that a data link does not have a suitably
frequent check on liveness for the supported applications, should a shorter time be used.
In such cases, the actual value for the Holding Time must necessarily depend upon
application requirements.

Airborne Router implementors should note that Air/Ground Routers are generally in a
better positiontoknow apriori whether ashort Holding Timeisrequired. Airborne Routers
implementors may therefore consider a pragmatic strategy whereby thefirst ISH PDU sent
over a newly established data link always has a large Holding Time value set and then, if
an ISH PDU is subsequently received from an Air/Ground Router with a short Holding
Time, that Holding Time is also adopted by the Airborne Router. That is, should an
Airborne Router see anincoming ISH PDU with a short Holding Time, it should respond
with an ISH PDU with the same Holding Time, and continue to use that short Holding
Time on the same data link.

Implementors should also note that existing implementations of 1SO/IEC 9542 were
probably developed for the LAN environment and assume a low transmission cost and
unreliableddivery. Such implementationswill probably respond to anincoming |SH PDU
from a previously unknown system with their own ISH PDU. Such behaviour is totally
unnecessary on areliable point-to-point data link and should be suppressed, if possible, in
order to avoid the cost of transmission.

Support for Mobile Systems
Mobility and Routing Domains

The scalability of an Internet is enhanced when Routing Domains near to each other are
characterised by similar address prefixes. However, thisis not an absolute requirement.
Routing Domains can be adjacent, have totally dissimilar address prefixes and till
interconnect successfully. Furthermore, with a dynamic routing protocol, such as IDRP,
two Routing Domains need only to interconnect when they need to, and can both be active
on the same network. The onward re-advertisement of routes can inform the rest of the
ATN Internet about such a temporary connectivity while it exists, and the loss of
connectivity whenit occurs. A Routing Domain can thustemporarily join an Internet at one
point of attachment, then disconnect and join the Internet at some other point, the only
impact being in the efficiency of routing information distribution, and eventually on
scalability.

This property of therouting architecture and of IDRP; is exploited by the ATN to support
Mobile Routing.
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34.11.1.3

341114

34.11.15

34.11.1.6

Inthe ATN, thesystems onboard an aircraft form a Routing Domain uniqueto that aircraft
which isand characterised by one address prefix for ATSC systems, and another for
AINSC systems. As an aircraft proceeds on its route, it interconnects with ground based
Routing Domains over the various air/ground networks; the actual network used and
Routing Domain interconnected with are dependent on the aircraft’s actual position, and

Figure 3.4-14. Mobile Routing Example

theairling’srouting policy. Routing I nformationisthen exchanged between ground Routing
Domains, using IDRP, sothat all ground Routing Domains are aware of the current route
to that aircraft. Thisisillustrated in Figure 3.4-14.

Inthisexample, therearefour ground based Routing DomainsRD1 throughto RD4. RD1,
RD2 and RD3 all support air/ground data links, while RD4 depends on the other threefor
air/ground communications. The aircraft currently has communications over air/ground
data links with both RD2 and RD3.

Using IDRP, both RD2 and RD3 advertisearouteto theaircraft’s systems, to RD4. RD4
chooses between these two available routes using its own Routing Policy, which might, for
example, favour the route through RD3. Similarly, the aircraft’s router must choose
between the routes to RD4 offered by RD2 and RD3. It need not make the same choice as
RDA4.

As the aircraft continues on its journey, it may loose communications with RD3. For
example, it goes out of range of theVVHF data link it was using to communicate with RD3.
RD3 informs RD4 of this situation by issuing the appropriate IDRP protocol action to
withdraw theroute, and RD4 now changes to using the route offered by RD2, asiit is now
the only route to the aircraft. The arcraft’s router also recognises the loss of
communications with RD3 and must now route all traffic via RD2.
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341117

34.11.1.8

34.112

341121

341122

3.4.11.3

3.4.113.1

3.4.11.3.2

Further onthejourney, theaircraft comesinto contact with anair/ground data link offering |
communicationswith RD1. A datalink is established and routing information exchanged. |
RD1 now advertises the new route to the aircraft, to RD4. RD4 now once again has two
routes to the aircraft and must make a choice between them using its local routing policy
rules. It might, for example, now prefer the route through RD1, in which case all data to
the aircraft is now routed via RD1. Therouter in the aircraft also goes through a similar
decision process.

Whilethetopology of the ATN ground environment is much more complex than the above
example, thisis essentially how mobile communications is implemented by the ATN.

Containing the Impact of Mobility

While the principles of mobile routing outlined in the previous section are straightforward
they are not scaleable using the existing IDRP mechanisms associated with Route
Aggregation and RDCs. The problemisthat even if an aircraft isgiven an NSAP address |
prefix similar to the address prefixes that characterise the ground Routing Domains at the
start of its journey, such a similarity is unlikely to be maintained for the duration of the
flight. Route Aggregation possibilities are thus very limited.

Instead, an alternative mechanism has been devel oped to permit mobility within ascaleable

Internet architecture, building on two concepts: the ATN Island, and the “Home” domain

(see 3.8.11.4 below). In addition, the ATN Addressing Plan specifies a common address |
prefix for all aircraft and, subordinate to that address prefix, specifies a unique address
prefix for the aircraft belonging to each airline, and the General Aviation Aircraft of each
country.

Routing to Mobiles within an ATN Island

The ATN island exists for the exclusive purpose of supporting routing to mobiles. An ATN
Island is simply an ATN region comprising a number of Routing Domains, some of which
support air/ground datinks. These Routing Domains form an RDC, as illustrated in |
Figure 3.4-15, and an ATN Island is essentially an RDC in which certain Routing Policy
rules are followed. All ATN Routing Domains that have air/ground lddtare members |
of an ATN Island and, although most ATN Routing Domains which do not have air/ground
datalink capability will also be members of ATN Islands, they do not have to be and can |
still have access to routes to aircraft if they are not a member of an ATN Island RDC.
Routes to destinations in ground based Routing Domains will be exchanged by ATN
Routing Domains, both within an Island and between Islands. However, this is outside of
the context of the ATN Island.

Within each ATN Island, at least one Routing Domain forms the’slaanckbone. This
may be only one RD or may actually be an RDC comprising all backbone Routing
Domains in the same ATN Island.



IV-3-166 Comprehensive Aeronautical Telecommunication Network (ATN) Manual

34.11.33 Withinthe ATN lIsland, the Backbone RDC provides a default routeto all aircraft;. Aas |
illustrated in Figure 3.4-145, this is advertised to all other Routing Domains within the |
Island as a route to the common address prefix for all aircraft.

34.11.34 Routing Domains with explicit routes to aircraft then have a smplerouting policy ruleto |
determineto which adjacent Routing Domain they must advertise such aroute. Thisisthe
Routing Domain currently advertising the preferred route to all aircraft. This will be a
backbone Routing Domain (or a Routing Domain that provides a route to the backbone).
Either way theimpact of such a policy ruleisthat the Backbone RDC is always informed
about routes to all aircraft currently reachable via data links available to the Island’s |
Routing Domains, and can thus act as default route providers for packets addressed to |
airborne systems.

Note.— A route to an aircraft is readily identifiable from the destination address prefix,
as all address prefixes that characterise an aircraft Routing Domain descend from a
unique address prefix.

3.4.11.35 Routing Domains off the backbone also have a simple routing decision to make when they
need to routea packet to agiven aircraft. It is routed along the explicit routeto the aircraft
if it isknown by them, or on the default routeto all aircraft via the backbone. Routing with
IDRP aways prefers routes with the longest matching address prefix. Since the default
routeto all aircraft isalwaysashorter prefix of that for an explicit routeto an aircraft, the
explicit route to an aircraft will be preferred (sinceit will always have a longer matching
address prefix). This routing strategy happens automatically without any special
provisions.
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3.4.11.3.6

3.4.11.3.7

3.4.11.3.8

The example above is not the only policy rulethat can apply to routes to aircraft. Routes
to aircraft can be advertised to any other Routing Domain within the Island, provided that
apolicy ruleis set up to allow this. Thismay be because thereis a known communications
requirement which makes bypassing the backbone desirable, or becauseit is desirable to
provide a second (hot standby) route to aircraft from the backbone. The architecture
accommodates these requirements. The only limitation on this is that imposed by the
overhead of supporting routes to mobiles (see 3.45.11.6 below).

Within the Backbone RDC, all Routing Domains must exchange all routes to aircraft,
which are advertised to them,. Tthey arethen ableto act asdefault routers providersto any
aircraft currently in communicationswiththe ATN Island. However, becausethebackbone
routers need to know routesto all such aircraft, their capacity placesalimit on the number
of aircraft that can be handled by an ATN Island and hence on the effective size of the
Island.

The ATN Island is only the first part of achieving a scaleable routing architecture for
mobile routing. Its true benefit is to focus the overhead of handling the potentially large
number of routesto aircraft on afew specialised routersin thebackbone. Off thebackbone,
a Routing Domain with an air/ground data link needs only the capacity to handle the

ATN Islang RDc

Legend
== Route to all aircraft
9Route to an aircraft

Figure 3.4-15. Mobile Routing Within an ATN Island

aircraft supported by itsdatalink(s), and thereisasimilar impact on Routing Domainsthat
are Transit Routing Domains providing a route between the backbone and an air/ground
datalink equipped Routing Domain. For all other Routing Domains onthelsland, thereis
no impact on routing overhead due to aircraft.
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3.4.11.3.9

34114

341141

34.1142

3.4.11.4.3

3.4.11.4.4

In the absence of a backbone, all routers within the Island would need to be explicitly
informed with a separate route to each aircraft, if they were to be able to route to any
aircraft currently in contact with the Island. Thisis because thereisvery little probability
of route aggregation with routes to aircraft.

Routing to Mobiles between ATN I slands

ATN Islands can beset up such that their geographical spread matches Air Traffic Control
communications requirements and, for AT C purposes, there may not be arequirementto |
provide inter-1sland communications in respect of aircraft. However, airline operational
requirements are perceived to require this, and hence the mobile routing concept is
developed to provide a greater level of scalability.

The mechanism used to achieve this derives from the concept of the “Home” domain.

Aircraft for which inter-Island communications are required must have a “Home” domain,
which is a Routing Domain in an ATN Islasdoackbone. This “home” need not be in
either the ATN Island through which the aircraft is currently reachable, or in the ATN
Island with which communications required. The role of the “Home” domain is to |
advertise a default route to all the aircraft belonging to an airline, or the General Aviation
aircraft of a given country of registration. This default route is advertised to all other ATN
Islands backbone routers.

The operation of the “Home” domain is illustrated in Figure 3.4-16. In this example, ATN1
is the ATN Island acting as the “Home” for all aircraft belonging to the same airline as the
aircraft illustrated as currently reachable via ATN4. ATN1 advertises the default route to
all such aircraft to all Islands in which it is in contact and, depending on local policy this
route may be re-advertised to other Islands. In the figure, ATN3 re-advertises the default
route on to ATN4.
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3.4.11.4.5

3.4.11.4.6

3.4.11.4.7

The backbone routers of an ATN Island have a simple policy rule to implement for each
explicit routeto an aircraft that they have available. If adefault routeto all theaircraft in
theaircraft’s airline or country of registration exists then the actual routeto the aircraft is
advertised to the Routing Domain advertising that default route. Otherwise, the explicit

Legend

Default Route to

=32 airline’s aircraft

— EXpicit route to
an aircraft

Figure 3.4-16. Inter-Island Routing

route is not advertised outside of the Island. In Figure 3.4-16, the route to the aircraft is
first advertised by ATN4 to ATN3 and then re-advertised to ATN1. In each case, thesame
policy ruleis applied.

Note.— Such a route is generated by the “Home” Domain , and is readily identifiable
from the destination address prefix, as all address prefixes that characterise an aircraft
belonging to the same airline descend from a unique address prefix.

The impact of this rule is that the “Home” is always kept aware of routes to all of “its”
aircraft. As it is also providing the default route to such aircraft, routers on other ATN
Islands (e.g. ATN2) that have packets to route to one of that “ISbraecraft will by

default send those packets to the “Home” Routing Domain (ATN1), where the actual route
to the aircraft is known, and thus the packet can be successfully routed to the destination
aircraft (via ATN3 and ATN4).

In the above example, this is clearly non-optimal as ATN4 can be reached directly from
ATN2. However, the loss of optimal routing is acceptable as, otherwise a scaleable
architecture could not have been developed.
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3.4.11.4.8

3.4.11.4.9

3.4.11.5

3.4.11.51

3.4.11.5.2

3.4.11.5.3

3.4.11.54

3.4.11.5.5

3.4.11.5.6

Theimpact of this strategy on routing overhead; isthat an ATN Island backbonehastobe |
capableof handlingroutestoall aircraft currently incontact withthelsland, and all aircraft
for which it is the “Home”.

However, this capacity handling requirement is independent of the total number of ATN
Islands or the total number of aircraft. It is thus possible to add more ATN Islands, or
aircraft belonging to airlines whose “Homes” are on other Islands, without affecting the
capacity of an ATNikland backbone (relating to the number of routes to aircraft). The |
routing architecture thus allows for a much larger number of mobile systems than that
permitted by a single ATN Island.

Impact on Air/Ground Data Ltinks |

A final limiting factor on the ATN is the capacity of the air/groundliuik& At present, |
these are low bandwidth communications channels and only the minimum routing
information can be transferred over them.

IDRP is potentially an ideal protocol for this environment. Techniques such as RDCs and
Route Aggregation can be used to minimise the information contained in each route.
Furthermore, two or more routes to the same destination that differ only in security
parameters, or service quality metrics, can be combined together into a single message
keeping the actual information exchanged to a bare minimum.

In addition, IDRP is a connection mode protocol and, as such, once a route has been
advertised between a pair of Boundary Intermediate Systems it does not have to be
retransmitted during the lifetime of the connection. A BIS-BIS connection is kept alive by
the regular exchange of small “keepalive” packets, and once routing information has been
exchanged it remains valid for the lifetime of the connection without having to be
retransmitted.

The ATN uses these properties of IDRP to keep the transfer of routing information over
an air/ground datknk to a minimum. When the daliak is first established, the airborne |
router will advertise a route to internal destinations for each combination of traffic
(security) type and QoS metric supported. These routebercombined into a single
protocol message and downlinked for onward distribution through the ground ATN.

The ground router will also uplink routes to the aircraft and to keep the information down
to a minimum, a further RDC is defined, comprising all ground ATN Routing Domains.
This RDC, the “ATN Fixed RDC” ensures that for each uplinked route, the path
information is collapsed to a single identifier, that for the ATN Fixed RDC.

The actual routes uplinked are subject to the policy of the grountsrBuatgting Domain.
However, it is anticipated that routes will be provided to at least:

a) the local Routing Domain (typically that providing Air Traffic Services); and

b) the ATN as a whole. |
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3.4.11.5.7

3.4.11.6

34.116.1

3411611

34.11.6.1.2

34.11.6.1.3

34.116.1.4

34.11.6.1.5

3.4.11.6.2

in addition to other routes as determined by local policy.

Theairbornerouter will then be ableto choosebetween thealternative routes (viadifferent)
ground routers to these destinations.

Fhelmpact of Routing Updates
Generadl

As indicated in the previous section, a scaleable routing architecture can be developed in
support of mobilerouting. It isnow necessary to consider thefactorsthat limit the number
of routes to aircraft that an ATN Router can handle.

Each route known to a router occupies a certain amount of data storage and, while data
store can be alimiting factor on the total number of routes handled, it is unlikely to be so
inthis case. Thenumber of route updates that a router can handleis morethan likely to be
the limiting factor.

In the ground environment, route updates will usually only occur when changes occur in
the local region of the Internet (changes further away are hidden by route aggregation).
Typically theintroduction of a new Routing Domain or interconnection, or theremoval or
loss of one of these will cause a change. However, the frequency of updateis unlikely to
be high.

However, with mobiles, such as aircraft, the situation is very different. Aircraft are
constantly on the move, changing their point of attachment to the ATN, and hence
generating routing updates. The impact of these updates needs to be minimised if the
number of aircraft that can be handled by an ATN Island is to be maximised, and an
important and useful feature of IDRP can be exploited in order to help meset this objective.

The KegpAlive timer is used within IDRP to determine the health of alink. This directly
controls the frequency which IDRP KeepAlive PDUs are sent on BIS-BIS connections.
Thereis a trade-off concerning the setting of thistimer. A small value of this timer will
more accurately determine a changein link status, however this will increase the protocol
overhead of an already bandwidth limited air/ground resource. The setting of thistimer to
a small value will also increase the financial cost of the resource. A large value of the
Keepalive timer will be less responsive to determine a change in link status, however this
will decrease the protocol overhead across the air/ground resource. The setting of this
timer to a large value will also decrease the financial cost of the resource. It is
recommended that thisval uebe based on operational experience betweenthevarious States
and Organizations.

“Hold Down” Timer Use
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34.116.21

3.4.11.6.2.2

3.4.11.6.2.3

3.4.11.6.24

Vector distant routing protocols, such as IDRP, typically implement a “hold down” timer,
which introduces a minimum delay between the receipt of a route and its re-advertisement.
This timer is used to avoid instability due to frequent route changes, and the actual value
of the timer is then usually a trade-off between a short timeout to give rapid response and
a long timer to keep down routing overhead and minimise instability.

However, under IDRP, routing events that indicate a major change (i.e. new route or loss
of a route) are not subject to a hold down timer, only those that report a minor change to
an existing route are subject to a hold down timer. This means that IDRP is very responsive
to connectivity changes while avoiding instability due to minor changes. For example,
consider a simple extension to the previous example, illustrated in Figure 3.4-17.

In this example, RD4 provides a route to the aircraft, to RD5. When the aircraft loses

Figure3.4-17. Impact of aHold Down Timer

contact with RD3, RD4 is immediately informed, as there is an effective zero length hold

down timer for withdrawn routes. However, while RD4 recognises this event and switches
to the route provided by RD2, it does not necessarily inform RD5 of this now minor change
to the route immediately (the route still exists, only the detail of the path is different), and

anyway, the update must be sent not less than the periBduteAdvertisementl nterval

since any previous update. In this example, it should be noted that the minor change will
not affect RD%s routing decision, as it has no alternatives available.

Sometime later, the aircraft comes into contact with RD1. RD4 is immediately informed
as this is a new route. However, even if RD4 switches to this new route, it does not inform
RD5 of the change until thminRouteAdvertisementi nterval has again expired.
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3.4.11.6.2.5

3.4.11.6.2.6

3.4.11.6.2.7

3.4.11.6.2.8

3.4.11.6.2.9

3.4.11.6.2.10

This hasimportant implications for thedesign of an ATN Island. If an Island’s air/ground
data links are all connected to Routing Domains which are themselves adjacent to the |
Backbone RDC, all connectivity changes will be immediately reported to the Backbone
giving a high route update rate. On the other hand, if there are intermediate Routing
Domains between the backbone and the Routing Domains connected to air/ground data |
links, then the update frequency can be significantly reduced, without affecting the |
responsiveness to real connectivity changes.

Thisisanimportant benefit derived fromusing | DRP to support mobile routing compared
with, for example, a directory based approach to mobile routing. Under a directory based
approach, there would be a central directory server on each ATN Island (c.f. the
Backbone), updates on the position of aircraft would be sent direct to the directory, and
other routers would consult the directory in order to determine the current location of a
specific aircraft. In terms of overhead, this situation is analogous to an ATN Backbone
Routing Domain directly connected to each Island Routing Domain with air/ground data |
link capability, and the directory has to be able to take the full update rate. IDRP can, |
however, distribute the update load throughout the ATN Island.

Routes advertised to an aircraft’s “Home” are also affected by the hold down timer and,
in this case, RDCs and the Hold Dowimer work together to keep the routing overhead |
to an absolute minimum.

As an ATN Island is an RDC, routes advertised to other Islands have their path information
for the transit through the RDC replaced by a single RDC identifier, and therefore, in many
cases, changes in the route will not even be visible to another ATN Island. When changes
are visible (e.g. a change in hop count or QoS metric), and such changes can be kept to a
minimum by careful network design, then the Hold Timer limits the rate at which such
changes can be advertised and prevents minor changes which are also short lived, being
exported outside of the Island.

Results from simulation work have shown that the “ideal” setting for the
minRouteAdvertisementinternval is under one minute (typically 30 seconds).
Furthermore, simulation has shown that complex topologies for the ATN Island Backbone
should be avoided as they significantly increase the convergence time. Two independent
studies have shown that an hierarchical arrangement of ATN Island, each with a small
number of Backbone BISs, both reduces the volume of IDRP Update traffic and promotes
a scaleable architecture. Figure 3.4-18 illustrates such an architecture.

Simulations have also shown that the optimal interconnection of ATN Islands is a single
direct adjacency between each pair of ATN Islands.
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34.11.6.2.11 Having a small number of BISs on a backbone has been demonstrated to be an optimal
arrangement as increasing the number of Bl Ssincreases the number of IDRP updates and
peer relationships each BIS must handle. However, it may not be possible to produce a
topology that satisfiesthis. Under the circumstancesthat an RDC isformed fromanumber
of fully meshed Bl Ss on acommon subnetwork, the use of a Route Server may improvethe
route convergence.

Figure 3.4-18. A Hierarchical Structure of ATN Islands

3.4.11.6.2.12 A Route Server isa system that participatesin IDRP, but does not participatein theactual
CLNP packet forwarding. A Route Server is a BIS dedicated to the processing of routes:
it acquires routing information from all the Bl Ss connected to acommon WAN, performs |
the IDRP decision process over this information, and then redistributes the results to the |
routers. Figure 3.4-19 illustrates the use of a Route Server in a fully meshed RDC.

34.11.6.2.13 The Route Server approach relies on the use of an optional feature of the ISO/IEC 10747
(IDRP) standard:

a) theBISswhich areclientsto the route server would need to support “the generation |
of the NEXT_HOP attribute in support of route servers” options;

b) the Router Server is a BIS which does support the “propagation of the NEXT_HOP
attribute in support of route servers”; and
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c) thesupport onreceipt of the NEXT_HOP attribute is a mandatory IDRP function
and is therefore assumed to be supported by every standard ATN IDRP
implementation.

34.11.6.2.14 The Route Server approach rdiestherefore on standard mechanisms and can be used inthe
ATN provided that the options mentioned above are implemented.

3.4.11.6.2.15 Note that this approach delegates the Routing Policy decisions to the Route Server.
However, this can be appropriate as long as the Routing Policies among all the BISs

BIS-BIS Connections

Figure 3.4-19. The Utse of a Route Server in a Ffully Mmeshed RDC |

connected to the common subnetwork are consistent among themselves.
34117 Failure Modes

3411.7.1 In the pure ground-ground environment, loss of arouter or a communications path can be
readily recovered from provided an alternative route exists and routing policy permitsits
use. However, the situation is not so straightforward with the policy rules that support
mabile routing. The ATN Mobile Routing Concept depends upon two default route
providers, the ATN Island Backbone and the “Home”. Failure of either of these or loss of |
access to them will impact mobile routing.

3.4.11.7.2 Loss of the “Home”

3411721 Loss of the “Home” may come about from either the loss of the Routing Domain
advertising a route to the “Home” for a given set of aircraft, or the loss of the
communications path to it. The consequence of either failure is clear: the affected aircraft
are now only reachable from systems on the ATN Island to which they are currently
adjacent.
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34.11.7.2.2

3.4.11.7.2.3

3.4.11.7.3

3.4.11.7.3.1

3.4.11.7.3.2

3.4.11.8

3.4.11.8.1

3.4.11.8.2

In practice, there should not be a single point of failure related to the “Home” Routing

Domain. A Routing Domain may comprise many BISs, each of which may advertise the
route to the “Home”. Only loss of all of these BISs will result in the complete loss of the

route to the “Home”. Furthermore, there may be many communications paths, using
different network technologies, linking two adjacent Routing Domains. Such concurrent
links may be between the same pair of BISs, or between different pairs. Only if all such
links are lost, will total loss of communications occur.

Therefore, it will always be possible to design a network topology that will avoid the loss
of the “Home” being due to any single failure, and which can ensure that the probability
of loss of the “Home” is kept within acceptable limits. Where inter-Island communications
are required in support of air safety, then the design of the Inter-Island AT Ngppalist
be supported by an appropriate failure mode analysis to ensure that safety limits are
maintained.

Failure of an ATN Island Backbone

Failure of an ATN Island may also result from the failure of the Routing Domain(s) that
comprise an Islarid Backbone, or of communications paths with an Is&ahédckbone.
The consequence of such a failure is that the aircraft currently adjacent to the Island are
only reachable from the Routing Domains supporting air/ground lohikawith those |
aircraft, and any other Routing Domains on the Island to which routing information to
those aircraft is advertised according to explicit policy rules.

For similar reasons to those already detateeHn53.4.4.1.7.2there is no need for loss |
of an ATN Island Backbone to be due to a single point of failure, and an appropriate
network design should be developed for each ATN Island to ensure that the probability of
the loss of the backbone is within acceptable limits.

Optional non-Use of IDRP

Simple networks can often avoid dynamic routing mechanisms in favour of statically
defined routing tables, initialised by a System Manager. However, even in the early ATN,
the existence of Mobile Systems does not permit the general use of static routing
techniques. Aircraft may join and leave the air/ground subnetwork(s) at any time and this
dynamic behaviour must be recognised by the routers and reflected in the routing tables.
Some dynamic adaptive routing protocol is neededippart this requirement. IDRP is
specified for this purpose. However, implementing IDRP functionality on an airborne
router may not be practicable in the early stages of ATN implementation in all case$

An alternative approach is possible using provisions in the ISO/IEC 9542 ES-IS protocol.
An exchange of Intermediate System Hello (ISH) PDUs is already required as part of the
route initiation process, and, in a limited topology, an exchange of ISH PDUs can be
sufficient to provide the exchange of dynamic routing information necessaunpors
mobile routing. Furthermore, a regular exchange of ISH PDUs (part of the normal
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3.4.11.8.3

3.4.11.8.4

3.4.11.8.5

Ground Router
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Figure 3.4-20. Architecture of an Initial Ground Network Router

operation of ISO/IEC 9542) can be used to keep the link between ground and airborne
routes “live” in the absence of IDRP.

Such a use of the ISH PDUs depends upon an assumed relationship between the Network
Entity Title (NET) of each router - which is essentially the rdataddress - and the NSAP
Addresses in the ground and airborne End Systems. The NET is exchanged as part of the
ISH PDU. When the Air/Ground router receives an ISH PDU from an airborne router, it
may infer from the ATN Addressing Plan the common NSAP address prefix of all NSAPs
onboard that aircraft. This being the first eleven octets of the NET. This NSAP Address
Prefix may then be used as the destination of a route to the NSAPs onboard that aircraft
and the route entered into the ground rdat&orwarding Information Base. It is then
possible for the ground End Systems to send data to airborne End Systems on that aircraft.

The same process may also take place on the Airborne Router, on the receipt of an ISH
PDU from the Air/Ground router, enabling airborne End Systems to send data to ground
End Systems. The routing information remains current until either a regular exchange of
ISH PDUs ceases, or the subnetwork connection is cleared, when the ground and airborne
routers remove the associated routes from their forwarding information bases.

The architecture of a ground router implementing such functionality is illustrated in
Figure 3.4-20. The architecture is straightforward enough with the ES-IS protocol active
on both subnetworks. Both protocol entities update the Forwarding Information Base (FIB)
which is, in turn, used by the Forwarding process to route packets. |
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3.4.11.8.6 As the ISH PDU mechanism is also used for route initiation in the full ATN, some
convention for distinguishing between its use in this scenario and in the full ATN is
necessary. This can bereadily achieved by addressing conventions. A non-zerovalueinthe
NET’s “SEL” field (254 decimal) is used to signal use of the above procedures.

3.4.11.8.7 Routing information learnt in this way by the Air/Ground Router may then be disseminated
throughout the ATN Ground Environment using normal IDRP procedures.

3.4.11.9 Routing Paliciesin Support of Mobile Routing

3.4.11.9.1 No special features of IDRP are required to implement the mobile routing strategy
described above, other than the ATN specific use of the Security Path Attribute. Instead
a prescribed set of Routing Policies are used to provide this functionality. These rules are
fully specified in sectior-5-833.7 of the ATN ICS SARPSs, and it should be noted that |
different sets of rules apply to ATN Routers in different roles. This section attempts to
illustrate the application of those rules by describing an example network of routers and
discussing the application of the rules to this example network.

3.4.11.9.2 Figure 3.4-21 defines the example Routing Architecture scenario that has been used as the
basis for the guidance provided in this section.

MOBILE RD
<« Airline A
AN

FIXED ATN RDC

»
RDC S‘@TEA (ATN Island) RDC IACSP (ATN Island)
:
GIObaI HOME RD
ATN iE
’ Backbone < for Airline A

RDC STATE B (ATN Island)

RDC AIRLINE A (ATN Island)

Figure 3.4-21. Example Routing Policy Scenario

3.4.11.9.3 The following are the key components of the example network:

a) the scenario defines at the highest level the “Fixed ATN RDC” which the ATN ICS
SARPs define to comprise of all fixed ATN RDs;

b)  within the Fixed ATN RDC are defined four organisational RDCs:
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1) an RDC for State “A”;

2) an RDC for State “B”;

3) an RDC for an International Aeronautical Communications Service Provider
(IACSP); and
4) an RDC for an airline (airline “A”).

Note.— The term “RDC” in this context is synonymous with the term “ATN Island”.

c) thescenario additionally defines a Mobile RD (RD1) belonging to airline “A” that
is currently connected with two RDs (RDs 2 & 3) within the State A RDC; and

RDC AIRLINE A (ATN Island)

Figure 3.4-22. Routing Policy Example Connectivity

d) the connectivity between the RDs is illustrated in Figure 3.4-22.

3.4.11.94 The following RDCs are defined:
a) State A” RDC: |
1) The State A RDC comprises three RDs (RD2, RD3 and RD4); and

2) The State A RDC includes a Backbone RDC that comprises RDs 3 & 4 and
a TRD (RD2) off the Backbone.

b) State B” RDC:

1) The State B RDC comprises two RDs (RD6 and RD7); and
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2) OneRD (RD7) is the only member of the State B Backbone RDC.
c) IACSPRDC:

1) Thel ACSP RDC comprisesone RD (RD5) whichistheonly member of the |
|ACSP RbEsBackbone RDC. |

d) AirlineA RDC: |
1) The Airline A RDC comprises three RDs (RD8, RD9 and RD10);
2) The Backbone RDC comprises only RD (RD8); |
3) RD9 is a TRD and is designated as the “Home RD” for the airline; and
4) RD10 is defined to be an ERD.
3.4.11.95 RD1 is a Mobile RD belonging to Airline A.

3.4.11.9.6 The “Global ATN Backbone” comprises all RDs that are members of the Backbone RDCs
of each of the 4 organisational RDCs, RDs 3, 4, 5, 7 & 8. |

3.4.11.9.7 It should be noted that an overriding requirement in the ATN ICS SARPs is that all
Routers within the same RD are required to implement the same Routing Policy. With
respect to the Routing Policy rules defined in the ATN ICS SARPSs, and explained in the
following sections, it should be noted that rules have only been defined in support of
air/ground routing. Routing Policy rules for ground/ground routing have been considered
to be a local matter and are therefore outside the scope of the ATN ICS SARPs.



Table 3.4-2. Routing Policy Requirementsfor Membersof an ATN Island Backbone RDC (ATN |CS SARPs Ref. 5.3.7.2)

ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
53.7.1.2 Adjacent ATN RD’s The palicy requirements | RD3-RD4 Each Router in RD3 is required to advertise the
within the ATN Island | are applicableto the following routes to each adjacent Router in RD4:
Backbone RDC exchange of routing RD4-RD3
information between e arouteto NSAPs & NETSs contained within RD3;
adjacent routing
domains both of which e the selected Route to every Mobile for which aroute
are members of the isavailablei.e. either direct to the mobile RD1 from
ATN Island Backbone RD3 or aroute via RD2 to the mobile RD1;
RDC.
e the selected route to every Fixed ATN RD in the
sameIsland i.e. a Route to RD2.
5.3.7.13 All other ATN RDs The policy requirements | RD3-—-RD2 In this case RD8 will advertise the following rRoutes to
within the ATN Island | are applicableto the RD9:
advertisement of routing | RD7-RD6
information from an RD e arouteto NSAPs & NETSs contained within RDS;
that is a member of an RD8-RD9

ATN Island Backbone
RDC and an RD that is
not a member of the
ATN Island RDC but
belongs to the same
ATN Island.

the selected Route to every Fixed ATN RD in the
same ATN Island for which a Route is available (not
applicable in this example);

aRouteto all Mobile RDs thereby providing a
default Route to all Mobiles;

a Route to each Mobile RD (i.e. to Mobile RD1) for
which the adjacent RD (RD9) is advertising a Route
to the Mobile RDs Home.
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ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
53.7.14 Mobile RDs The palicy requirements | RD3-RD1 In this case RD3 will advertise to the Mobile RD1;:

are applicable to the
advertisement of routing
information between a
Router inan RD that is
amember of an ATN
Island Backbone RDC
and a Router in an
adjacent Mobile RD.

e aRouteto NSAPs & NETs contained within RD3.

The ATN ICS SARPs additionally recommend that RD3
should advertise to the Mobile RD1:

® an aggregated Route to NSAPs & NETSs contained
within the State A RDC (i.e. the local RDC) and;

® an aggregated Route to NSAPs & NETSs contained
within the State B RDC, the IACSP RDC and the
Airline RDC (i.e. al other Island RDCs for which a
Route is available).
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ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
5.3.7.15 ATN RDs in other The palicy requirements | RD4-~RD5 For example RD8 will advertise the following Routes to
ATN Islands are applicable to the all adjacent Routers (RD4, RD5, RD7) in adjacent ATN
advertisement of routing | RD4-RD8 Island Backbone RDCs:
information by a Router
inan RD that isa RD4-RD7 ® an aggregated Route to NSAPs and NETSs contained
member of an ATN within the Airline A RDC;
Island Backbone RDC RD5-RD4
and a Router inaRD ® aRoutetoall Mobile RDs assigned to Airline A
that belongsto an RD5-RD8 since the Home RD (RD9) belongs to the same
adjacent ATN Island Island as RDS;
Backbone RDC. RD5-RD7
e aRoute to each Mobile RD for which the adjacent
RD7-RD4 RDs are advertising a route to the Mobile RD’s
Home (not applicable in this example). However,
RD7-RD5 RD4 would advertise a Route to Mobile RD1 to RD8
since RD8 would be advertising a Route to the
RD7-RD8 Home for the Mobile RD1.
RD8-RD4 ® aRoute to each Mobile RD for which thereis no
home (not applicable in this example). However, if a
RD8-RD5 Mobile RD was connected to either RD8, RD9 or
RD 10 then RD8 would advertise this route to RDs
RD8-RD7 4,5& 7.
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Table 3.4-3. Routing Palicy Requirementsfor a Mobile RD (ATN |CS SARPs Ref. 5.3.7.2)
ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
53721 Mobile RD The palicy requirements | RD1-RD2 For example the Mobile RD1 will advertisesto RDs 2 &
relate to the 3 aRoute to NSAPs and NETs contained within mobile
advertisement of routing | RD1-RD3 RD1.

information between a
Router in a Mobile RD
and all ground Router
(irrespective of whether
or not they belong to
one or more RDs) to
which it is connected.
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Table 3.4-4. Routing Policy Requirementsfor an ATN TRD that isnot a member of the ATN Island Backbone RDC (ATN |CS SARPs Ref. 5.3.7.3)
ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
5.3.7.3.2 Adjacent ATN RDs that The palicy requirements RD6-RD7 For example RD9 (TRD) will advertise to RD8:
are members of the ATN are applicable to the
Island’s Backbone RDC advertisement of routing RD2-RD3 e aRouteto NSAPs & NETSs contained within
information from Routers RD9;
inaTRD that do not belong | RD9-RD8

to the ATN Islands
Backbone RDC to adjacent
Routers that are members
of the ATN Island’s
Backbone RDC.

the selected Route to every Mobile RD for
which aRoute is available (not applicablein
this example). However, the rule is applicable
to RD2 which would advertise to RD3 a Route
to Mobile RD1.

the selected Route to every Fixed ATN RD in
the Airline Island i.e. a Route to RD10;

a Route to each Home that the TRD itself (i.e.
RD9) provides for Mobile RDs (e.g. for
Mobile RD1).
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ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
5.3.7.3.3 Adjacent ATN RDswithin | The policy requirements RD9-RD10 In this example RD9 would advertise to RD10:

thesame ATN Island and
which are not member s of
the ATN Idland’s
Backbone RDC

are applicable to the
advertisement of routing
information from routersin
aTRD that do not belong to
the ATN Islands Backbone
to arouter in an adjacent
RD which also does not
belong to the ATN Islands
Backbone.

e aRouteto NSAPs and NETSs contained within
RD9;

e the selected Route to every Fixed RD in the
Airline Island for which a Route is available
i.e. aRoute to RDS;

e if RD9 is currently advertising the preferred
Route to al Mobile RDs (which is must be
since there is no aternative available) then
every known Route to a Mobile is advertised
to RD10 from RD9;

e the preferred Route to all Mobilesi.e. via
RDS;

® aRoute to each Mobile RD for which RD10 is
advertising the preferred Route to the Mobile
RDs Home (not applicable in this example);

e aRouteto the Home of al Mobile RDs
assigned to Airline A since RD9 is the Home
RD for Airline A.
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ATNICS Category Description Applicable RDs from Example
SARPs Scenario
Reference
5.3.7.34 Mobile RDs The palicy requirements RD2-RD1 In this case RD2 will advertise to the Mobile

are applicable to the routes
advertised by a Fixed TRD
which is not amember of
its ATN Islands Backbone
to an adjacent Mobile RD.

RD1::

e aRouteto NSAPs & NETs contained within
RD2.

The ATN ICS SARPs additionally recommend
that RD2 should advertise to the Mobile RD1:

® an aggregated Route to NSAPs & NETs
contained within the State A RDC (i.e. the
local RDC) and;

® an aggregated Route to NSAPs & NETs
contained within the State B RDC, the IACSP
RDC and the Airline RDC (i.e. al other Island
RDCs for which a Route is available).
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Table 3.4-5. The Routing Policy for a Fixed ATN ERD (ATN |ICS SARPs Ref. 5.3.7.4)

ATN ICS SARPs Category Description Applicable RDs from Example
Reference Scenario
53.74.1 Fixed ATN ERD The palicy requirements RD10-RD9 For example RD 10 will advertise to RD9 a

are applicable to the
routes advertised by a
Fixed ERD to adjacent
RDstowhichitis
connected.

Route to NSAPs and NETs contained within

RD10.
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Table 3.4-6. RD Matrix

To From

RD1
Mobile RD

RD2

Fixed TRD
off
Backbone

RD3
Fixed RD
on
Backbone

RD4
Fixed RD on
Backbone

RD5
Fixed RD
on
Backbone

RD6

Fixed TRD
off
Backbone

RD7
Fixed RD on
Backbone

RDS8
Fixed RD on
Backbone

RD9

Fixed TRD
off
Backbone

RD10
Fixed
ERD off
Backbone

RD1
Mobile RD

53734

53714

RD2
Fixed TRD off
Backbone

53721

53.7.13

RD3
Fixed RD on
Backbone

53721

53.7.3.2

53712

RD4
Fixed RD on
Backbone

53712

53.7.15

5.3.7.15

53.7.15

RD5
Fixed RD on
Backbone

53.7.15

53715

53.7.15

53.7.15

RD6
Fixed TRD off
Backbone

5.3.7.13

RD7
Fixed RD on
Backbone

53.7.15

53.7.15

53.7.3.2

53.7.15

RDS8
Fixed RD on
Backbone

53.7.15

53.7.15

53.7.15

53.7.3.2

RD9
Fixed TRD off
Backbone

53.7.13

5374.1
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RD10

Backbone

Fixed ERD off

3.5

351

3511

3.5.1.2

3.5.1.3

3.5.2

3.5.2.1

3.5.2.2

Congestion Avoidancein the ATN Inter networ k
Networ k Congestion

Congestion is a phenomenon experienced by a Router in an Internetwork when the queuing

delays through that Router exceed the maximum acceptable limit. In such a situation, the
end-to-end transit delay is likely to exceed the maximum acceptable for the internetwork’s
users. In the extreme case, a congested router, due to lack of buffer space, may not be able
to accept incoming NPDUs at the rate that an adjacent router is trying to send them, and
is hence forced to discard lower priority NPDUSs, or those near the expiry of their lifetime,

in order to make way for higher priority NPDUs.

Congestion is not a problem for an internetwork. Congested routers can simply discard
NPDUs when they start running out of buffers. However, it is a serious problem for the
users of the internetwork. Congestion first results in an acceptably long transit delay.
However, if network users assume that the lack of arrival of an end-to-end
acknowledgement is due to packet loss, rather than simply an unexpectedly long delay in
the network, then they can retransmit such unacknowledged packets, thus adding to the load
on the network.

In fact, a catastrophic degradation in transit delay and throughput can be observed in a
congested network. First the network becomes congested, then users start retransmitting,
making the network even more congested, resulting in more retransmissions, and so on, until
the point is reached where only insignificant amounts of data can be transferred. It is
therefore vital that Congestion Avoidance mechanisms are put in place in any internetwork,
if it is not to be perceived as unstable and unreliable.

Possible Techniques

In a connectionless internetwork, Congestion Avoidance has to be a co-operative activity
in which a major part is played by the users of the network. Successful operation of the
network depends on its users being “good citizens” and reducing the load placed upon the
network once the onset of congestion has been determined.

In general, any suitable Congestion Avoidance technique must be able to control overload
situations in the underlying network in such a way that data transfer is performed as
efficiently as possible. To be acceptable, the adopted Congestion Avoidance technique must
satisfy the following goals:

a) high throughput (in bit/s), together with a small end-to-end transit delay, should be
experienced by network users;

b) a small buffer load within the traversed routers should be achieved; and
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3523

3524

3.5.2.5

3.5.3

3.5.3.1

3.5.3.1.1

3.5.3.1.2

3.5.3.1.3

3.5.3.14

c) theprobability of packet loss should be minimal:. |

In pursuit of these goals, two candidate algorithms were initially investigated during the
development of the ATN ICS SARPs. These were a sending transport entity back-off
algorithm, similar to the Van Jacobsen Slow-Start algorithm that is widdy used in the
TCP/IP Internet, and a Receiving Transport Entity Congestion Avoidance algorithm.

Although widdly used, the former was rejected. The Slow-Start algorithm probes the

network until congestion occurs, when the transport entity backs off and then proceeds to

probe again. It is effective when congestion is a rare event, and avoids catastrophic
congestion occurring, but is inefficient on a heavily loaded network, as that network is
regularly forced into a congested state during the regular “probes”. In a mobile network,
such as the ATN, there is also considerable scope for the Slow-Start algorithm to be
confused by a mobile system changing its point of attachment. The resulting packet losses
will be interpreted by the sending transport entity as an indication of a congested network,
forcing a back-off state and heneeesulting in a lowering of throughput. |

On the other hand, the chosen algorithm relies upon indications received from the network
layer (i.e. the CE-bit in an NPDU Header) in order to determine when the network is
approaching a congested state, and adjusts the advertised credit window in response. This
has the advantages of avoiding the continued probing that is characteristic of the Slow-Start
algorithm, and of remaining unaffected by a mobile system changing its point of
attachment. It therefore appears to give a significantly better throughput in the aeronautical
environment.

Receiving Transport Layer Congestion Avoidance
Overview

The Receiving Transport Layer Congestion Avoidance algorithm depends on the
“Congestion Experienced” (CE) bit that may be included in an NPDU Header. This bit is
set initially to zero by the End System that creates the NPDU. Should the NPDU pass
through a Router, on its journey through the internetwork, that is either congested, or is
nearing the point of congestion, then the CE-bit is set to one by that Router.

When an NPDU is received by the destination End System, it can therefore readily inspect
the CE-bit and determine if the NPDU experienced congestion anywhere on its route.

This is a simple mechanism for determining the congested state of an internetwork, and does
so without generating additional network traffic. This is important, as a network reaching
the point of congestion should not suffer additional traffic, just because it is congested!

When the receiving transport entity gets-an-NPEDRU with a CE-bit set to one, itis not |
required to take immediate action - indeed, it should not do so, as such an isolated event
may well be transitory. However, if enough-NPINBDUsare received with a CE-bit set |
to one, during a suitable sampling period, then it must take action to tell the sending
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transport entity to slow down and reduce the load it is putting on the network. This is
because when NPBUsNSDUSs start to be regularly received with the CE-bit set, thenitis |
indicative of a network that if not already congested, is starting to become so.

35315 Theway thereceiving transport entity tells the sending transport entity to slow down, isto
reduce the advertised credit window. Whenever areceived TPDU is acknowledged, an AK
TPDU is sent back to the sender that includes the sequence number of the most recently
received TPDU and gives permission for the sender to send another n TPDUs. Normally,
the objectiveisto acknowledgereceived DT TPDUs in atimely manner to ensure that the
sender never getsinto asituation whereby it no longer has permissionto send any more DT
TPDUs (i.e that it runs out of credit). The sender isthen ableto transmit data as fast asiit
can.

35.3.1.6 Normally, n is set large enough for this to be the case. However, when congestion is
detected, if the recelving transport entity sets n to a smaller value, the sender will start to
occasionally run out of credit;. Tthere will be times when it cannot send any DT TPDUSs, |
and hence the load on the network is reduced. Thus the sending transport entity can be
readily told to slow down simply by reducing the value of n.

3.5.3.17 Later on, if asmaller proportion of packets are received with the CE-bit set to one, thenn
can be safely increased again, until congestion is once again determined. On a congested
network, this algorithm results in a small oscillation around the ideal data transfer rate,
while never pushing the network into a congested state. A high throughput with the
minimum of transit delay isthereby achieved, without forcing theroutersto discard packets
as part of a “probing” process. The mentiorfegrgoals for a Congestion Avoidance |
Algorithm are thereby met.

3.5.3.2 Deter mining the Onset of Congestion

3.5.3.2.1 In line with the definition given earlier, a router can be considered congested when the
gueuing delays imposed by a transit through it exceed a certain threshold. A useful metric
for congestion can therefore be gained from a simple inspection of the length of the outgoing
gueue when a forwarded packet is queued for transfer to another system. If the queue
exceeds a certain lengthen the CE-bit should be set to indicate that the queuing delay is |
excessivej.e. congestion has been experienced. However, what is an appropriate queue |
length (i.e. the threshold) to determine when the CE-bit is to be set?

3.5.3.2.2 When specifying a queue threshold, it is necessary to take into account what it is intended
to do with this signal. The final goal is to achieve a data transfer service with fairly good
user visible performance (i.e. low end-to-end delay, high throughput), without producing
too high a buffer load (so the global network is operating stable). If the buffer load found
in any output queue is very large, it runs the risk of packet loss, which will trigger packet
retransmissions. These in turn will increase the end-to-end delay of the data transmission
(since packet loss first has to be detected and recovered, before normal data transmission
can continue) and thus will also reduce the throughput visible to the user. Finally, packet
losses put an additional burden on the network, since the lost packet will already have
(uselessly) traversed part of the network, before it gets lost.
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35323

3.5.3.24

3.5.3.2.5

3.5.3.2.6

3.5.3.2.7

3.5.3.2.8

3.5.3.2.9

Since high throughput and low end-to-end delay are competing goals, L. Klenrock
proposed in his standard work on queuing systems to optimise the “Power” of a connection,
which he defined as

_: Throughput
' Delay

Power

This measure has served well since its introduction, and is widely used within network
optimisation. By adapting that goal to the problem considered here, we have to derive a
threshold value for the output queue load such that the Power of the system is maximised.

To derive an appropriate queue threshold value, we consider an output queue together with

its outgoing link as a M/M/1 queuing system (exponentially distributed inter-arrival times,
exponentially distributed service times).

AW

Figure 3.5-1. A Qgueuing Ssystem |

Packets arrive at a server with arrivalxavehere they eventually get queued if the server |
is currently busy. Packets are fetched from the queue by the server, which forwards packets
at a rate of 4. The system is in a stable state only if packets do not arrive faster than the
server can forward them, i.e. if and onlysf .

Such a queuing system is referred to as an M/M/1 system, and for such an M/M/1 system,
the average time a packet spends in the system is given by

BT =—— @
u-A

The throughput of an M/M/1 system is equal, tib the system is operating in a stable |
state (i.e. one can never receive a higher throughput than the server forwarding rate u, but

the server is also not able to forward packets faster than they arrive).

From the above, the Power of a M/M/1 system thus can be derived to be:

Power- = Throughput _ A
Delay 1/ (u-1)

=Ae(u-4) (2)
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3.5.3.2.10

353211

3.5.3.2.12

3.5.3.2.13

3533

35331

3.5.3.3.2

This measure is maximised if the following condition holds:

3)

S
I
N |

The average number of customers found in a M/M/1 system is given by

E[N]=—2— @

u—-A

which, for % as given in (3) to optimise the power, finally evaluates to a value of 1 packet.
If the output queue threshold is thus set to 1 packet, every system will try to operate at a
point of maximum power, i.e. offering ahigh throughput to the user, whileal so making sure
that the end-to-end delay (e.g. for short messages exchanged between communicating
entities) is kept reasonably small.

Although it has been suggested that a number greater than one is appropriate for low |
bandwidth datalinks, consideration of the above showsthat thereisnojustificationfor this.

A value larger than one simply implies that longer queuing delays are tolerated with clear
downside implications for throughput (e.g. by requiring a longer retransmission timer,
reducing the rate at which AK TPDUSs can be sent, &c.).

However, thisisnot to say that special considerations do not apply to air/ground datalinks.
The queuing modd and the associated argument assumes that all outgoing queues from a
given router areindependent. Thisis not truefor a network suchas AMSS, wherea single
transponder isshared for communicationswithall aircraft. AlthoughtheAir/Ground Router |
servicingan AM SS data link will seea separate outgoing queuefor each aircraft, thereality

is that they are all constrained by a common uplink queue. In such cases, the number of
packets on the outgoing queues should be summed up and the CE-bit set when the total
packets queued for uplink over the same transponder is greater than one.

Reporting Congestion Experienced to the NS-User |

Congestionisexperienced by an NPDU, whileitisan NSDU that is passed to the NS-User

as part of an N-UNITDATA.indication. In many, if not most cases, there will bea oneto

one relationship between NPDUs and NSDUSs. In such a case, there is little problem in
reporting “Congestion Experienced” and, as additional information to the |
N-UNITDATA.indication, the Network Layer can pass an indication that the NSDU
reported congestion experienced on its route from the sender.

However, this leaves open what happens when an NSDU is segmented into two or more
NPDUs, some of which may experience congestion, while others do not. Possible strategies
for the network layer are to:



IV-3-196 Comprehensive Aeronautical Telecommunication Network (ATN) Manual

a) toindicate to the NS-User both the total number of NPDUS received for a single
NSDU, and the number of NPDUSs received having the CE flag set to the transport
layer;

b) tomergethe CE flags received by bitwise ORing all values. Thus, if asingle NPDU
had the CE flag set, congestion will be indicated to the NS-User;

Cc) to merge the CE flags received by bitwise ANDing all values. Thus, only if all
NPDUs had the CE flag set, congestion will be indicated to the NS-User; or

d) toonlyforward the CE flag setting of thelast NPDU received during reassembly of
an NSDU to the local transport layer.

Strategy (a) isthe preferred strategy. Thisis because it gives the NS-User the maximum
amount of information on which to base a decision. All the alternatives hide information
from the NS-User, and thereis little value in doing so.

3.5.34 Credit Window Management by the Receiving Transport Entity

35341 The recelving transport entity monitors incoming TPDUs and determines whether or not
congestion was experienced by the TPDU during its transit through the internetwork. If,
during some sampling period, congestion was experienced by enough TPDUSs, then the
effective credit window is reduced by multiplying it by a reduction factor . Otherwise, if
thecredit window is currently lessthanthea valuewhichwill permit maximumthroughput, |
then it may beincreased by adding an integral valued. Initially, the credit window is set to
alow value (eg. two). The algorithm then ensuresthat it increases until either maximum
throughput is achieved or, congestion starts to be experienced, when the credit window
oscillates about the optimal value. Note that starting from a lower value (i.e. one) has a
downsidein that a credit of one demands two AK TPDUsfor each DT TPDU transferred.

35342 Only DT TPDUs aremonitored during asampling period. Thisisbecauseonly DT TPDUs
are subject to credit management. Other TPDUs types, such as expedited data or
acknowledgements are not subject to credit management, and therefore no feedback can be
gained by monitoring them to see if any restrictions on the credit window are working in
respect of reducing network congestion.

3.5.343 Furthermore, once a sampling period has been completed, and a new credit window
determined, no more sampling should be undertaken for a period equal to the estimated
Round Trip Time (RTT). Thisisbecauseany DT TPDUSs received during this period will
have been subject to the previous credit window. Only oncethe RTT has elapsed, canit be
assumed that the received DT TPDUSs are subject to the new credit regime and hence its
effect on the network state can be reasonably determined.

35344 The reason why a “freeze period” is necessary can be readily seen from the following
example.
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3.5.345 Figure 3.5-234-2 depicts a sender transmitting data towards a receiver. Each packet is |
indicated by aline going from the sender to thereceiver. Transmission of a packet through
the network takes a certain amount of time, represented by the slope of the line (time
proceeds from top to bottom).

3.5.3.4.6 Initially, the transmission is performed in this example with awindow size of 8. It isalso
assumed that the network is currently overloaded, so the receiver will see CE-flagsbeing |
set, and reported to the Transport Entity by the Network Layer.

3.5.34.7 At timet;, thereceiver decides to ask the sender to reduce its load, in order to remove the
overload found in the network. The sender is informed about this decision using an AK
TPDU, transmitted from the receiver to the sender (indicated by the dashed line in
Figure 3.5-2).

3.5.34.8 Oncethisindication is received by the sender, the sender reduces its window to the value
advertised by the recaver. For the scenario considered here, it is assumed that 3= %2, to |
better visualise the operation. Thus, the window W is reducedto 8\k %2 = 4.
Afterwards, the sender is transmitting with a smaller load, indicated by a greater spacing
of the packets.

3.5.3.4.9 As can be seen from the figure, immediately after the decision to reduce the advertised
window, the receiver will continue to get packets still transmitted with the old window.
These may also have their GlBg set, since the sender is not yet aware of the decisionto |
reduce the window, and still is transmitting with the large window. It takes approximately
one round trip time, until the first DT TPDU transmitted at the lower load (i.e. with the
reduced window size) arrives at the receiver. Note that within this time interyphckets |
will be received that still have been transmitted using the old window size.

3.5.3.4.10 During the next round trip time (starting at tigheDT TPDUs being sent using the |
reduced window size, arrive at the receiver. Assuming that the load is now small enough,
there will be no more congestion within the network. In consequence, these packets will not
have their CE-flag set. The receiver will thus see another 4 packets without tlag G&- |
After the second RTT (i.e. at timg),tthe receiver will make a new decision how to modify |
the advertised window size.
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3.5.35

35351

3.5.3.5.2

Sender Receiver

W =W0=8

y

t, Decision “Reduce Load”

1 RTT Freeze Period

yyyvy

[N

Wi=W, =4—

1 RTT Sampling Period

t, Decision “Increase Load”

Yy ¥y v ¥ /V y

A
| 4

W:=W, =5 1 RTT Freeze Period

y

P A A 4

<
o
<€

Figure 3.5-2. Window Adaptation over Time

The-Congestion Avoidance Algorithm |

In the ATN ICS SARPs, the Congestion Avoidance algorithm is presented as a set of
requirements, following the normal style for SARPs. It is represented here in a ‘C’ code
format, in order to make the algorithm more readily understandable to implementors.

Firstly, to support theo@gestion Avoidance algorithm, each connection keeps a number
of state variables, defined and initialised as follows:

int n_DT =0; /l number of DT-TPDUs received

int n_total = 0; /I total number of CE signals received
int n CE =0; /l number of active CE signals received
int W_old =0; /I previously advertised window size

int W_new = WoQ0; /I newly advertised window size

bool sampling= TRUE; /l are we currently sampling CE-flags?

Note.— A new connection starts advertising an initial window sizéasVdefined in |
section 5.5.2.5.2 of th&TN ICS SARPs-text-5:-2:H18 its peer. This is reflected in the|
initialization of variable ‘w_new'.




Part IV — Communication services
Chapter 3 — Internet communication services

1V-3-199

3.5.353

3.5.3.6

35361

Whenever a NSDUFPBY is received from the network layer, the routine |
CongestionAvoidance() iscalled with thecongestioninformation received from the network
layer forwarded to it. This routine performs the congestion avoidance algorithm, and

updates the state variables as follows:

CongestionAvoidance(bool dt_TPDU, int nTotal, int nNCE)

{
/[ dt_TPDU - flag indicating whether a DT-TPDU had been received
I/l nTotal - total number of NPDUs forming that TPDU
/I nCE - number of NPDUs forming that TPDU that had their CE
flag set on
1l reception
if (dt_TPDU) n_DT++; I count total # DT-TPDUs received
n tota +=nTota, I count total # signals received so far
n CE +=nCE; I count # active signals received so far

if (n.DT >W _old) {
I
if (sampling) {
I

if (n_CE >lambda* n_total) {
W_new *= beta;
} dse{
W_new++;
}
AdvertiseWindow(W_new);
sampling= FALSE;
} dse{
1
W_old =W_new;
sampling= TRUE; 1
n total=n CE=n DT=0; //
}
}
}

received enough DT-TPDUSs, phaseis completed

was in sampling phase; compute new window and
advertise

was not sampling; just switch to sampling phase

now entering sample phase

reset counts
I
I
I

Note.— ‘lambda’, ‘beta’ and ‘W are parameters which aréefined in section 5.5.2.5.4 of|

the ATN ICS SARPs-textsee-section5:5-2.54"Recommended-atgorithm values” |

Sending Transport Entity Procedures

No specific features are required of the sending transport entity, in order to support this
Congestion Management algorithm. It isonly required to implement normal behaviour with
respect to the handling of AK TPDUs and the utilisation of the received credit window.
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3.5.36.2 However4—bBecember—1998Hoewever, implementors should note that commercial |
implementations of the transport protocol may often include “transport layer backoff” |
procedures similar to the Van JacobserndacobseBlow-Start algorithmdmplementors |
are strongly advised to remove such a feature from the implementation prior to it being
deployed on the ATN. The backoff procedure is not required for congestion management
and is likely to detect false indications of network congestion when a mobile system moves
its point of attachment. This will result in reduced throughput, and implementations that
include the backoff procedure will be perceived as being slower and giving poorer
performance than those that do not.

3.5.3.7 Known Limitations
3.5.3.7.1 Fairness
3.5.3.7.1.1 It is known from previous research in the area of Congestion Management algorithms, that

the adaptation of a window (instead of the transmission rate) is likely to cause problems if
competing users have different path lengths (i.e. round trip times). Such a situation is shown
in Figure 3.5-3.

Connection 1

2 Mbit/s
5ms

2 Mbit/s 64 kbit/s 2 Mbit/s R
1

500 ms 5ms

64 kbit/s
500 ms

Connection 1

Figure 3.5-3. Fairness Aamong Ceompeting Users
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3.53.7.1.2

353.7.1.3

3.53.7.2

353721

3.5.3.7.2.2

Sy

Theproblemisthat the specified Congestion Avoidancewill tend to result in approximately
equal credit windows for all transport connections through the congested node. However,
throughput depends not just on credit window, but also on the Round Trip Time. Once
credit windows become restricted below the point at which greatest throughput is achieved,
a transport connection will experienced a lower throughput than another with the same
credit window and a shorter Round Trip Time.

It may be possible to balance throughput by varying the value of B taking into account the
Round Trip Time. However, this requires network wide co-ordination to be effective and
isonly thenuseful withlargewindow sizes. Thislimitation therefore appearsto beafeature
which has to be accepted.

Two-Way Traffic

Another well-known problem of many Congestion Control algorithmsis caused by traffic
along thereversepath. If data packets aretransmitted along thereverse path, they will keep
theintermediate system busy for some time. Acknowledgements arriving during that time
will get queued, waiting for the IS to become available again. As soon as the system
becomes free, these acknowledgements are transmitted back-to-back. This can have some
adverse influence on the operation of the Congestion Control algorithm (e.g. leading to
bursts of data packets emitted by one of the senders).

Figure 3.5-4 depicts this scenario.

Connection 1

Connection 3

2 Mbit/s 64kbit/s

5ms

ConneCﬁOn 2

Figure 3.5-4. Two-Wway Traffic
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3.5.3.7.3 A-Credit Window of One isthe Minimum |

353731 Like all Congestion Management algorithms, thereis a point beyond which the algorithm
cannot stop the network getting into a state of catastrophic congestion. In this case, this
point is reached once all transport connections through a congested node have had their
credit window reduced to one. After this point, the algorithm cannot reduce theload on the
network any more and any increase in the load results in congestion, packet discards,
re-transmissions and the network will become congested.

3538 Conclusion

35381 Congestion Avoidanceis an essential featurefor any internetwork. The specified algorithm
appears to be the best for the ATN and achieves the best throughput while avoiding
congesting the network as part of its own operation. There is, however, a limit to its
effectiveness. Thislimit point iswell beyond the point at which thealgorithm startsto give
useful benefits. However, it still underlines the importantce of good network design and |
capacity planning in respect of ensuring that network performance is maintained. A good
Congestion Avoidance algorithm is an essential defence mechanism. However, it cannot
give you network capacity that does not exist.

3.6 ATN Subnetworks
3.6.1 I ntroduction
3.6.1.1 The ATN ICS SARPs specify requirements for the Subnetwork Dependent Convergence

Function (SNDCF) and require that Subnetwork (SN)-Service (SNS) primitives or
equivalent mechanisms be provided.

3.6.1.2 This cEhapter provides guidance on the necessary features of the SNDCF to support the |
ISO/IEC 8473-1 Connectionless Network Layer Protocol (CLNP) over these various |
subnetworks. —First it describes the ATN requirements which are common to al |
subnetworks and thereafter, it is further broken down into mobile (air-ground) and ground
subnetworks. Thelist of subnetworksis not exhaustive, and future subnetworks may well
be capable of serving as ATN subnetworks.

3.6.2 General Characteristics of ATN-suitable Ssubnetworks |
3.6.2.1 Itistrueto say that almost any data communications network can bean ATN Subnetwork.
The ATN is based on internetworking techniques — it is an internetwork — and has the
facilities to integrate both existing and new networking technologies.
3.6.2.2 The minimum requirements for an ATN Subnetwork are that:

a) it supports packet mode communications;

b) except for point-to-point data links, each system attached to the network must be
individually addressable;-and |
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I
C) it must providesubnetwork connectivity information to attached ATN Routersinthe |

form of “Join Events” and “Leave Events” respectively; and |

d) it must support the transparent communicatigtet aligned data; e. there must |
be no “special’ characters that are interpreted by the underlying network.

In practice only the first thrége requirements are absolute, the fotkitlel can always be |
handled by a special adaptation layer.

3.6.2.3 Other features may also be regarded as desirable for ATN Subnetworks. For example,
subnetwork prioritisation of data may be important when the network will share both safety
related and routine data transfer between different pairs of communicating systems. Some
networks can prioritise virtual circuits on an a priori basis prioritising the data of different
users, while others can support this on a per packeper drtual circuit basis. |

3.6.3 Subnetwork Adaptation for the ATN

3.6.3.1 The SNDCF has already been introduced in section 3.3%,6a8d an SNDCF is |
essentially an adaptation layer that interfaces the service provided by an individual
subnetwork to the (SN)-Service expected by CLNP. Provided a suitable SNDCF exists for
a given subnetwork and is implemented in both systems (End Systems or Routers) that will
use the subnetwork to communicate, then that subnetwork can be used as an ATN
Subnetwork.

3.6.3.2 For Ground Subnetworks, ISO/IEC 8473 already defines SNDCFs for most common
subnetwork types. Industry standards exist for other common requirements (e.g.
encapsulation of CLNP over IP). For CIDIN, the ATN ICS SARPs define a special
purpose SNDCF.

3.6.3.3 For Air/Ground Subnetworks, the ATN ICS SARPs have specifiedsipetial purpose |
SNDCFs,called the Mobile SNDCF and the Frame-Mode SNDCF respectiteisThe |
Mobile SNDCFis based upon the SNDCF for ISO/IEC 8208 subnetworks specified in |
ISO/IEC 8473-3 and additionally supperts |

a) identification of the NETs of the communicating systems by ISH PDUs included in
call setup user data; and

b) the negotiation and use of data compression procedures.
3.6.3.4 The data compression procedures specified include:

a) mandatory Local Reference (LREF) compression for the compression of CLNP
Header information (see 3.3.4.68:3-2-9); and |

b) optional data stream mode compression using the Deflate algorithm.
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3.6.35 Air/GroundMebite Subnetworks also require specific local management procedures for
reacting to the presence of a new mobile system on the subnetwork (the Jioin Eevent), and
reacting to a mobile system leaving the subnetwork (the Lteave Eevent). Formally, these
procedures are not part of the Maobile SNDCF, although they are supported by the service
provided by the Mobile SNDCF (see 3.3.4.6.35:16:3).

3.64 Air/Ground Subnetwor ks

The following sections briefly summarise the features of individual mobile subnetworks.
Where necessary reference is made to the appropriate ICAO Annex 10 material.

3641 VDL Moedet-and-ode2-Subnetworks
36411 I ntroduction
364111 The VHF digital link (VDL) is a mobile subnetwork of the ATN, operating in the VHF

aeronautical mohile frequency band. This subnetwork can be run in ether one of the
following fourtwe modes:

a Model. A minimum shift keying modulation scheme-and
b) Mode2. A differentially encoded phase shift keying modulation scheme:;

c) Mode3.

M ode 4.

3.6.4.112 TheVDL airborneunit usesaVHF DataRadio (VDR) which communicateswith a Remote
Ground Station (RGS) interconnected via Ground WANSs with Air/Ground ATN routers.
An RGS is a ground station equipment with radio antenna and WAN access capabilities.

36412 General VDL Mode 1 and Mode 2 Cehar acteristics
3.6.4.121 Route | tnitiation
3641211 Inthe Route I nitiation phase, the Air/Ground Router learns of the existence of an Airborne

Router which can be accessed through the VDL Subnetwork, and the Airborne Router
learns of Air/Ground ATN Routers which are able to forward air-initiated traffic.
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3641212

3.6.4.1.2.1.3

3.6.4.1.2.2

3.64.1.2.2.1

3.6.4.1.2.2.2

3.6.4.1.2.2.3

3.64.1.2.2.4

3.6.4.1.2.2.5

3.6.4.1.2.3

3.6.4.1.23.1

When entering the coverage of an RGS, themobile ATN router learns of Air/Ground ATN
Routers interconnected with the RGS when the RGS transmits the DTE Address of each
Air/Ground router viathe Ground Station Information (GSIF) or Link Establishment X1Ds
(Exchange ID) frames. The receipt of such information is formally described as a Join |
Eevent. |

Oncethe Join Eevent is received, the Airborne Router proceeds with the Route Initiation |
procedures described in 3.4.10.3;, following the “airinitiated” model, and using the DTE |
Address(es) received in theih Eevent to determine with which Air/Ground Routers, calls |
are initiated. Note that if more than one DTE Address is received, then it is a local policy
decision as to which one to use, or whether to attempt multiple simultaneous connections.

VDL Handovers

With VDL, the subnetwork connections between an Airborne Router and an Air/Ground
Router are typically short lived. This is because they last only as long as an aircraft is
within range of the RGS that supports tbartection. It would prove to be very costly if
the Route Initiation procedures were invoked every time the RGS changed, and instead a
VDL Handover procedure is used to avoid this overhead.

Firstly, it is considered good practice that an Air/Ground Router is attached to many RGSs
within the same region. Thus even when the aircraft moves out of range of one RGS and
into the area of coverage of another, it can still remain in contact with the same Air/Ground
Router. Although a new virtual circuit has to be established, this is transparent to IDRP and
there is no need to exchange additional routing information.

Secondly, when a new virtual circuit is established between an Airborne Router and an
Air/Ground Router a procedure known as the M/I bit procedure is used to signal that the
LREF compression directory is to be shared with the existing virtual circuit. This further
ensures that there is no need to re-create the directory used for CLNP header compression.

Thus as an aircraft moves between the RGSs of a given Air/Ground Router, the only impact
is the establishment of a new virtual circuit and the addition of this new route to the local
Forwarding Table. Otherwise, the data compression context is preserved and no new route
initiation is required.

Whenever multiple virtual circuits exist between the #ioi@d Router and a given |
aircraft, through the VDL subnetwork, then the last established call iacthes virtual |
circuit. Through the active virtual circuit, ISO/IEC 8473 NPDUs are sent and received.
Through the remaining connections, with the same aircraft, ISO/HE3 BIPDUs are
never sentpnce a new active connection is established but can still be received.

Route Ttermination |
When the RGS detects the loss of coverage for a given aircratft, it clears all the appropriate

calls within the terrestrial network. As a consequence, all virtual circuits, active or not,
between the Air/Ground Router and a given aircraft via that RGS are cleared.
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3.6.4.1.23.2 Whenthelossof all VDL virtual circuitswithagiven aircraft is detected by the Air/Ground
Router, it then activates the Route Termination phase.

3.6.4.1.2.33 The Route Termination phase consists of theissue of a L eave Event to local management
functions, which results in appropriate updates to the routing tables in the Aair/Gground |
Rrouter reflecting the loss of the route viaVDL. |

3.6.4.1.3 Use of X.25 Ffacilities |
3.6.4.131 Fast Sselect with no Rrestriction on Rresponse |
3641311 The X.25 facility “Fast Select with no restriction on response” is used, in Route initiation,

to allow a responder to pass user data information in the Call Confirm packet.
3.6.4.1.3.2 Priority

3.6.4.1.3.2.1 The VDL Mode 1 and 2 have no X.25 priority capability.

3.6.4.14 Use of Compression Aalgorithm
3.64.14.1 LREF Compression

3.6.4.14.1.1 Use of the M/I Bbit Pprocedure |

3.6.4.14.1.1.1 Use of the LREF compression algorithm is mandated by the ATN ICS SARPs for all
air/ground subnetworks. In the case of VDL, the M/l bit management procedure described
in the ATN ICS SARPs must be used during VDL Handover.

3.6.4.1.4.1.2 L REF and Handover s Pprocedure |

3.6.4.1.4.1.2.1  With regard to the specification provided by the ATN ICS SARPs, it may happen that,
during a VDL handover, a packet requesting the creation of a directory entry is sent on the
old virtual circuit, and subsequent packets for the same source/destination NSAPs are sent
on the new virtual circuits in compressed mode. As VDL does not ensure that the packet
sent on the old virtual circuit will be received by the adjacent router before the compressed
one, compressed packets arriving first will be discarded and an error report is generated
to the sending SNDCF.

3.6.4.1.4.1.2.2 In this case the transport protocol will eventually re-transmit the packet.
3.6.4.1.4.1.3 L REF and Call Celearing |
3.6.4.1.4.1.3.1  When the virtual circuit has been cleared for other reasons than handover and the LREF

compression was used for the cleared virtual circuit, the internal resources used to handle
the Local Reference Directory are released.
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3.6.4.1.4.1.3.2

3.6.4.1.4.1.33

3.6.4.2

36421

364211

3.6.4.21.2

3.6.4.2.1.3

364214

3.6.4.2.15

3.6.4.2.2

364221

3642211

When the virtual circuit has been cleared due to handover and the M/I bit was not set or
refused for the newly established associated virtual circuit, the Local Reference Directory
is released.

In all other circumstances the Local Reference Directory is maintained.
AMSS Subnetwork
I ntroduction

The AMSS satdlite subnetwork components are briefly summarised bel ow:

AES: Aircraft Earth Station, encompasses airborne equipment from the Satellite Data
Unit (SDU), High Power Amplifier (HPA), Radio Frequency Unit (RFU),
Antenna.

GES:. Ground Earth Station, encompasses ground equipment for the satdlite
subnetwork interface with a ground WAN.

Two types of architecture currently exist to access a mobile system from the DTE using
satdlite links;; the DATA-2 mode, and the DATA-3 mode.

DATA-2isanimplementation of thelink layer; (OSI layer 2) with non-standard access and
relay layers. DATA-3 communications is an evolution of DATA-2, integrating the OSI
standardsfor layer 3; (1SO/IEC 8208), with routing and relay functions. Asthe ATN ICS
SARPs recommendregite the use of an ISO/IEC 8208 mobile subnetwork, the AMSS
maode to be used in conjunction with ATN is the DATA-3 mode.

The GES DATA-3 Interworking Function (IWF) is defined in the AMSS SARPs. This
provides a mapping between the ISO/IEC 8208 compatible protocol e ements used on the
Air/Ground Data Link with the ground X.25 network. The IWF implements a set of
minimal relay functionsto support the operation of the ATN mobile SNDCF, including fast
sdect facility and the management of priorities.

Not all ISO/IEC 8208 facilities can beused for the ATN accessto the satellite subnetwork.
Restrictions may arise depending on the implementation of the IWF function, and the
ground X.25 network. Asof 20003996, for example, some Public X.25 Service Providers
are unableto support Fast Select or priority in their X.25 data networks and such facilities
may therefore not be available between an Air/Ground Router and an Airborne Router
using AMSS.

General Ceharacteristics of the AM SS Ssubnetwor k

Route | tnitiation

Inthe Route I nitiation phase, the Air/Ground Router learns of the existence of an Airborne
Router which can be accessed through the Satdlite Subnetwork, and the Airborne Router

similarly learns about Air/Ground ATN Routers. This information is reported as a Jioin
Eevent.
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3.6.4221.2

3642213

36422131

3.6.4.2.2.1.3.2

3.6.4.2.2.1.3.3

3.6.4.2.2.2

3.64.22.21

3.6.4.2.2.2.2

Oncethe Join Eevent is received, the Airborne Router proceeds with the Route Initiation |
procedures described in 3.4.10.3, following the “amitiated” model, and using the DTE |
Address(es) received in theih Eevent to determine with which Air/Ground Routers calls |
are initiated. Note that if more than one DTE Address is received, then it is a local policy
decision as to which one to use, or whether to attempt multiple simultaneous connections.

Note.— As of 20996 GESs are unable to provide aircraft with the list of ATIN
Air/Ground routers_towhich they are interconnected. tol'he airborne router has to |

maintain a table indicating, for each GES, the list of Air/Ground routers with which a
virtual circuit can be established.

Procedure for the Establishment of Connections

Following successful logon to a GES, the SDU provides a Join Event with the GES
identification to the airborne router, and this router will then try to establish one virtual

circuit with one or several ATN Air/Ground routers associated with the GES.

AMSS is air-initiated, and it is the responsibility of the Airborne Router to establish the

first connection with an Air/Ground Router. The Airborne Router periodically tries to
initiate a call with each known Air/Ground Router’'s DTE Address, anda$ttselectis |
available, includes an ISH PDU in the call user data in order to identify its own NET to the
Air/Ground Router. Currently, the DTE addresses of reachable Air/Ground Routers via a
given GES are fixed addresses, pre-defined in a table.

Once a connection has been established with one Air/Ground Router, it is a local policy
matter as to whether the Airborne Router attempts to establish further connections with
other Air/Ground Routers.

Route Termination
Connection loss can be due to:
a) the aircraft leaving the satellite coverage area;
b) the handover of the AES connection to another GES;
c) aground communicatiorssibnetwork system management procedure;
d) air/ground Router system management procedure; and

e) the expiration of the ISO/IEC 8208 mobile SNDCF idle timer.

When a disconnection takes place, the GES will clear all terrestrial connepponisng
the exchange of traffic with this aircraft.

Note.— As of 208896 no specific cause and diagnostic have been defined for the
clearing of a virtual circuit by the GES due to the loss of the Satellite media. Therefore,
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3.6.4.2.2.2.3

3.6.4.2.2.3

3.6.4.2.2.3.1

3.6.4.2.2.4

3.64.2.2.4.1

upon detection of the loss of all connections with an airborne SNDCF, the Air/Ground
router mobile SNDCF enters the Route Termination phase.

This Route Termination Phase causes a L eave event to be passed to local management and
the airborne router’s routing tables to be updated to reflect the loss of the AMSS route to
the aircratft.
L eaving / Entering GES Ceoverage |

The AMSS SARPs constrain the SDU to be connected to only one GES at any time.
Therefore when an aircraft leaves the coverage of one GES, the connectivity is interrupted
before the aircraft establishes a new virtual circuit to the same or another Air/Ground router
via another GES.
| SO/IEC 8208 Sservices Ssupported by the IWF |

For the definition of the ATN convergence function over ISGBEDS8 it is important to
note that the IWF function implements the following services:

a) connection establishment/release;

b) extended address management;

c) data transfer and expedited data transfer;
d) receipt confirmation;

e) interrupt;

f)  reset;

g) transparent mapping of the QoS;

1) throughput class negotiation;

2) minimum throughput class negotiation;
3) subnetwork transit delay negotiation;
4) end to End transit delay negotiation;

h) transparent mapping of cause/diagnostic codes;

i) fast select facility; and

J)  priority.
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3.6.4.2.25

3642251

36422511

3.6.4.2.252

3.6.4.2.25.21

3.6.4.2.25.2.2

3.6.4.2.3

364231

3.6.4.3

36431

364311

3.6.4.3.1.2

Use of X.25 Ffacilities
Fast Sselect with no Rrestriction on Rresponse

Theuse of Fast Sdect is not mandatory for the AMSS subnetwork but it should be used
(with no restriction on response) if the GES IWF and ground X.25 network support Fast
Sdect. AsRouteinitiation is performed by the airborne systems, the airborne router has
tomaintain, inthe Air/Ground Rrouter address table, information indicating whether Ffast
Ssdlect calls can be used for the corresponding Air/Ground Router and GES.

AMSS Priority

Assatdlitecommunications servicesareused by applications other than ATN applications,
theuse of AM SS subnetwork prioritiesiscritical to ensurethat thetraffic relatingto ATM
safety applications is not deayed by non-ATN applications traffic. Ten AMSS priority
levels are available; passenger communications use priorities 0 to 3.

It should be noted that each virtual circuit hasadifferent priority so there areas many open
virtual circuitsas X.25 prioritiesin use between a mobile SNDCF and aremotepeer. This
means that the mobile SNDCF must be able to handle ten virtual circuits for each remote
peer when used over the AM SS subnetwork.

Compr ession Pprocedur es

Use of the LREF compression procedures is mandated by the ATN ICS SARPs. Use of
theM/I bit management procedureis not required asthetransition from one GES to another
will always cause the loss of all virtual circuits before new ones can be established.

Mode S
I ntroduction

TheMode S air/ground subnetwork is a mobile subnetwork of the ATN. It isan extension
of the SSR M ode S surveillance system providing air/ground data communications through
a connection-oriented communications service between two subnetwork points of
attachment (SNPA), onein the aircraft and the other on the ground. This service may be
accessed by means of the protocol defined in ISO/IEC 8208, and is entirely conformant
with the ATN architecture. In addition to its function as an ATN subnetwork, Mode S
offers specific services.

It islikely that a number of Mode S interrogators are connected to a single Ground Data
Link Processor (GDLP), thus extending the coverage of the subnetwork. Unlike VDL or
AMSS, transfer fromoneMode Sinterrogator to another is handled by the subnetwork and
thus completely invisible to the I nternetwork.
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3.6.4.3.2

364321

3643211

3.6.4.3.2.1.2

3.6.4.3.2.1.3

3.6.4.3.2.2

3.6.4.3.2.2.1

3.6.4.3.3

3.6.4.3.3.1

3.6.4.3.4

3.6.4.34.1

3.6.4.3.5

General Mode S Char acteristics

Route I nitiation

When an aircraft enters the coverage of a Mode S subnetwork, a ‘Join Eevent' is |
generated. TheJpin Eevent is always generated by the ground part of the Mode S |
subnetwork, i.e. the GDLP.

Similarly;-tleave Events’'are generated by both the aircraft side (ADLP) and the ground |
side as soon as the aircraft leaves the coverage of a particular cluster of Mode S
interrogators. In addition, refresh cycles may be performed.

-Join Eevent’ and-lLeave Event messages contain at least the following fields:
a) message type;

b) message length;

c) aircraft address; and

d) optionally, time and position of aircraft entry or exit.

Route Termination

When none of the interrogators connected to a GDLP has a particular aircraft in its
coverage, the GDLP activates the Route Termination phase by sending a Leave Event to
local management functions, which result in appropriate updates to the routing tables of the
air/ground router reflecting the loss of that particular route via Mode S.

Use of X.25 Facilities

In accordance with ISO/IEC 8208 the default maximum user data field length is 128 bytes.
In addition, other (non-standard) default maximum user data field lengths may be available
from the following list: 16, 32, 64, 256, 512, 1024, 2048 and 4096 bytes. The selection
of a non-standard default value is a local issue at a DTE/DCE interface and has no
influence on the Mode S packet layer protocol, because the exact length of the user data
field can be extracted from the data link layer information field of the DTE/DCE interface.

Fast Select with no Rrestriction on Rresponse |

The Mode S Subnetwork provides the X.25 “Fast Seteapability. This facility is to |
be used typically during route initiation.

Priority
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3.6.4351

3.6.4.3.6

3.6.4.3.6.1

3.6.5

3.6.5.1

3.6.5.2

3.6.5.2.1

TheMode S subnetwork provides means for distinguishing two priorities (‘high’ and ‘low’).
Use of Compression Aalgorithms |

Use of the LREF compression procedures is mandated by the ATN ICS SARPs. Use of
the M/1 bit management procedure is not required for the Mode S subnetwork.

Ground/Ground Subnetwor ks

This section presents guidance to States and Organisations wanting to implement new or
already existing networks as ATN subnetworks inside their respective boundaries.
Figure 3.6-1 shows various ground-ground networking technologies that may be used as
subnetworks to support the ATN Internet Communications Service. Some of these
technologies may also be applicable within an aircraft.

Subnetwork Aaddressing |

A subnetwork point-of-attachment (SNPA) address is needed for each point of attachment
between an End System or an Intermediate System and a subnetwork.

Application Layer

Session and Presentation
Layer (partly using Fast Byte)
ATN Internetwork and

Transport Layer (TP4) Upper Layers

Network Layer
(CLNP/ES-IS/SNDCF)

LAN

Frame Relay PSN (X.25) ATM | Choice of
Subnetworks

[ Foor ] [ son ] e ] [ con ] |

Figure3.6-1. ATN Uuse of Vvarious Gground=g/Ground Ssubnetworks
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3.6.5.2.2 The routing function of the Network layer manages the correspondence between NSAP
addresses and SNPA addresses, which may be complex. There is no need for an NSAP
addressto incorporateacorresponding SNPA address, although this may facilitaterouting.
The use of the SYSfidd inthe ATN NSAP address structure for this purposeis specified
in section 5.4.3.8.6 of the ATN ICS SARPs.

3.6.5.2.3 Guidance on the use of the ISO/IEC 9542 ES-IS routing protocol over ground-ground
subnetworks is given in section 3.3.4.244:22. |

3.6.5.3 Mapping CLNP over an 1 SO/IEC 8802 Subnetwork

3.6.5.3.1 The ATN ICS SARPs (section 5.7.3) specify that the subnetwork service over ISO/IEC

LANSs s provided as specified in ISO/IEC 8473-2 (Information Technology — Protocol |
for Providing the Connectionless-Mode Network Service — Part 2: Provision of the
Underlying Service by an ISO/IEC 8802 Subnetwolk)his case, the generation of an
SN-UNITDATA request by CLNPresultsinaDataLink Layer (DL)-UNITDATA request

(as described in 1ISO/IEC 8802-2) being generated by the SNDCF. Each such request is
mapped in turn to an ISO/IEC 8802-2 Logical Link Control Type 1 Unnumbered
Information frame, with the DSAP and the SSAP fidds set to the assigned Service Access

Point hexadecimal value for CLNP [OFE].

3.6.5.3.2 The SNDCF provisions for 1ISO/IEC 8802 LANSs apply equally to the Fibre Distributed
Data Interface (1SO/IEC 9314) and other LANs that support the | SO/IEC 8802-2 L ogical
Link Control service.

3.6.5.3.3 I SO/IEC 8802 L AN Aaddressing |
3.6.5331 The structure of Local Area Network (LAN) subnetwork addresses is defined in the

ISO/IEC 8802 series of standards (including the associated Technical Report series
ISO/IEC 11802), and applies to FDDI (1SO/IEC 9314) in addition to the |SO/IEC 8802
LAN types. Thereare address parameters in both the Logical Link Control (LLC) and the
Medium Access Control (MAC) service.

3.6.5.33.2 LLC addresses have a small number of fixed values.

3.6.5.3.33 MAC addresses have to be unique within each extended LAN (teji.e. a group of LANs |
connected by MAC bridges), and one is required for each LAN SNPA. System
configuration becomes easier if MAC addresses arein fact globally unique; in practicethis
is not amajor issue because LAN interfaces are supplied with globally unique addresses,
allocated originally by an agreement between the manufacturers and now administered by
the |[EEE as the International Registration Authority for ISO/IEC 8802.

3.6.5.3.34 ThelSO/IEC 9542 ES-I S protocol supports the sdection of the appropriate MAC address
for each SN-UNITDATA transmission.
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3.6.5.4

3.6.54.1

3.6.5.4.2

3.6.5.4.3

3.6.54.3.1

3.6.5.5

3.6.551

3.6.55.2

3.6.55.3

365531

Mapping CLNP over a Frame Relay Network

The Frame Reay access protocol is based on High-levd Data Link Control
(HDLC/Q.921), and the link access protocol was developed for signalling over the D- |
channd of narrow-band Integrated Services Digital Network (ISDN) (ITU-T |
Recommendation Q.922). The Frame Relay network provides a number of virtual circuits

that form the basis for connections between stations attached to the same Frame Relay
network. The resulting set of interconnected devices form a private Frame Relay group

which may be either fully interconnected with a complete “mesh” of virtual circuits or only
partially interconnected. In either case, each virtual circuit is uniquely identified at each
Frame Relay interface by a Data Link Connection Identifier (DLCI). In most
circumstances, DLCIs have strictly local significance at each Frame Relay interface.

The ATN ICS SARPs do not specify the SNDCF for use over a Frame Relay network.
ISO/IEC 8473-2 (Information Technology — Protocol for Providing the|
Connectionless-Mode Network Service — Part 7: Provision of the Underlying Service by
Frame Relay Subnetworkgiovides an appropriate specification.

Note.— As of 1996, this specification was at Committee Draft status. States and
Organizations who wish to make use of draft versions of ISO documents (e.g., for trial
implementation) are advised to contact the relevant national ISO member body.

Frame Rrelay Ssubnetwork Aaddressing |
Frame relay uses the same address formats as |SDN. See section #44-13.6.5.5.3. |
Mapping CLNP over ISDN

Where an ISDN service is available, a dynamically established ISDN connection may
provide a useful backup to a permanent X.25 wide area link.

The ATN ICS SARPs do not specify the SNDCF for use over an ISDN network.
ISO/IEC 8473-5 (Information Technology — Protocol for Providing thd
Connectionless-Mode Network Service — Part 5: Provision of the Underlying Service for
Operation over ISDN Circuit-switched B-channgisjvides an appropriate specification.

Note.— As of 1996, this specification was at Committee Draft status. States and
Organizations who wish to make use of draft versions of ISO documents (e.g., for trial
implementation) are advised to contact the relevant national ISO member body.

I SDN Ssubnetwork Aaddressing |
The structure of addresses for use with public ISDN subnetworks is defined in ITU-T

Recommendation E.164. There is little practical experience with OSI networking over
ISDN, and further specification may be needed.
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3.6.5.6 Mapping CLNP over an | SO/I EC 8208 Network

3.6.5.6.1 The ATN ICS SARPs (section 5.7.5) specify that the subnetwork service over
ground-ground subnetworks using ISO/IEC 8208 is provided as specified in
ISO/IEC 8473-3 (Information Technology — Protocol for Providing thd
Connectionless-Mode Network Service — Part 3: Provision of the Underlying Service by
ISO 8208 Subnetworks)

3.6.5.6.2 Management of virtual circuits established to support the SNDCF is discussed in detail in
ISO/IEC 8473-3.

3.6.5.6.3 | SO/IEC 8208 Ssubnetwork Aaddressing |

3.6.5.6.3.1 The structure of SNPA addresses for use in access via ISO/IEC 8208 to public
packet-switched data networks is defined in ITU-T Recommendation X.121. Address
formatsfor private packet-switched data networks areamatter for the network operator but
are generally based on the specification of X.121. One SNPA address is needed for each
End System or Intermediate System connected to a subnetwork via ISO/IEC 8208.

3.6.5.6.3.2 Thereisaneedfor Link layer addressesin thel SO/IEC 7776 protocol, but these havefixed
values depending on the DTE/DCE roles of the systems.

3.6.5.7 Mapping CLNP over IP

36571 General

365711 Therearetwo approachesthat will allow the ATN Internet Communications Serviceto be
tunnelled across an internetwork using the Internet Protocol (STDO00O05).

3.6.5.7.12 Recent IETF RFCs have been devel oped to allow the encapsulation of CLNP PDUs over
IP. Alternatively, current commercial off-the-shelf (COTS) routers will encapsulate the
subnetwork PDUs (for example, X.25 packets) into IP datagrams, and decapsulate the
datagrams and forward them to the peer OS| application.

3.6.5.7.1.3 If thereis aneed for direct encapsulation of CLNP PDUs over IP, then IETF RFCs 1701,

1702 and 1070 definea Generic Routing Encapsulation (GRE) protocol to allow a number
of different protocols to be encapsulated over IP. As defined in these RFCs, the packet to
be encapsulated and routed is called a payload packet. The payload is first encapsulated
in a GRE packet. The resulting GRE packet can then be encapsulated in some other
protocol (such as IP) and then forwarded. This outer protocol is called the ddivery
protocol.

Note.— These RFCs are categorized as ‘Informational’ by the IESG. According to
RFC 1602, Informational RFCs are specifications “published for the general information

of the Internet community, and [do] not represent an Internet community consensus or
recommendation. The Informational designation is intended to provide for the timely
publication of a very broad range of responsible informational documents from many
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365714

Legend:

©CnXxXITO

Recur

<
)

3.6.5.7.1.5

3.6.5.7.1.6

sources, subject only to editorial considerations and to verification that there has been
adequate coordination with the standards process”.

The Ddlivery Header for |P will consist of the fields shown in Figure 3.6-2.

IP Datagram Header

0123456 7891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Header Type of Fragment
VER Length Service Length
Identification Flags Frggf;fr::tnt
Header
TTL Protocol Checksum
Source IP Address
Destination IP Address
Options Padding
GRE Header
CIR|IK|S|s Recur Flags Ver P%SZOI
Checksum (optional) Offset (optional)
Delivery Header
Key (optional)
GRE Header
Sequencing/Routing (optional)
Payload Packet

CLNP PDU

Checksum Present (1)
Routing Present (1)

Key Present (2)

Sequence Number Present (1)
Strict Source Route (1)
Recursion Control (3)

Version Number (3)

Figure3.6-2. Delivery Header for IP

Within the GRE Header, the Protocol Typefidd contains the protocol type of the payload
packet. Example protocol types are listed below as shown in Table 3.6-1.

In this case, the mapping to the SNS parametersis as follows:
a) SN-Source-Address: thisfield should contain a source I P address;
b)  SN-Destination Address: thisfield should contain a destination |P address;

c)  SN-Priority: if supported, the priority can be indicated in IP datagrams via the
precedencebitsinthe Typeof Servicefied. ThisfiddshouldindicatethelP priority;



Part IV — Communication services
Chapter 3 — Internet communication services IV-3-217

3.6.5.7.2

365721

3.6.5.8

3.6.58.1

365811

3.6.5.8.1.2

d) SN-Quality-of-Service if supported, this fied should contain the Type of Service
value; and

€) SNS-User Data: thisfidd should contain the CLNP NPDU.

Table 3.6-1. Example Protocol Type Values

Protocol Family Protocol Type

Value (Hex)
Reserved 0000
OSI network layer OOFE
IP 800
Frame Relay 0808
Raw Frame Relay 6559
IP Autonomous Systems 876C
Secure Data 876D
Reserved FFFF

P Aaddressing

Addressing for networks using the Internet Protocol is specified in STD0005 and various
supporting RFCs. ATN NSAP addressingisspecifiedintheATN ICS SARPs, section 5.4.
Although IP addresses may be mapped into NSAP addresses, the reverseis only possible
for addresses used with the new IP version 6. For the predominant IP version 4, the
incompatible addressing structures must be accommodated using an encapsulation or
conversion technique.

Mapping CLNP over Asynchronous Transfer Mode (ATM)

General

The Multiprotocol over ATM (MPOA) specification ofeurrentty-berng-teveloped-by the
ATM Forum should provide the basis for this specification. However, early

implementations could take a similar approach to that developed for the encapsulation of
IP over ATM. Thisis described below.

As described in RFC 1483 Multiprotocol Encapsulation over ATM Adaptation Layer 5

(AALS), ATM-based networks are of increasing interest for both local and wide area
applications. Therearetwo different methods for carrying connectionless network traffic,

routed and bridged PDUs, over an ATM network. The first method (called “LLC
encapsulation”) allows multiplexing of multiple protocols over a single ATM virtual circuit.
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The protocol of a carried PDU isidentified by prefixing the PDU by an I1SO/IEC 8802-2
LLC header. The second method (called “VC-based Multiplexing”) performs higher-layer
protocol multiplexing implicitly using ATM Virtual Circuits (VCs). |

I
Note.— This RFC is categorized as ‘Informational’ by the IESG. According|to
RFC 1602, Informational RFCs are specifications “published for the general information
of the Internet community, and [do] not represent an Internet community consensus or
recommendation. The Informational designation is intended to provide for the timely
publication of a very broad range of msnsible informatnal documents from many
sources, subject only to editorial considerations and to verification that there has been
adequate coordination with the standards process”.

3.6.5.8.1.3 No matter which multiplexing method is sdected, routed and bridged PDUs are
encapsulated within the Payload fied of AALS5 Common Part Convergence Sublayer
(CPCS)-PDU. Theformat of the AALS5 CPCS-PDU is shown in Figure 3.6-3.

3.65814 The Payload field contains user information up to (21°-1) octets.
365815 The Padding (PAD) field pads the CPCS-PDU to fit exactly into the ATM cdlls such that

the last 48-octet cdl payload created by the new Segmentation and Reassembly sublayer
will have the CPCS-PDU Trailer right justified in the cdll.

CPCS-PDU Payload
PAD
CPCS-UU
CPI
CPCS-PDU Trailer
Length
CRC

Figure3.6-3. AAL5 CPCS-PDU Format

3.6.5.8.1.6 TheCPCS-User-to-User (UU) fiddisusedtotransparently transfer CPCS-UU information.
The fidd has no function under the multiprotocol ATM encapsulation described in
RFC 1483 and can be set to any value.

3.6.5.8.1.7 The Common Part Indicator (CPI) field aligns the CPCS-PDU trailer to 64 bits. Possible
additional functions are for further study in CCITT. When only the 64 bit alignment
function is used, this field shall be coded as the hexadecimal value [0x00]

3.6.5.8.1.8 The Length field indicates the length, in octets, of the Payload fiedld. The maximum value
for theLength fieldis 65 535 octets. A Lengthfied coded as the hexadecimal value[0x00]
is used for the abort function.
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3.6.5.8.1.9 The Cyclical Redundancy Check (CRC) fidd protects the entire CPCS-PDU except the
CRC fidd itsdf.
3.6.5.8.1.10 RFC 1483 describes the use of LLC encapsulation for CLNP PDUs which is described
below. For additional information concerning V C-based multiplexing, thereader isreferred
to the RFC.
3.6.5.8.2 L L C Encapsulation
3.6.5.8.21 In LLC Encapsulation the protocol of the routed PDU is identified by prefixing the PDU
by an1SO/IEC 8802-2 L L C header, which may befollowed by an Subnetwork Attachment
Point (SNAP) header. InLLC Type 1 operation, the LL C header consists of three 1-octet
fields as shown in Figure 3.6-4.
DSAP
SSAP
Control
Figure 3.6-4. LLC Header Format
3.6.5.8.2.2 TheL L C header value OXFE-FE-03 identifiesthat aCLNP PDU follows. TheControl field

value 0x03 specifies Unnumbered Information Command PDU. For CLNP PDUs, the
format of the AAL5 CPCS-PDU Payload field shall thus be as follows as shown in
Figure 3.6-5.

DSAP (OXFE)

SSAP (OXFE)

Control (0x03)
CLNP PDU

Figure 3.6-5. AAL5 CPCS-PDU Payload Field Format for Routed | SO PDUsx

3.6.5.8.3

The CLNP protocol isidentified by a1 octet NLPID field that is part of Protocol Data. In
this case, the mapping to the SNS parameters should be the following:

a)  SN-Source-Address: Thisfield should contain the hexadecimal value [OXFE];
b)  SN-Destination Address: This field should contain the hexadecimal value [OxFE];
c)  SN-Priority: Thisfield does not map to AAL-5 fidds;

d) SN-Quality-of-Service: Thisfield does not map to AAL-5 fidds; and
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€) SNS-User Data: Thisfied should contain the 1ISO network layer PDU.

3.6.5.84 ATM Aaddressing |
3.6.5.84.1 Addressing support for ATM is defined in the ATM Forum specification User Network

Interfaces 3.0/3.1. Theaddressformat is based onthe OS| syntax for NSAP addresses, but
despite the similar structure, these 20-byte ATM addresses are better described as private
ATM SNPA addresses. There are three different formats: NSAP Encoded E.164, Data
Country Code (DCC) Format, and International Code Designator (ICD) Format.
Implementation of ATM subnetworks will require an address conversion processin order
to map from the ATN NSAP address to the ATM address.

3.6.5.9 Mapping CLNP over CIDIN

Note.— The Common ICAQO Data Interchange Network (CIDIN) is specified in Annex 10,
Volume Ill. In addion, ongoing working group activities in the European region are
concerned with protocol refinements, profile specifications, network management and
provision of guidance material for the CIDIN. The outcome of these activities is
published in the EUR CIDIN Manual (ICAO EUR DOC 005).

3.6.59.1 General Ccharacteristics of CIDIN |
3.6.59.1.1 Provided Ceommunications Sservice |

3.65911.1 CIDIN, at thetime of definition conceived as a general purpose data network providing a
codeand byteindependent connectionlesstransport servicefor AFS applications, makesuse
of packet switching techniques according to the CCITT Recommendation X.25. CIDIN
protocols aredefined at four levels: datalink protocol (leve 2), X.25 packet protocol (3a),
CIDIN packet protocol (3b) and transport protocol (4). The levd 1 is related to the
physical interface to the transmission media. Routing and multiple dissemination is
performed at theleve of the CIDIN packet protocol. Theuser interfaceis provided at the
level 4. TheX.25 packet protocol may beperformed inthe DTE-DTE modeon leased lines
(using permanent virtual circuits) or at the DTE-DTE interface to packet switched data
networks (using switched or permanent virtual circuits).

Note.— For CIDIN use of packet switched data networks see EUR CIDIN Manual.

3.6.591.1.2 Inthe CIDIN concept a user of the CIDIN serviceisrepresented by an abstract functional
unit called application entity. An application entity invokes the CIDIN transport service
for user data and provides the parameters needed to specify the requested service (request
to send a CIDIN message). Inthe opposite direction, control information and transported
user data are accepted (reception of a CIDIN message). Individual types of application
entities are distinguished by the assigned M essage Code and Format (MCF) value. Only
application entities of the same type (MCF value) are allowed to communicate across the
CIDIN.
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3.6.5.9.1.1.3

3659114

3.6.5.9.1.2

3659121

Note.— Presently, application entities and the corresponding MCF values are specified
for the transport of AFTN formatted messages, OPMET data, and CIDIN management
information (EUR CIDIN Manual).

Theaccess point of an application entity tothe CIDIN transport serviceisidentified by the
CIDIN entry address point (point of CIDIN message submission) and exit address (point
of CIDIN message ddivery).

Note.— Special structures for the 8-letter CIDIN eyizxit addresses may be establishefl
on a regional basis.

When sending a CIDIN message, the application entry can indicate by a service parameter
whether the message transport should be acknowledged end-to-end within the CIDIN.
Using this acknowledgement option, the CIDIN provides information on successful or
non-successful message delivery per exit address ddivery confirmation.

The CIDIN Ttransport linterface |

Theinteractions with the users of the CIDIN transport service (level 4) arealocal matter,
i.e. not specified in Annex 10, Volume I11. In accordance with the EUR CIDIN manual,
Table 3.6-2 provides some guidanceto the use of service parameters at thisinterface when
sending or receiving a CIDIN message respectively.

Table 3.6-2. Service Pparameters Uused for Ssending and Rreceiving CIDIN Mmessages |

3.6.5.9.1.2.2

Service Parameter Sending a CIDIN Receiving a CIDIN
M essage M essage
Exit Address (Ax) Mandatory Optional®
Entry Address (Ae) Mandatory Mandatory
M essage Code and Format Mandatory Mandatory
(MCF) indicator
Message priority (MP) indicator Mandatory Mandatory
Network Acknowledgement (NA) Optional Optional
Indicator
User Data (CIDIN message) Mandatory Mandatory

1 Is known to the addressed application entity
Inthefollowing someexplanationsaregiventotheservice parameterslistedin Table 3.6-2.

a) Exit Address(es) (Ax): Identification of the receiving application entity (entities);
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Note.— In the European Region, a maximum number of 16 exit addresses may be
associated with a CIDIN message (EUR CIDIN Manual).

b) Entry Address (Ae): Identification of the sending application entity;

¢) MessageCodeand Format (MCF) Indicator: | dentifiesthetypeof thecommunicating
application entities; and

d) Message Priority (MP) Indicator: Eight levels of priorities are defined. The highest
priority (level 1) is reserved for CIDIN network management messages. The
remaining priorities are available for user messages.

Note.— For the transport of AFTN-formatted message the following correspondences
between AFTN priority indicators and CIDIN priorities have been agreed: SS = 2,
DD =4, FF =5, GG = 6, and KK = 7.(seeEUR CIDIN Manual) |

e)  Network Acknowledgement (NA) Indicator: NA = 0 (no acknowledgement required)
or NA =1 (acknowledgement required).

f)  User Data (CIDIN message): The coding of the user data is code and byte
independent. According to the CIDIN SARPs user data may have unlimited length.

Note.— There is an agreement between States in the European Region to restrict the
maximum length of user data to 64 kilobytes Sg® CIDIN Manual) |

3.6.5.9.2 Integration of CIDIN as ATN Subnetwork

3.6.59.21 Asillustratedin thesection above, CIDIN has been specified asageneral purposetransport
system between peer CIDIN entry/exit centers. Thus the concept of “underlying
subnetworks” as applied by the ATN architecture is not obvious in the CIDIN context.

3.6.5.9.2.2 However, CIDIN can be integrated in the ATN as an ATN subnetwork in which the
subnetwork service is provided by the CIDIN transport service. In this configuration, the
CIDIN transport protocol operates as subnetworks access protocol (SNAcP) according to
the structure of the OSI network layer. The service provided by the CIDIN transport
protocol is raised to the level required by the ATN internetwork protocol (CLNP) by means
of a suitable SNDCF. This CIDIN SNDCF_is specified in section 5.7.4 of the ATN ICS
SARPs anddescribed in more detail in section 3.6.5/2538-3below. The following |
Ffigure 3.6-6 illustrates how the CIDIN transport service is accessed by the ATN |
internetwork layer.
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Figure 3.6-6. CIDIN as ATN subnetwork

In this configuration where the ATN internetwork protocol operates over the CIDIN
transport protocol, thereis a considerabledegree of functional overlap between the SNIDP
(i.e. the CIDIN transport protocol and packet protocol). For example, the CIDIN transport
protocol also provides segmenting and reassembling functions and the CIDIN packet
protocol performsrouting on permanent or switched virtual circuits. The CIDIN transport
and packet headers have to be carried in addition to the CLNP headers within the CIDIN
subnetwork.

Furthermore, some functions provided by the CIDIN transport service together with the
CIDIN packet protocol responsiblefor thehandling of the 256-octet CIDIN packetsarenot
used by the CLNP in this configuration. This includes the multiple dissemination of
messages and the acknowledgement of messages between CIDIN entry and CIDIN exit
centres.

However it is important to note that when CLNP operates over the CIDIN transport
protocol, CIDIN maintains its integrity, i.e. it could simultaneously serve as an ATN
subnetwork and as an end-to-end data network providing service to other CIDIN
applications, such as the transport of AFTN-formatted messages.

Because of the almost unlimited length of CIDIN messages, the non-segmenting subset of
the CLNP is sufficient when operating over CIDIN.
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3.6.5.9.3 CIDIN SNDCF

3.6.5931 The CIDIN SNCDF performs a mapping between the SN-Service required by the ATN
internetwork protocol (CLNP) and the CIDIN (transport) service. The ATN ICS SARPs
specify the relationship between the SN-UNITDATA service primitives and the actions at
the CIDIN (transport) interface:

a) aSN-UNITDATA Reguest corresponds to arequest to send a CIDIN message; and

b) aCIDIN messagereceived at a CIDIN exit center translates into a SN-UNITDATA
indication.

3.6.5.9.3.2 The acknowl edgement option of the CIDIN is not invoked by the CIDIN SNDCF. This
meansthat CIDIN will not provideaddivery confirmation, when used asATN subnetwork.
No segmentation of the SNS-Userdata is needed.

3.6.59.33 The parameters of the SN-UNITDATA service primitive, i.e. SN-Source-Address,
SN-Destination-Address, SN-Priority and SN-Userdata have equivalents handled by the
CIDIN transport service. Table 3.6-3 indicates the correspondence between these
SN-UNITDATA service parameters and the CIDIN service parameters.

3.6.5.9.34 The SN-Quality-of-Service parameter of the SN-UNITDATA service primitive can be
assumed to have a constant (a-priori) valuefor aCIDIN subnetwork and is entered e.g. as
management datain the ATN router. It isignored by the CIDIN SNDCF when receiving
a SN-UNITDATA request and pre-set by the CIDIN SNDCF when generating a
SN-UNITDATA indication.

Table 3.6-3. Correspondence between SN-Service and CIDIN Service Parameters

SN Service Parameter CIDIN Transport Parameters
SN-Source-Address Entry Address (Ae)
SN-Destination-Address Exit Address (Ax)
SN-Priority Message Priority (MP) Indicator
SNS-Userdata CIDIN Message
3.6.5.9.35 Except for the above mapping to and from CIDIN transport parameters, the CIDIN

SNDCF has to assign and MCF value identifying the User Data as ATN traffic.

Note.— The currently (January 208897) unassigned MCF value of 4 may be used fgr
ATN communicationsaffic over CIDIN. Corresponding allocation will be initiated on|
a regional basis.
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3.6.5.9.3.6

3.6.5.9.3.7

3.6.5.9.4

3.6.5.9.4.1

3.6.5.9.4.2

3.6.5.9.4.3
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Thecorrespondence between ATN CLNP priority and CIDIN priority asrecommended by
ASPP/3 is shown in Table 3.6-4:. |

Table 3.6-4. Mapping of Priorities

CLNP priority CIDIN priority
35778 2
35739 5
35549 7

A priori A-priery values for transit delay, protection against unauthorized access, cost |
determinants and residual error probability haveto be entered as management datainto the
ATN router.

Synopsis

CIDIN isinwide usein certain regions as communications service for AFS applications, |
and may providethe only means of data communicationsto remotefacilities. However, the |
use of CIDIN as an ATN subnetwork can often not be regarded as a technically |
straightforward solution.

If ATN-compliant X.25 servicesareavailablefor thewholecommunicationspath {-e-Svs} |
which areaccessibleon X.25 levd, it is more advisable to use the underlying X.25 service |
directly as an ATN subnetwork in order to reduce overhead from the encapsulation of
CLNP. In this case, a “standard” X.25 SNDCF can be used in the ATN router.

However, if the X.25 protocol cannot be accessed directly, then the use of a CIDIN SNDCF
provides the possibility to make use of the already existing infrastructure for ATN
purposes. |

I
I nter oper ability with Previous Editions of the ATN ICS SARPs |

I
The ATN ICS SARPs have been amended and upgraded according to the principle of
preserving interoperability with previous editions to the utmost extent. Consequently} the
ATN ICS SARPs contain a number of provisions which are complementary to |the
specification of new technical capabilities and have been included to ensure backward
compatibility with implementations compliant with older editions of the ATN ICS SARHs.
I
The key mechanisms used to ensure backward compatibility when introducing additjonal
or enhanced technical features in the ATN ICS SARPs are: |
I
a) use of protocol options in ISO/IEC protocols which, according to the existing
protocol specifications, have to be ignored by the receiver in the case it doe$ not
support or understand the option(s). This mechanism is usedweycadditional |
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configuration data between peer ATN Routers and an example of this mechanismis
the M obile Subnetwork Capabilities Parameter (see 3.7.3);

b)  negotiation of new technical features during connection initiation by signalling
enhanced capabilitiesin theinitial PDU exchange and invoking and using only those
capabilities for which the peer system also indicates support in the responding PDU.
Examples of this mechanism are the ATN Data Link Capabilities Parameter (see
3.7.4) and the Extended Transport Checksum (see 3.7.5); and

C€)  upgrade of the version number of an existing ATN protocol to indicate an enhanced
version of this protocol and fall back to an older version of this protocal, if the peer
system indicates that it does not support this enhanced version of the protocol. An
example of this mechanism is the Mobile SNDCF Protocol (see 3.7.6).

w
]
w

M obile Subnetwor k Capabilities Parameter

w
\]
w
[EEN

TheM obile Subnetwork Capabilities Parameter isincluded by an ATN Air/Ground Router
in the options part of an I1SO/IEC 9542 |SH PDU uplinked during the air/ground route
initiation process. This parameter informs the receiving ATN Airborne Router about the
traffictyperestriction(s) andthesupported AT SC Class(es) of theair/ground datalink over
whichthel SH PDU isreceived. Thisallowsthe ATN Airborne Router to makeappropriate
routing decisions when downlinking CL NP packets.

w
\]
w
N

As indicated above, this parameter will be ignored by ATN Airborne Routers which are
implementing an older edition of the ATN ICS SARPs; these Airborne Routers arerequired
to use a priori_configuration information to respect ITU restrictions on traffic types and
ATSC Class qualifications of data links when forwarding CLNP packets.

3.7.3.3 ATN Airborne Routers compliant with themost recent edition of the ATN ICS SARPswill
use the received subnetwork capability information to update its local configuration data
and will use this updated information in re-building its Loc RIB and FIB.

w
]
N

ATN Data L ink Capabilities Par ameter

w
\]
N
[EEN

The ATN Data Link Capabilities Parameter isincluded by ATN Air/Ground Routers and
Airborne Routers respectively in the options part of an 1SO/IEC 9542 I1SH PDU during the
air/ground route initiation process. In the uplink, this parameter signals whether the
Air/Ground Router

a)  supportsthe generation of UPDATA BISPDUs without a security path attribute (in
order to efficiently use scarce air/ground resources);

b) intends to perform IDRP Type 2 authentication in subsequent BISPDU exchanges
with the receiving Airborne Router; and

Cc)  requires the receiving Airborne Router to downlink its Public-Key Certificate for
subseguent validation.
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In the downlink, this parameter allows an Airborne Router to indicate its capability of
receiving and processing UPDATE BISPDUs which do not contain a security path
attribute.

From the value of the ATN Data Link Capability Parameter the receiving ATN Router
determines the extended capabilities, if any, of the sending ATN Router and invokes and
uses in further communications with this ATN Router only those extended capabilities
which are supported by both ATN Routers.

According to | SO/IEC 9542, unknown parameters contained in theoptions part of received
ISH PDUs are ignored by the receiving system but the PDUs are not discarded.
Consequently, an ATN Router compliant with an older edition of the ATN ICS SARPs will
ignorethe ATN Data Link Capability Parameter, but will be in a position to communicate
with an ATN Router implementing the current specification of the ATN ICS SARPs.
However, the latter router has to "downgrade’ its feature set and is not allowed to use
extended capabilities. The extended capabilities may only be used, if both ATN Routers
implement the most current specification of the ATN ICS SARPs and indicate support for
the extended capabilities in the ATN Data Link Capabilities Parameter.

Extended Transport Checksum

TheExtended Transport Checksum has been specified asan AT N-specific parameter inthe
variable part of COTP and CLTP PDUs to ensure areasonably low probability of packet
misddivery (i.e. lessthan 10-8). Use of this parameter is optional if the COTP is operated
and mandatory if the CLTP is operated. |n both cases, this parameter is not in compliance
with the rdevant | SO/IEC standards.

However, it is not aprotocol error to useit in a Connect Request (CR) PDU. If present in
the CR PDU, the connection initiator signalsthat it wants ahigh level of protection against
packet mis-delivery. If the receiving transport entity does not support this parameter
(because it implements an earlier version of the ATN ICS SARPsS), it will not includeit in
the responding Connect Confirm (CC) TPDU. To ensure backward compatibility, the
procedurerequiresthat the Extended Transport Checksumwill not bepresent in any further
TPDU exchanged over the established transport connection.

Otherwise, if the responding transport entity also supports the Extended Transport
Checksum, this parameter will be included in the CC TPDU and thereafter in all other
TPDUs exchanged over the established transport connection.

To ensure interoperability in the case that the transport connection (TC) responder
implements alater edition of the ATN ICS SARPsthan the TC initiator, the TC responder
is not allowed to include the Extended Transport Checksum parameter in any TPDU, if it
was not present in the received CR TPDU.

Use of the Extended Transport Checksum parameter has also been specified for the CLTP,
however on a mandatory basis as there is no negotiation phase for the connectionless
transport_protocol. |nteroperability between implementations compliant with different
editions of the ATN ICS SARPs s provided as long as the sending transport entity knows
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apriori or through somedirectory that thereceving entity also supportsthis parameter and
that thereis a need to use the Extended Transport Checksum.

Enhanced M obile SNDCF Protocol

The Mobile SNDCF specification has been enhanced to include the transfer of a Deflate
compressiondictionary froman existing virtual circuit to anewly established virtual circuit,
and to negotiate the use of pre-stored Deflate compression dictionaries (see xxx) . To
support these enhancements the Mobile SNDCF Header contained in the User Data of a
Call Request or Call Accept packet respectively has been amended to include a variable
length SNDCF Parameter Extension Block.

The presence of this SNDCF Parameter Extension Block in the Call Request User Datais
indicated by setting the Version Number in the Mobile SNDCF Header to binary [0000
0010]. A receaiving system which also supports this enhanced version (i.e. Version 2) of the
Mobile SNDCF Protocol will understand and process the information received in the
SNDCF Parameter Extension Block and will respond with a Call Accept packet, if thecall
is acceptable in general. The Call Accept User Data may or may not include a SNDCF
Parameter Extension Block depending on the proposed options in the received SNDCF
Parameter Extension Block. Inthefirst case, the most significant bit (i.e. the PEXT bit) of
thefirst octet of the User Datais used to signal the presence of this Extension Block. The
initiating Mobile SNDCF will be able to understand and process this SNDCF Parameter
Extension Block, as it has indicated in the previous Call Request that it supports Version
2 of the Mobile SNDCF Protocol.

In the casethat the M obile SNDCF Header in the User Data of theincoming Call Request
packet containsaVersion Number of binary [0000 0001], indicating thefirst version of the
Mobile SNDCF Protocol, the responding SNDCF will neither set the PEXT bit nor include
aSNDCF Parameter Extension Block in the Call Accept, evenif it supportsalater version
(i.e. Varsion 2). This maintains backward compatibility if the called Mobile SNDCF is
compliant with a more recent edition of the ATN ICS SARPs than the calling Mobile
SNDCF.

Interoperability is also ensured in the case that the calling Mobile SNDCF issues a Call
Request with User Data formatted according to Version 2 of the Mobile SNDCF Protocol
and the called Mobile SNDCF implements an earlier edition of the ATN ICS SARPs. In
this case, thereceiving M obile SNDCF will rgect the call with adiagnostic codeindicating
"Version number not supported”'. The specified provisions require the call initiator to
re-attempt the call establishment with a Call Request User Data formatted according to
Vesion 1 of the Mobile SNDCF Protocal (i.e. without an SNDCF Parameter Extension
Block). The conseguence of this procedure is that two attempts may be required to set up
avirtual circuit between the Air/Ground and the Airborne Router, but communicationswill
be established in any case, if the call is acceptable in general.




